
 
The Challenge 

Fighting online fraud is a constant challenge for e-commerce merchants  

and the airline industry is no exception. Southwest had fraud prevention 

technology in place and was experiencing fraud rates consistently below the 

industry norm. However, the company wanted to take its program to a higher 

level. Continued growth in online bookings and the ever-evolving nature of 

card-not-present fraud demanded a solution that was more scalable and  

customizable. The goal was to reduce fraud-related losses and make  

anti-fraud resources more productive, while preserving an excellent Customer 

Service experience. Another key objective was to leverage new fraud-ýghting 

technologies in the most cost-effective way possible, without dependency on  

a single fraud prevention tool such as device ýngerprinting.

Southwest Airlines Uses  
Accertify’s Interceptas® Platform to  
Cut E-Commerce Fraud in Half
Southwest Airlines Proýle  

After more than 37 years of service, Southwest Airlines, the nation’s leading 

low-fare carrier, continues to differentiate itself from the other airlines —  

offering a reliable product with exemplary Customer Service.  Southwest is 

the only U.S. airline to remain consistently proýtable this decade and enjoys an 

unprecedented string of 36 consecutive years of proýtability.  Southwest has 

among the lowest cost structures, a strong balance sheet, and is the most 

productive airline in the sky. 

In 2008, online bookings reached nearly 80 percent via southwest.com, the 

number one airline web site for online revenue, according to PhoCusWright. 

“After four months with Accertify, 

we saw our fraud rate cut in half 

and it continues to decrease with 

minimal effort.”

Chris Priebe 
Director of Accounting Operations 
Southwest Airlines



• �Robust data management features in Interceptas enabled Southwest to access 30 times more data in its screening process.  
Because Interceptas accepts data in any format, without limits on the amount of data that can be submitted, Southwest now 
accesses 600 distinct and relevant transaction data elements and applies them in the ýltering process. Because effective fraud 
prevention begins with data access, this was a key factor in supplying more detection “horsepower” to Southwest’s program.  

“Working with the Accertify team was like adding a fraud manager, an analyst and a highly skilled programmer to our staff.  
They acted as expert consultants, not as order-takers, and were a great sounding board for improving our program.” 

• �The signiýcant increase in available data paved the way for applying new business rules to the screening process. Interceptasô 
sophisticated ýltering mechanisms, combined with Accertifyôs fraud expertise, enabled Southwest to quickly implement nearly 60 
new business rules for detecting fraud, a ýfteen-fold increase, leveraging Southwestôs positive and negative databases. Existing 
and new rules were speciýcally tailored to the companyôs business and processes for maximum effectiveness. 

“Accertify’s data-mining capabilities are as simple or complex as you want them to be.  You can  
track hundreds of transaction attributes and give analysts more data for decision-making.”

• �The new rules were designed to block fraudulent transactions, allow legitimate transactions to be processed without  
interruption and ýlter only high-risk transactions into the analystsô review queue.  They provided a signiýcant and immediate  
lift to Southwest’s fraud detection efforts while reducing the rate of false positives. 

“We initially implemented Accertify in parallel with our old system.  Within a week, Interceptas was  
blowing our old system out of the water.  It was a race between a motor boat and a row boat.”

• ��Interceptas integrates front-end screening features with an automated, case-management workþow platform and chargeback  
monitoring system to simplify fraud prevention and close the holes that fraudsters can exploit.  Built from the merchant’s perspective, 
Interceptas provides the technology to score, rank and prioritize suspicious transactions, then queue and present them for manual 
review. By keeping analysts focused on the riskiest transactions, Interceptas signiýcantly increased the Southwest fraud  
prevention team’s order review rate and their rate of fraud detection.

“Other systems we evaluated required us to contact the vendor to deploy new rules. With Interceptas,  
we can have a new rule in place in minutes.”

• �The new platform streamlined a cumbersome manual review process and eliminated the need for analysts to use a passenger 
reservation system and other internal systems for their reviews.  These systems were not designed for fraud prevention.  
Interceptas replaced them with a comprehensive review “dashboard” delivering all relevant data elements to analysts on a  
single screen and highlighting the high-risk data. This simpliýed reviews and eliminated the need for analysts to toggle back  
and forth among many screens of information. In addition, automated features in Interceptas applied consistent analysis to 
Southwest’s screening process and replaced many manual procedures for faster and more accurate reviews.

The Solution 

After analyzing an array of solutions available in the marketplace, Southwest selected 
Accertify’s Interceptas platform because it was the most comprehensive and þexible 
fraud-prevention platform in the industry.  Accertify’s Interceptas was implemented in 
June 2008, providing a workbench platform that integrates all of the best-practice tools 
and key components required for a complete fraud prevention program. 

Interceptas uses automation to streamline processes and ensure that consistent  
procedures are applied in ýghting fraud. It was designed with a ñworkbenchò  
architecture that can quickly incorporate new tools and services, and can be  
managed internally without the merchant’s IT department. 

• �Implementation was quick and simple. Accertifyôs experienced fraud experts were 
on site throughout the implementation phase, ensuring a smooth process and 
working with Southwest fraud managers to review and ýne-tune the airlineôs fraud 
prevention policies and program. The process only took two months – a fraction  
of the time compared to other software implementations – and involved three 
Southwest employees on a part-time basis. 

ñAccertify had the þexibility and  
functionality we were looking for.  
It solved the lack of automation  
that made fraud prevention so  
time-consuming.”

 
 

Brandon Adams  
Manager of Ticketing Operations 
Southwest Airlines




