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Augmenting 3-D Secure with  
Comprehensive Controls for Fraud Prevention

Accertify supplements the 
3-D Secure authentication 
tool with fully-integrated 
risk management for all 
payment brands and  
data types
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An Advisory Guide by Accertify
Who should read this guide:

Enterprise merchant fraud team and chargeback managers, risk analysts, compliance 
officers, and financial system managers who are looking for effective ways to reduce 
payment card fraud.

Advice offered about:

• Using 3-D Secure for online purchasing in the EU and other global regions

• Understanding limitations of relying solely on 3-D Secure for fraud prevention

• Supplementing 3-D Secure authentication with comprehensive risk management
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Fraud Management and the Role of 3-D Secure
It’s an endless cycle in IT security: first you discover a problem, gradually tools emerge 
to address aspects of the problem, and eventually vendors integrate key related 
technologies and automate processes to maximize security and ease manageability. 
Simply relying on one tool can bring a swift path to exploitation. A good example is 
fraud management, which is the process of minimizing potential losses from payment 
card fraud and chargebacks. Payment card fraud is a big, complex problem for online 
merchants and card issuers. Merchants cannot solve this problem only by using a single 
tool, or even by passing the annual compliance audit for the PCI Data Security Standard. 
Effective fraud management requires using all components of a comprehensive solution.

This paper describes the 3-D Secure authentication tool and its role in executing an 
effective fraud management strategy. The 3-D Secure protocol was created to instill 
confidence by online buyers, and to reduce fraud losses by merchants and issuers.  
3-D Secure implements an extra step of security into the online purchasing process 
by requiring a user to authenticate themselves by a method determined by their card 
issuer. 1 3-D Secure essentially is a way to implement two-factor authentication. 3-D 
Secure is an XML-based protocol now used by some card brands, and issuers and 
merchants in the European Union and other global regions. Merchants who use 3-D 
Secure receive the benefit of extra authentication. In certain cases, merchants also 
benefit from a financial liability shift to the issuer for fraudulent transactions.

Due to the varying nature of 3-D Secure implementations, using the protocol alone has 
limitations. This paper will describe those considerations in context of comprehensive 
risk management. The main idea in this paper is that while 3-D Secure can be a useful 
tool, it alone does not constitute a comprehensive fraud prevention strategy. For this 
reason, online merchants should adopt a broader strategy for fraud prevention and use 
a comprehensive approach to risk management.

 Accertify’s Information Security Committee, comprised of senior management and 
information security management, provide assistance with respect to managing 
Accertify’s information security program.
1 See “3-D Secure” in Wikipedia, http://en.wikipedia.org/wiki/3-D_Secure.
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The 3-D Secure Authentication Tool

• Extra layer of security for online 
payment card transactions

• Required by some card issuers

• Can help reduce risk, with  
some limitations

• Fraud prevention requires  
more than the 3-D Secure tool
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Authentication for PCI Compliance

3-D Secure provides an extra measure 
of cardholder authentication, which 
is an important element of security 
noted in Requirement 8 of the Payment 
Card Industry Data Security Standard: 
“Assign a unique ID to each person 
with computer access.” Note that 
authentication is just one of many 
requirements for compliance with PCI 
DSS; see the standard for details.

A Tool for Authentication of Online Purchasing
Fraud prevention entails managing risk in multiple vectors with an array of security 
technologies and processes. Multi-factor authentication is one tool among many. The 
3-D Secure protocol adds a second factor to online purchase transactions with payment 
cards. The goal is reducing chargebacks due to unauthorized transactions.

Deployment Considerations

Merchants can use 3-D Secure implementations from American Express, JCB 
International, MasterCard and Visa. Implementations may work only in specified regions, 
such as the EU. In many cases use of the 3-D Secure protocol is optional.

Also note that merchants are not required to use or audit 3-D Secure for compliance 
with the Payment Card Industry Data Security Standard version 2.0. Service Providers 
who furnish 3-D Secure hosting are required to have that capability pass their annual 
assessment for PCI DSS compliance 2.

Limitations

3-D Secure can pose potential limitations that merchants should consider before 
deployment. Issues may include a reduction in transaction completions, achieving only 
partial shifting of liability, and implementation insecurity.

A 3-D Secure implementation can deter transactions by discouraging users from finishing 
the process. One culprit is Activation During Shopping (ADS), a process used by issuers 
that often requires a user to sign up for 3-D Secure if they don’t have an account with 
the issuer. Barring alternatives, the user might not want to sign up for 3-D Secure and by 
default, terminates the transaction. Moreover, the ADS pop-up window or inline frame is 
not subject to certificate verification, so again the user is unable to confirm authenticity 
of the registration site. Another glitch can occur if a merchant’s site is not enabled for 
mobile browsers. In this case, the mobile device browser might be unable to properly 
render required pop-up windows or inline frames, which also kills the transaction.

Liability shift is another issue that should be considered in context of a merchant’s 
overall fraud management posture. For example, if a 3-D Secure-enabled transaction 
results in a fraudulent charge, liability for the chargeback normally shifts to the issuer. 
Even so, that incident of fraud is not exempt from the merchant’s monthly fraud 
threshold. Penalties for exceeding the fraud threshold are unrelated to liability shift for 
3-D Secure-related chargebacks. The only way for merchants to control fraud rates is to 
use comprehensive risk management.

Finally, a degree of insecurity exists for every 3-D Secure implementation because users 
cannot confirm if the browser pop-up window or script-based inline frame requesting a 
3-D Secure password is from the card issuer.3  These are unable to access a SSL server 
certificate to confirm credentials of the 3-D Secure implementation. If a user has been 
lured to a fraudulent phishing site, that person’s act of entering a personal 3-D Secure 
credential can enable a man-in-the-middle attack – and compromise that person’s 
account. The risk of insecurity for a 3-D Secure implementation is lower with a “closed-
loop” process (such as SafeKey from American Express) where the acquirer and issuer 
are the same, and they control the interoperability domain or infrastructure used to 
process 3-D Secure transactions.

The presence of issues like these can result in the opposite of what issuers and 
merchants both want: secure transactions and more sales. But beyond two-factor 
authentication, and whether or not a merchant uses 3-D Secure, it’s important that your 
organization also consider other security controls addressing a comprehensive range of 
threats for card fraud.
2 PCI Security Standards Council, Attestation of Compliance Self-Assessment Questionnaire D – Service Provider Edition. https://
www.pcisecuritystandards.org/documents/aoc_saq_d_service_providers.pdf

3 See Steven J. Murdoch and Ross Anderson (Computer Laboratory, Univ. of Cambridge), “Verified by Visa and MasterCard 
SecureCode: or, How Not to Design Authentication,” Financial Cryptography and Data Security ‘10, 25-28 January 2010, Tenerife 
(pre-proceedings draft), http://www.cl.cam.ac.uk/~rja14/Papers/fc10vbvsecurecode.pdf.
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Comprehensive Fraud & 
Chargeback Management by 
Accertify

Accertify provides fully integrated 
and proven fraud screening and 
chargeback management  
solutions with:

• Customized Fraud Rules

• Transaction Filtering and 
Prioritization

• Real-time Decisioning

• Automated and Simplified 
Chargeback Monitoring and 
Processing

• Advanced & Custom Reporting

Augmenting 3-D Secure for Fraud Prevention
Card fraud can entail many vectors of risk. Consequently, a comprehensive risk 
management strategy should employ multiple controls to rapidly identify and eliminate 
points of risk.

Monitor All Transaction Data

Fraud prevention requires pervasive monitoring of transaction data. The more data you 
can monitor, the better for reducing the risk of fraud. Card-not-present transactions 
can occur via PCs and the web, from mobile devices, and call centers. Payment methods 
for these transactions can include credit and debit cards, e-wallet, Bill Me Later, and 
PayPal. To effectively reduce risk, there should be no limits on the type, format, quantity, 
or source of data related to transactions. At a minimum, these should include CAV2/
CID/CVC2/CVV2 security codes, cardmember name, billing address and postal code, 
telephone number, cardmember email address, IP address, and others. The fraud 
management system should also automatically tie into external data sources such as 
credit bureaus and analytical services.

Use Advanced Analytics

Fraud prevention requires merchants to use sophisticated screening, filtering, and 
prioritizing for resolution of risky events. Comprehensive risk analysis requires rules 
tailored for transactional events, purchase transactions, and other data flows that 
employ negative / positive lists, advanced analytics, and reference tables. Tools like 
these will keep analysts focused on the riskiest transactions and ensure that consistent 
procedures are applied. Results of analytics should be displayed on a single monitor to 
enable faster and more accurate decision making.

Automate End-to-End Fraud Controls

Fraud prevention requires automating as much of the risk assessment process and 
workflows as possible. Automation should support case management with rapid queuing 
and review to accept or reject a risky transaction. Fraud prevention also requires an end-to-
end system of coverage, including payment processing and chargeback management. By 
addressing all these, a merchant can implement effective risk management to prevent fraud.
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About Accertify

Accertify Inc., a wholly owned 
subsidiary of American Express, 
based in Itasca, IL, is a leader in 
providing e-commerce companies 
with hosted software solutions, tools 
and strategies for preventing online 
fraud and mitigating enterprise-
wide risks. Its Interceptas® platform 
integrates every component of fraud 
prevention, applies state-of-the-art 
automation to each step in process 
and offers advanced capabilities for 
managing fraud data. Built with a 
merchant’s perspective, Interceptas 
delivers flexibility in preventing 
various types of criminal behavior, 
including fraud related to card-not-
present purchases, online scams and 
policy abuse, merchandise returns 
and exchanges and other data 
management challenges. Accertify 
is committed to providing online 
companies with the most cost-
effective solution to fraud available.

Accertify USA World Headquarters 
2 Pierce Place, Suite 900 
Itasca, IIlinois 60143 
Office: 630 735 4400 
Toll Free: 844 482 0906 
Fax: 800 231 4915 
info@accertify.com

Accertify Europe, Middle East, Africa 
1st Floor Belgrave House 
76 Buckingham Palace Rd.  
London, SW1W 9AX UK  
Office: +44 20 3684 7019 
Toll Free (UK): 080 0587 2045 
emea@accertify.com

Accertify Latin America 
Tecnoparque, Eje 5 Norte 990. Edificio 
C 2do Piso  
Azcapotzalco, Mexico City, C.P.  02230 
Phone: + 52 55 5209 7472 
info@accertify.com

Accertify Asia Pacific 
12 Shelley Street - 9th Level 
Sydney, NSW 2000  
Toll Free: 1800 656 984 
japa@accertify.com
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Recommendations
Despite a measure of popularity, 3-D Secure is not a silver bullet for fraud prevention. 
3-D Secure is a point solution for authenticating card-not-present transactions – and 
no more. Accertify recommends two guidelines for merchants who are serious about 
preventing card fraud and increasing legitimate transactions.

• Evaluate 3-D Secure if its use is optional to confirm whether this tool is appropriate 
for your business.

• Do not rely solely on 3-D Secure for fraud prevention. Adopt a strategy for 
comprehensive risk management and deploy a system of controls to minimize risk 
and reduce losses caused by card-not-present fraud.

We invite you to contact your local Accertify sales representative to learn more about 
comprehensive risk management and fraud prevention or visit www.accertify.com. 


