
THE DREADED TRINITY: 
IDENTITY THEFT, APPLICATION FRAUD & ACCOUNT TAKEOVER

PROTECTING THE CUSTOMER EXPERIENCE IS A PRIORITY

ACCERTIFY DIGITAL IDENTITY – FIVE PILLARS OF TRUST

WEBINAR HIGHLIGHTS

WEBINAR AUDIENCE POLLS

Fraudulent 
activities reported 
by consumers 
occurring during 
2019 and 2020.

(Among consumers who 
had these fraudulent 
activities occur)

QUESTION

The Zelle, Venmo, or other P2P transfer (Base: 626)

The bill pay or ACH transfer(s) (Base: 554)

The reward points that were used to make purchases (Base: 525)

The travel rewards that were used (Base: 477)

The card stored on file with an e-commerce merchant where
fraudulent purchases were made (Base: 525)

The wire transfer (Base: 724) Sample size of Aite Group’s online 
survey of 8,653 U.S. consumers, 
December 2020 in reference to 
the bracketed amounts

This study commissioned by Accertify and produced by Aite Group in April 2021, reveals how 
each of these criminal activities relate to one another and impact companies focused on securing 
their customers’ accounts. The latest Accertify webinar looked at:

How the conditions of the pandemic have accelerated the growth of identity theft in the past year.

The increase in application fraud - using stolen or synthetic identity information to set up an account that is used to support criminal activity.

The increase of attack rates and pressure from consumers to step up security measures that avoid creating additional friction in the user experience.

Has your firm shifted the priority that 
improving the client experience plays 
in funding investments in fraud and 
security over the last two years? (n=26)

Accertify Digital Identity (ADI) analyzes account activity, from the moment a customer enters the online environment 
through checkout, reviewing multiple pieces of real time data and user behavior to determine good and bad user 
activity.  ADI identifies the setup of fake accounts, scripted bot attacks and prevents account takeovers leading to theft 
of loyalty / reward points, and ultimately loss of customer trust. Providing customers with a frictionless and secure 
experience, ADI leverages technology to answer these five key questions:

Improving client 
experience plays a 
greater role in getting 
investments funded

65%

APPLICATION FRAUD
Consumers experiencing any 

type of Application Fraud 
(BASE: 8,653 CONSUMERS)

 IDENTITY THEFT
Consumers experiencing Identify Theft 

(BASE: 8,653 CONSUMERS)

YES
37%

NO
63%

NO
53%

YES
47%

DEVICE CONNECTION LOCATION BEHAVIOR REPUTATION

What device 
are they 
using?

How do they 
connect to 
your site?

Where are 
they coming 

from?

How are they 
interacting 

with the site? 

What do we 
know about 

them? 

1 Source: Aite Group’s online survey of 8,653 U.S. consumers, December 2020
2 Source: Aite Group’s survey of 47 financial services fraud executives, September 2021
3,  4 Source: Aite Group’s online survey of 8,653 U.S. consumers, December 2020

© 2021 Accertify, Inc. All Rights Reserved. This document is provided for informational purposes only and is not intended as a basis for business or strategy decisions.  
Accertify disclaims all warranties and liability associated with this document.

42% 27% 31%
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BOTH 2019 and 202020192020

Account Opening

Account Takeovers

Equal growth in both

Neither of those

Device Intelligence

Use Behavior Analytics

Community Data

Machine Learning

External Data Source

What mitigation technique has proved most effective against identity fraud?

What type of identity fraud have you observed growing the most over the past 12 months?
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6.7%

1

2

3

4

E:811 


