WEBINAR HIGHLIGHTS

FORTIFYING DIGITAL CHANNELS
WITH DEVICE INTELLIGENCE
Accertify’s latest webinar discussed how device technology and user behavior analytics can help
identify risks in new account openings as well as how to recognize good customers. Understand
tools that can be used to identify the digital footprint of your customers, monitor new account fraud,
and reward your loyal customer base in their web/mobile app user journeys.

It is getting more and more diﬃcult to identify all devices
49%

of mobile users

update
their devices
on a daily basis3

As of March 2020,
The total number of
new Android malware
samples amounted to

With more than

22 BILLION

connected devices,
today’s consumers are more
vulnerable and exposed
2
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to an increase
https://www.statista.com/statistics/680705/global-android-malware-volume/
in cyber fraud1.
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Accertify Device Intelligence
Assess the
integrity of the
device by analyzing
hundreds of
attributes and
verifying the device
doesn’t have
malware or isn’t
rooted/jail-broken.

Collect device
attributes from
language and
time zone
settings, to IP
location and
more…

What is the reputation of this device
at other companies?

Evaluate
against
billions of
data points
across our
network to
determine if
you
can trust…

Has the device conducted multiple
transactions over a short period
of time or tried to access other accounts?
Is this device trying to mask its location
with a proxy or VPN or is it using

Is this the device
the customer typically uses?

Provide a
seamless customer
experience by quickly
recognizing loyal
customers and their
devices through the
use of a strong
device ID.

Has the device been
stationary or full battery charge for
a long period of time?

Applying User Behavior Analytics
Typing Cadence

Modiﬁer Keys

Mouse Movement

Field Order

We all have a cadence
to how we type our
personal data e.g.
name, email address
etc. Long pauses and
multi-use of delete key
demonstrate
unfamiliarity with the
data.

Is the user pressing a
large number of
modiﬁer keys?
Analyzing whether data
is being pasted into
ﬁelds or whether the
user is tabbing between
windows to access
stolen data is a key
indicator of risky human
interactions.

Registration pages
aren’t regularly ﬁlled out
by good users. They will
often travel further with
a mouse due to
unfamiliarity. Shorter
distances travelled by a
mouse show a
familiarity of repeatedly
ﬁlling out these pages.

When someone ﬁlls out
information online,
good users will update
ﬁelds in a systematic
top-to-bottom order.
Bad actors don’t follow
a logical order, instead
jumping from ﬁeld to
ﬁeld based on the
arrangement of the info
they collected.

Polls
Does your company currently utilize device intelligence today?
No, we don’t have this capability.
26.1%
We’ve made an investment but we’re not seeing the beneﬁt yet.
2.2%
We have it, but we feel we could be leveraging it more.
26.1%
Yes, device intelligence plays a large part in our customer journeys.
45.7%

Does your company currently utilize User Behaviour Analytics today?
No, we don’t have this capability.
39.1%
We’ve made an investment but we’re not seeing the beneﬁt yet.
0.0%
We have it, but we feel we could be leveraging it more.
21.7%
Yes, User Behaviour Analytics plays a large part in our customer journeys.
39.1%
Polls taken from Accertify Webinar on 23rd September, 2021.

© 2021 Accertify, Inc. All Rights Reserved. This document is provided for informational purposes only and is not intended as a basis for business or strategy decisions.
Accertify disclaims all warranties and liability associated with this document.
E:818

