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Dear reader,

It’s almost the end of 2021, but we cannot turn the page to a new year’s novel without complementing your knowledge on best practices into 

stopping fraud to increase customer conversion and revenue. So, we invite you to follow the narrative line of our experts – industry associations, 

top players, consultants, and merchants – who have shared their valuable insights into crucial topics such as account takeover, merchant 

initiated fraud, BOPIS fraud, data enrichment, the boosted machine learning, and many more. 

With this new edition, we are discovering how the fraud ecosystem has evolved and how cybercriminals work, so that businesses can be more 

prepared to use effective data aggregation and security methods to win the battle against bad actors. In addition, we will delve into the best 

fraud prevention strategies involving AI, behavioural biometrics, ML technologies, and reliable authentication tools that can help organisations 

hit fraudsters where it hurts most, while facilitating customers’ experiences and offering a safe environment in online payments. 

Our scope is to keep our readership informed regarding the current reality in the digital space, showcasing the exact cost and damage 

of fraud and navigating through the most efficient ways to eliminate vulnerabilities. Let’s further see what you will find in this year’s report.

What is new this year
The lay of the fraud land: Q&A session with merchants – we asked big names in the merchant industry such as Cornershop by Uber, Insparx, 

PIMVendors, Rappi, Shutterstock, Vestiaire Collective, and Wargaming.net to elaborate on the ecommerce fraud trends that influenced the 

space, and what can be done to prevent fraudsters’ attacks.

Mergers & Acquisitions infographic – shows an accurate picture of the most significant agreements signed so far.

Overview of key players’ core services in fraud prevention – helps industry players gain access to valuable information regarding the current 

security-based products and services on the market.

Did you know? section – a one-page educational infographic sequence, showcasing facts and figures on ATO, policy abuse and refund fraud, 

synthetic identity, message scams, and BOPIS fraud.

Predominant trends in ecommerce fraud put under the microscope 
Via the first part of the report we will look at the growing volume of abuses, in spite of the fact that merchants experienced a decline in the 

variety of attacks. We provide you with an overview of the top threats in different industries, while describing the changing face of old types of 

fraud. Account takeover (ATO) fraud, for example, is still on its climb, despite being considered to have already significant results in ‘the rising 

cyberattacks and unpredictable transaction volumes’. We must not forget that credential stuffing also propelled massively – in H1 2021 it  

reached a total of 285 million attacks – and that the mobile attack rate has surged with up 40% from the end of 2020. ➔
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In addition, we discuss the issues of friendly fraud and card testing that have become the most common attacks globally, surpassing phishing 

and identity theft. For more in-depth details on these matters, please check out the first section of our Fraud Prevention in ecommerce Report.

Emerging fraud trends + new targets = a sophisticated fraud ecosystem 
Throughout our report, we see that scams attacks, account takeover, promo and refund abuse, and many more act as gateways for fraudsters 

that aim to impair online security measures. What is worrying is that more recently, fraudsters started using these vectors simultaneously, 

leading to more issues for businesses around the world.

When the pandemic started, what followed were entire months of peaks and valleys in digital payments. This global disruption gave fraudsters 

and hackers the perfect ground to steal more data, more accounts to take over, and obviously, new places to conceal. So, we will see that cyber-

criminals not only focused their efforts to optimise the already existing abuse tactics, but they also developed more sophisticated ways 

to use them.

Sectors seeing the highest fraud levels 
The digital acceleration in payments hit businesses hard, as many were taken by surprise to join a race they weren’t yet prepared for. 

Those not familiar with digital means of payments fell behind their competition, while at the other side of the spectrum, the lucky ones – those 

prepared –although enjoyed profits and huge spikes in transactions, their growth drew fraudsters’ attention.

As people were forced to stay at home during the lockdowns, industries such as gaming or retail have seen an outburst in both online activity 

and in the average rate of mobile attacks. For instance, ecommerce sites have always been top targets for payments fraud or credential 

stuffing, but retailers are also facing lots of bot attacks including loyalty point theft or gift card fraud. even more, when the world reopened 

its borders, travel sites and the hospitality space have been largely targeted with bot attacks focused on unauthorised price scraping and 

inventory hoarding.

Fighting fraud with prevention strategies and regulations
Going forward, we highlight how businesses can go back down to the fraud rates level seen before the COVID-19 era. In a post-pandemic 

digital world, industry players must understand that trust is probably one of the most vital factors for any business. 

To maintain the trust, customer loyalty is very important, but nowadays loyalty has never been more fragile. Keeping or gaining new clients 

is not an easy task, especially when a single fraudulent act can end up in false declines, customer loss, chargebacks, revenue dropping or 

reputational damage. Yet, when cybercriminals can’t bypass prevention techs, they’ll quickly shift towards easier targets; this is why businesses 

must stay up to date with the most effective next-generation, real-time tools to make fraudsters’ attack attempts an impossible task. Chapter 

6 in our report pictures an overview of the best strategies in fighting fraud.

In terms of regulations and compliance, we dive deep to see how prepared merchants really are for the PSD2 amendment and the SCA 

requirements. More about how to stay compliant and use 3-d Secure exemptions effectively to minimise friction for your customers and 

everything you need to know about SCA and approval rates, you can find below in our SCA and PSd2 section.

Having all this in mind, we kindly invite you to join us one more time this year and explore the pages of our Fraud Prevention in Ecommerce 

Report. Please don’t forget to share your thoughts with us!

Enjoy your reading!
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The current digital transformation, the acceleration in online activity, the customers’ demands for 
real-time payment solutions, and the need to return to the pre-pandemic ‘normal’ are just a few 
factors that opened doors to more fraud and risks for which consumers hadn’t been exposed to 
before. In this chapter, we see which global fraud trends are emerging in the ecommerce industry 
and how businesses can stay above the fraudulent wave.

Key Trends in Ecommerce Fraud
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Promo abuse and refund abuse are among the 
fraud trends that have surged during the pandemic. 
Could you please elaborate on how these types of 
fraudulent activities occur and how prevalent are 
they now in the ecommerce space?
Promo abuse is all about customers taking advantage of a busi ness’s 

discount codes, sign-up bonuses, and referral bonuses online, while  

refund abuse occurs when a customer uses the returns policy of a  

merchant so much that it becomes unprofitable. Both these types  

of ‘abuses’ have indeed shot up during the pandemic. Our recent  

research found that 49% of ecommerce businesses have experienced  

a rise in promo abuse, and 51% have experienced a rise in refund 

abuse since mid-2020.

It’s easy to see why this has happened amid the pandemic. During various  

lockdowns, customers have flocked to online merchants in place 

of physical shops, while merchants have scrambled to attract new 

customers online and offer simple returns policies involving longer 

returns periods and contactless delivery.

One way we’ve seen promo abuse happening a lot is through the 

creation of multiple accounts, so a customer repeatedly receives 

a free trial. Multi-accounting ranges from something as basic as a  

customer logging out of one account and signing into another, to  

fraudsters creating fresh IP addresses or synthetic IDs. We’ve also  

seen promotion abuse evolve into more organised reselling schemes,  

where fraudsters take advantage of product promos to amass mer-

chan dise to sell on at a higher price.

Where refund abuse is concerned, we’ve noticed a considerable 

rise in the trend of ‘wardrobing’, where someone orders an item of 

clothing, wears it once for the purposes of taking pictures for social 

media, and then returns the item. Merchants have a tricky balance 

to strike here though. Make returns policies lenient and this kind of 

thing may keep happening. But making return policies stricter might  

scare off customers, as 83% of shoppers will only buy from platforms  

with return policies they like.

Moreover, what is the difference between refund 
fraud and friendly fraud, as they seem to have similar  
meanings?
Refund abuse isn’t always fraud for a start – it’s usually the exploita-

tion of a return policy. It can be fraud in some cases, for example when  

people claim for a train fare after having taken their journey (and we  

worked with our client Trainline on a solution for this specific issue).  

But for the most part, it’s not fraud – it’s a dispute directly between 

the consumer and the merchant. ➔

Mairtin O’Riada, Chief Intelligence Officer at Ravelin, reveals the latest fraud trends in ecommerce, extensively touching upon 

promo abuse, refund abuse, and account takeover.

Ravelin

 Our recent research 
found that 49% of ecommerce 
businesses have experienced a 
rise in promo abuse, and 51% 
have experienced a rise in refund 
abuse since mid-2020.

Mairtin is the CIO at Ravelin, which provides fraud protection for online businesses. The ‘I’ in CIO 
stands for ‘Intelligence’, and Mairtin runs the Data Science and Investigations team at Ravelin, 
responsible for the machine learning and graph network models at the heart of Ravelin’s detection 
engine. He was previously the Head of Fraud at the taxi app Hailo, where he honed his fraudster 
frustrating skills. He is an internationally experienced intelligence analyst, with stints in Scotland Yard, 
the United Nations, and elsewhere.

Mairtin O’Riada  Chief Intelligence Officer  Ravelin

https://news.railbusinessdaily.com/trainline-partners-with-great-western-railway-to-reduce-refund-fraud-by-39/?utm_content=174901506&utm_medium=social&utm_source=facebook&hss_channel=fbp-1652550834967267&fbclid=IwAR2M3VscL-19JyhaMIDJgeVizITLDxd2L6F6BBzqk7Xb6ro8RFvq7UZQStc
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Friendly fraud, however, is a claim from a customer that they purchased  

goods using their own card, but those goods were somehow not 

delivered or delivered broken or damaged. In this case, the dispute 

is handled through the cardholder’s bank via a chargeback that is 

then taken from the merchant’s account.

What ecommerce verticals have been more affected  
or targeted by fraud in the last 12 months? And are 
there any specific attacks according to the type of 
industry? How does fraud look in retail and travel?
The pandemic has had a hugely disproportionate effect on the levels 

and types of fraud affecting verticals – even within specific verticals. 

But account takeover has been one of the most notable attacks that 

we’ve seen grow significantly within the past year for all verticals. 

For example, when it comes to retail, it’s obvious that fraud is increasing  

across the entire industry. But the boom online grocery merchants 

have experienced over the last 12 months has made them particu-

larly attractive targets for fraudsters – especially with account take-

over attacks. Grocery merchants saw over five account takeover 

attacks per month, which is more than any other type of retailer. 

Huge spikes in transactions and stretched teams also made fraud 

easier to slip under the radar. 

The travel industry was obviously hit hard by the pandemic, with  

several travel brands facing huge levels of chargebacks due to global  

travel restrictions. Attackers targeted the weakened industry, and 

account takeovers increased for 48% of travel merchants mid-

pandemic, the last thing they needed.Thankfully the industry seems 

to be getting back into stride.

It seems like account takeover is something that 
merchants should pay more attention to. How does  
it tend to happen?
It certainly is something merchants should pay more attention to.  

Account takeover can happen in several ways. One method that’s 

proved effective for fraudsters is with basic scripting tools that 

hammer a login with credentials to try and find a combination that  

works. This obviously would never be legitimate customer behaviour,  

so a login limit will stop the most obvious attacks. That said, fraud-

sters are cunning, and will often use scripts that mimic human speeds  

and behaviours, which can trick systems into believing that a genuine  

human is attempting a login.

How can Ravelin help merchants protect them-
selves from fraudsters given all the issues mentioned 
above?
unlike other companies that sell off-the-shelf fraud detection systems,  

Ravelin works with each client to understand its unique business 

model, operations, and pain points before building a specific fraud 

detection technology solution tailored specifically for that customer.

Because we put the work in to tailor our solution to each client, our 

technology distinguishes between genuine and fraudulent payments 

within milliseconds, identifies suspicious credit and debit card 

chargebacks at speed, and continually monitors customer accounts 

for suspicious activity, alerting teams quickly to problems so they 

can mitigate them.

The AI techniques we use in our technology represent the best-

in-class available for processing transactional data and customer 

account data. That said, we can’t overstate the vital role that humans  

play in fraud detection. The most effective fraud detection ecosystems  

comprise a combination of data and human insight and oversight 

because technology is only as good as the instructions it is given.

But as your business grows, automation is the only way to accurately  

and cost-effectively detect fraud among the sheer velocity and volume  

of online payments and account logins, and to detect abuse with refund  

requests and promotion use.

Ravelin provides technology and support to help online businesses prevent evolving fraud 
threats and accept payments with confidence. Combining machine learning and graph 
network visualisation, Ravelin helps businesses draw deeper insights from their customer 
data to detect fraud, account takeover, and promotion abuse, and increase payment 
acceptance.

ravelin.com

Click here for the company profile

https://www.ravelin.com/?utm_campaign=Paypers&utm_source=paypers-q%26a&utm_medium=article-mor
https://www.ravelin.com/?utm_campaign=Paypers&utm_source=paypers-q%26a&utm_medium=article-mor
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The rise of ecommerce’s share of global retail sales – from 14% in 2018  

to 19% in 2020 due to the effects of COVId-19 lockdowns – has 

likewise led to an increase in global fraud rates. This is in part down 

to a new group of online shoppers not fully aware of the dangers of 

the internet. They are perfect targets. Fraudsters use a bag of tricks 

based around social engineering (an act that influences a person 

to take an action that may not be in their best interest) to get what 

they want from them.

Phishing remains a prominent scam method, where cybercriminals 

fool victims to divulge sensitive information. Emails are sent, garnering  

fear and urgency, enticing people to click on a malicious link. They are  

directed to what appears to be a legitimate service to make an outstan-

ding bill payment or update details. If successful, the account falls 

under the control of the fraudster.

Similar techniques include vishing (eliciting information or action over 

the phone) and SMiShing (using SMS to do the same). By utilising  

sophisticated tools to spoof caller ID (but not always), a direct call 

or SMS appears to be sent from the victim’s own bank or another 

service, requiring urgent action. By influencing an individual to install  

a remote desktop programme (RDP, linking two networked computers)  

to supposedly fix a problem, a fraudster gains account access. 

Surprisingly, the main aim is not to steal money: the bigger prize can  

be scans of ID documents saved on the victim’s device, used to 

assume a real identity to open multiple new accounts, launder cash, 

and take out loans.

Two-factor authentication (2FA) is not so strong
In what for a long time has been standard for authenticating online 

transactions and preventing phishing, 2FA appears to provide ade-

quate protection. It is based upon two levels of security: a password 

(something you know), and an authentication code often received 

via SMS on a phone (something you own). Unfortunately, fraudsters 

have upped their game so much that 2FA provides little more than 

a false sense of security.

Cybercriminals can defeat 2FA using the Muraena and NecroBrowser 

toolkit. Developed by researchers Michele Orru and Guiseppe Trotta,  

the aim was to highlight that anti-phishing strategies can be compro-

mised. Previous deep technical knowledge and many tools were  

required to defeat 2FA – attackers needed to have their phishing 

sites function as proxies, forwarding requests to legitimate services 

and deliver responses in real time. The aim was to gain access to 

valid browser cookie sessions, but they had to be used quickly 

before expiring.

The Mureana and Necrobrowers toolkit automates the entire process,  

bypassing 2FA using a reverse proxy solution, capturing login creden-

tials and valid session cookies. Necrobrowser uses the gathered 

cookies, instructing a set of dockerized Chrome browsers to ensure 

the stolen sessions remain active, allowing a fraudster to use the 

target account until they are discovered. ➔

Evolution of Fraud Attacks: How New Strategies Emerge, Stacked on Top of Tried and 
Tested Methods

Nethone

At Nethone, Aleksander bridges the gap between the tech and business teams, translates complex 
and technological ideas into clear gains with client needs turned into tangible product developments. 
Additionally, he loves to dive deep into exploring new areas and opportunities for Nethone to deliver 
better results for our customers. When not fighting fraud, he can be found reading with a self-brewed 
third-wave coffee next to him or bouldering.

Aleksander Kijek  Chief Innovation Officer  Nethone

https://www.linkedin.com/in/aleksander-kijek-29a5a599/
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A simpler method to get around 2FA is SIM swapping. Through phish-

ing and/or social engineering, a fraudster obtains a victim’s details, 

using them to contact their mobile service provider. Impersonating the 

victim and feigning the loss of a phone, they attempt to convince the 

provider to port the number to a new SIM. If successful, all incoming  

calls/messages (including verification codes) will be sent to the 

fraudster’s phone.

ATO fraud attempts in ecommerce will only increase
Cybercriminals are always trying to stay one step ahead of anti-

fraud actors aiming to thwart their efforts. Fraudsters are becoming 

increasingly crafty, deploying a hybrid of new, tried, and tested tech-

niques to achieve account takeovers (ATO).

To combat fraud, the European Union introduced PSD2/SCA (Pay ment 

Services Directive/Strong Customer Authentication) regulations, 

requiring merchants to incorporate multi-factor authentication for 

online transactions. This has improved anti-fraud measures, and rather  

than going up against advanced security, many fraudsters choose 

to focus attention on ATO. The methods are easier than you think,  

which is why ecommerce merchants need to take effective counter-

measures.

Fraudsters try to beat anti-fraud by behaving like a 
normal customer
Once an account has been acquired, a fraudster will aim to act simi-

larly to the original account holder in order to ‘warm up the shop’. 

This process requires time and patience.

The fraudster’s first steps are to analyse the account’s purchase 

history, delivery address, payment methods etc. This is followed 

by browsing online shops and adding similar previously purchased 

products to the shopping cart. Returning days later, adding more 

goods, making the purchase and leaving reviews will seem natural. 

Some fraudsters, in a very nonchalant manner, will also contact 

customer services to engage in conversation to create a bond with 

an ecommerce merchant. Eventually, unwanted items will then be 

removed from the cart with only the desired items purchased. This can  

go on indefinitely until the fraud is discovered.

Advanced anti-fraud solutions based on exhaus tive 
end-user session profiling and machine learning  
can prevent attacks
Such effective attacks highlight why merchants have begun to take  

their users’ behaviour seriously and that rule-based anti-fraud sys-

tems can be ineffective against evolving attacks. The answer to 

these problems is to deploy advanced anti-fraud solutions based  

on behavioural biometrics, digital fingerprinting, backed up by AI/

machine learning models. This is precisely what Nethone provides.  

Our integrated solution effectively differentiates genuine customers 

from fraud actors in real time and in a non-invasive manner. Global fraud  

threats and techniques are evolving, but so too are the solutions.

 

Nethone is a machine learning-based fraud prevention SaaS company that allows online 
merchants and financial institutions to holistically understand their end-users — also 
referred to as ‘Know Your Users’ (KYU) in industry parlance. With its proprietary online 
user profiling and ML technologies, Nethone is able to detect and prevent payment fraud, 
account takeovers, with unrivalled effectiveness.

nethone.com

Click here for the company profile

https://nethone.com/
https://nethone.com/
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With new fraud approaches materialising on almost a daily basis, 

businesses scramble to adapt and put countermeasures in place. 

But as soon as one attack vector is blocked, the bad actors switch to  

another.

Patching the problems in this way is not effective. A reactive approach 

can compromise UX by adding friction to the user journey and may 

not address underlying issues.

Before digging into this problem, let’s look at the five most prevalent 

fraud vectors as identified by the 2021 MRC fraud survey – and what  

makes them a challenging issue.

Friendly fraud
Fraudsters and scammers are usually portrayed as highly organised 

and sophisticated, but increased numbers of customers are crossing  

the line and initiating fraudulent chargebacks. It’s easy for those 

same customers to then change addresses and cards and repeat the 

process – not a recurrent activity that merchants want to experience.

This is further facilitated by the reliance on third parties for the final 

mile of the delivery or fulfilment process, which takes matters out of 

a merchant’s hands. The same applies to disputes, with decisions 

generally going in the customers’ favour. 

Card testing
Obtaining card credentials has become easier than ever, resulting in 

an increase in card testing fraud. The micro-transactions that bad  

actors use to test a card’s validity may not be quickly picked up 

by the legitimate cardholder, allowing the fraudster to build up a  

successful payment history with the card, paving the way for larger  

transactions. Again, disputes will usually be resolved in the customer’s  

favour.

even soft declines can be beneficial to a fraudster if they return enough  

information about why a decline happened and what information is 

missing. For the merchant, the opposite is true – too many declines 

could raise the merchant’s risk level, which in turn can result in 

increased fees.

Phishing, pharming, and whaling
The pandemic forced more and more people to conduct their business  

online, many of whom were new to the world of online transactions 

and the associated threats. As well as phishing attacks, there has 

been a huge increase in pharming scams and whaling scams, 

some of which are very convincing indeed – to the extent that even 

seasoned users have been getting caught out.

This is not surprising when you consider that many businesses still 

rely on SMS OTPs for authentication – the very same channel that 

the scammers are using.

The resulting reputational damage becomes an issue here – if a 

business’ name is used in a scam, 45% of people will lose trust 

in that company. ➔

Fighting Fraud: Don’t Put a Sticking Plaster on a Sticking Point

Callsign

A knowledgeable and engaging panellist, moderator, and speaker, Amir Nooriala is Callsign’s 
Chief Commercial Officer. His broad expertise across financial services, identity, and fintech is 
rooted in his extensive experience – including working as CSO and COO at OakNorth and Ops 
and Tech MD at BGC, as well as key roles at Barclays Investment Bank, Accenture, and Cisco. 
Beyond Callsign, Amir is a champion for social mobility in the UK, being a long-serving trustee of 
the charity Making the Leap and the UK Social Mobility Awards (UKSOMOs). 

Amir Nooriala  Chief Commercial Officer  Callsign

https://merchantriskcouncil.org/resource-center/surveys/2021/2021-mrc-global-fraud-survey
https://www.callsign.com/knowledge-insights/half-of-consumers-blame-banks-retailers-and-mobile-operators-for-scam-message-explosion
https://www.callsign.com/knowledge-insights/half-of-consumers-blame-banks-retailers-and-mobile-operators-for-scam-message-explosion
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Identity theft and ATO
Fraudsters are quick to make use of any valid credentials that they  

can get to steal identities or take over accounts, whether from 

phishing or data leaks on the dark web, or from trojans and malware.  

The estimated cost of Account Takeover (ATO) fraud for 2020 alone 

was around USD 26 billion. So it’s no surprise that the industry 

conver sation has switched from raising awareness to asking why 

it’s still an issue.

A key reason is that accounts are frequently secured by authenti-

cation methods that aren’t very secure at all. A reliance on passwords 

is all too common, and where second-factor authentication is used, 

it usually depends on equally insecure methods such as SMS OTPs.

Discount and promo abuse
Both customers and professional fraudsters are recurrently taking 

advantage of weak authentication that allows them to create multiple  

accounts to get repeated access to offers and promos, or to create 

a network of accounts to exploit referral schemes respectively.

Loyalty schemes are also affected by ATO. With the value of accu-

mu lated and unspent points estimated to be in the hundreds of 

billions of dollars, bad actors have not been slow to see the huge 

financial potential for fraud in this area.

From reactive to proactive
Fraud is probably the world’s biggest unreduced cost centre. And with  

the constant evolution of the digital technologies landscape and the 

continuous adaptation on a fraudsters’ part, a reliance on outdated 

anti-fraud technologies such as SMS OTPs and backlists isn’t going 

to change things. Treating the symptoms isn’t the way to find a cure.

Instead, a digital-first approach based on technologies including 

device fingerprinting and behavioural biometrics allows businesses to 

establish that a customer really is who they claim to be from the outset,  

stepping up authentication only when needed – reducing friction 

and improving UX – and helping move fraud prevention from a cost 

centre to a value-added function.

Businesses should look to mature and evolve towards a positive 

identification approach. every business has its own pathway to that 

maturity, adopting the strategies and technologies that it requires 

to progress – and its own rate of pace.

Clearly, the specifics will vary depending on the business, but with 

fraud accelerating, it’s not only vital that businesses don’t get left 

behind, but that they take the right steps to pull ahead of the curve.

Callsign’s e-book maps out the journey for businesses along their  

Maturity Pathways. Download it here.

 

Callsign has a simple vision: we want to make digital identification seamless and secure. 
Our unique positive identification approach balances high security and user experience, 
allowing customers to interact online safely, with minimal friction, while ensuring that bad 
actors are blocked to protect customers’ identities and business interests.

callsign.com

Click here for the company profile

https://thepaypers.com/thought-leader-insights/why-are-we-still-talking-about-account-takeover-fraud--1252076
https://thepaypers.com/thought-leader-insights/why-are-we-still-talking-about-account-takeover-fraud--1252076
https://programs.callsign.com/maturity-pathways
https://www.callsign.com/
https://www.callsign.com/
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How can merchants securely handle large volumes 
of sales without impacting the customer experience?
We advise merchants to limit the friction to a minimum, however, 

if they need to add friction, at least to add it early in the session. 

Moreover, we urge upon the following best practices:

 

Don’t wait for the transaction in order to assess risk – Apply early  

detection techniques, allowing for more flexible and softer mitigations  

with lower friction and conversion impact. For example, instead of 

blocking the user at the checkout due to suspected ATO, challenge 

the suspected user when trying to change the shipping address/

modify the email address etc.

Constantly monitor detection accuracy – Establish a feedback 

loop based on fraud labels (e.g. chargebacks) and legit traffic labels 

(e.g. challenges passed successfully like multi-factor authentication, 

3-D Secure) to get ongoing visibility into accuracy and identify 

anomalies compared to previous periods.

do you see any particular trends in any specific 
ecommerce vertical during the peak season?
We could notice a trend around bot attacks. Automated accounts 

creation attempts by bots on large scales begin even before the  

peak season itself. More alarming is the fact that bots have increased  

200-300% in the last two years at large retailers. New variants of 

bot attacks in lower scales occur before the peak sales events – 

fraudsters are running ‘tests’ in order to fine-tune their attack vector 

for the sales event itself.

These new variants usually involve using newer automation frame-

works, new evasion techniques, and adaptations to specific new 

sections on the merchants websites that are dedicated to the peak 

season (e.g. dedicated Peak Season sales page, scrapping limited 

releases and schedules etc.). 

The usage of newer automation frameworks and evasion techniques 

is aimed to bypass ‘signature’-based detection (i.e. detection based 

on preliminary research of the specific bots and tools). The usage 

of behavioural data for detection is what allows us to achieve zero-

day detection of these tools, even if never seen before. Traffic from 

tampered devices (rooted, jailbroken devices etc.) and emulators 

is also on the rise. ➔

Ran Wasserman, formerly CTO of SecuredTouch and today a Principal Architect at Ping Identity, details the fraud challenges that 

the festive season could bring, and how to proactively stay ahead of fraudsters especially in this period.

Ping Identity

Ran brings 15+ years of experience in software development and cybersecurity, from IAF’s elite 
computing unit as a developer and team leader, to IMPERVA where he held several development 
and management positions, focusing on web security and the WAF product. As SecuredTouch 
CTO, he led the research and delivery of SecuredTouch’s cutting edge fraud solutions.  
With SecuredTouch acquisition, Ran is now a Principal Architect on Ping’s product architecture 
group. Based in Tel Aviv, Israel, Ran holds a B.Sc. in Computer Science from the Academic College 
of Tel Aviv and an MBA from Tel Aviv University.

Ran Wasserman  Principal Architect  Ping Identity

 The detection is based on 
behavioural data combined with 
device and network attributes, 
allowing us to detect anomalies 
and fraudulent activity at a very 
early stage, without the need to 
wait for a transaction to happen.
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Chargeback fraud and refund abuse also spike in 
this period. How can merchants avoid these types 
of bad experiences?
First of all, early detection is key by preventing the fake accounts from 

being created in the first place and blocking the bots from running 

credentials stuffing from validating compromised credentials. 

Aside from bad bots, merchants should also detect fraudulent tools 

like emulators, cloning applications, and tampered devices and 

challenge/block traffic from such clients.

Similar to bots, these fraudulent tools can be detected with high 

accuracy based on behavioural and device attributes, meaning these  

can be detected early in the session – there’s no need to wait for 

transactional information, i.e. it is possible to detect and block this 

traffic before any damage is done.

Customer behaviour is likely to change during this  
busy period, which may trigger the risk settings.  
How can merchants avoid blocking these consu-
mers and reduce false positives rates by adjusting 
or improving fraud patterns?

They should put focus on the overall population behaviour rather 

than behaviour at the individual account level. This way, they can 

give more weight to the anomalies of fraudulent activity compared 

to the entire population of users and less to the per-account profile, 

and limit the usage of blacklists.

 

What is PingOne Fraud’s solution to proactively 
minimise fraud exposure?
The detection is based on behavioural data combined with device 

and network attributes, allowing us to detect anomalies and 

fraudulent activity at a very early stage, without the need to wait 

for a transaction to happen. Early detection allows us to identify 

fraudulent activity at the ‘preparation’ stage and prevent it before 

any damage is done. For example:

a. detect fake accounts creation at registration;

b.  detect credentials testing by BOTs at login as a preparation for 

account takeover (ATO);

c.   detect account setting changes that occur as part of an ATO, like 

shipping address changes, email changes etc., which happens  

before checkout.

It is also of utmost importance to detect the tools being used by 

fraud sters (bots, emulators etc.) regardless of what they are doing.

Ping Identity delivers intelligent identity solutions for the enterprise. We enable companies 
to achieve Zero Trust identity-defined security and more personalised, streamlined user 
experiences. The PingOne Cloud Platform provides customers, workforce, and partners 
with access to cloud, mobile, SaaS, and on-premises applications across the hybrid 
enterprise. Over half of the Fortune 100 choose us for our identity expertise, open 
standards, and partnerships with companies including Microsoft and Amazon. We provide 
flexible identity solutions that accelerate digital business initiatives, delight customers, 
and secure the enterprise through multi-factor authentication, single sign-on, access 
management, intelligent API security, directory, and data governance capabilities.pingidentity.com

Click here for the company profile

https://www.pingidentity.com/en.html
https://www.pingidentity.com/en.html
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The COVID-19 pandemic has changed the way we do business, 

managed finances and transactions, and forced organisations to 

accelerate plans to add technology that help support the digital 

transformation. That fast-paced shift to support those operational 

changes also created the perfect environment for fraudsters to 

launch new and more sophisticated payments fraud schemes against  

corporations. 

The 2021 AFP Payments Fraud & Control Survey identified the  

main sources of payments fraud in 2020, revealing that three out of  

every four organisations were impacted by business email compromise  

(BEC) scams. The 2019 Symantec Internet Security Threat Report 

showed that one out of every 412 emails contained malware – 

suspicious links or attachments that if clicked, allow criminals to 

access one’s computer systems. In addition, wire transfers and ACH 

credits were the most compromised payment methods. 

It’s not much of a surprise that the pandemic made businesses 

even more vulnerable to fraud – many adopted a remote or hybrid 

work strategy, and increased their online presence through greater 

adoption of ecommerce and online banking. This new reality drove 

organisations’ need to consider adding enhanced cybersecurity 

and fraud prevention protocols to secure payments and help stay 

ahead of the fraudsters. 

We’ll further examine the pandemic’s effect on fraud attempts, the  

consequences of the most common types of fraud, and offer 

recommendations on how to prevent payments fraud before it 

happens.

The pandemic’s impact on fraud
Fraudsters used the chaos and uncertainty in the business environ-

ment in 2020 to escalate fraud schemes, resulting in 74% of organi-

sations becoming targets, according to the AFP Survey. 

We’ve seen criminals using new fraud tactics to attack individuals 

and businesses through the use of phishing emails and fake web sites 

offering information about COVId-19. Web domain registrations for 

COVID-19-related websites were up an astonishing 750% since 

the start of 2020. 

As we look ahead, fraudsters may be motivated by their successful 

scams during the pandemic and the remaining uncertainty stemming 

from new variants. Now, more than ever, we have to help companies 

stay vigilant against the possibility of fraud attacks. ➔

Payments Fraud Fueled by the Pandemic: How Businesses Can Protect Themselves

J.P. Morgan

Sue Dean is Head of Payments Solutions for Commercial Banking at J.P. Morgan. During her more 
than 30-year-career at J.P. Morgan, Sue has held numerous roles in the Wholesale Payments and the 
Investor Services businesses covering product, client service, sales, and operations. 

Sue Dean  Head of Payments Solutions for Commercial Banking  J.P. Morgan

Alec Grant is Head of Client Fraud Prevention for Commercial Banking at J.P. Morgan. For nearly two 
decades, he’s built and executed strategies for fraud, financial crime, and operational risk. 

Alec Grant  Head of Client Fraud Prevention for Commercial Banking  J.P. Morgan

https://www.afponline.org/publications-data-tools/reports/survey-research-economic-data/Details/payments-fraud/
https://docs.broadcom.com/doc/istr-24-2019-en
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What happens when payments fraud is expe rienced
Fraud attacks impact more than just an organisation’s operation, it can  

also lead to potentially devastating financial losses. 

When thinking about avenues to fraud, the greatest financial loss 

was from BEC in 2020, totalling over USD 1.8 billion. It is highly likely  

that this will increase in 2021 as we are seeing a significant rise in 

attacks across all sectors.

Combatting payments fraud
While many organisations have already implemented strategies 

to combat and resolve fraud once it happens, it still took 65% of 

companies longer than a week to discover fraud in 2020. Adopting 

protocols that prevent fraud before it can even happen is a critical 

step that can be taken.

Proper internal controls and protocols – including regular training to 

educate employees on the different types of potential fraud, adding 

an external banner to identify external messages and adopting more 

stringent payments protocols – will help protect companies and 

employees from potential BEC schemes. 

Based on report data, to prevent BEC specifically, companies 

should deploy end-user education to identify fraudulent email 

attacks, policies that require additional verification for any changes 

to financial documents, multi-factor authentication for access to 

networks and payments information, and enhanced email security 

for external communications. The 2021 Business Leaders Outlook 

Pulse Survey, conducted on 7-18 June 2021 – which provides a 

six-month view of the current business environment from 1,375 

senior executives from midsized US companies with annual revenue  

between USD 20 million and USD 500 million – examined executives’ 

sentiments of the current business environment following the 

challenges of the past year. It found that 79% of business leaders 

believe investing in employee education and training were critical 

strategies to mitigate cyberattacks and fraud. 

Taking action, making change 
despite best efforts, criminals may find a vulnerability and payments 

fraud may still happen. If it does, companies can lean on cyber 

insurance or crime policy that might help to cover any losses 

resulting from BEC and other forms of fraud. 42% of company 

leaders reported to the Pulse Survey that cyber insurance has 

proven effective in preventing cybersecurity breaches and fraud.

Many companies may already be moving in the right direction towards  

implementing procedures to actively prevent payments fraud; how-

ever, only 60% claimed to have a fraud policy in place in 2020, per the  

AFP Survey. In light of the long-term effects of the pandemic, companies  

need to take a close look at their current controls and policies and make  

changes that will help protect them from fraud, now and in the future. 

 

J.P. Morgan is a global leader in financial services, offering solutions to the world’s most 
important corporations, governments, and institutions in more than 100 countries, with 
one of the most comprehensive global product platforms available. J.P. Morgan has been 
helping clients to do business and manage their wealth for more than 200 years — a 
business that has been built upon our core principle of putting its clients’ interests first.

jpmorgan.com/global

https://www.jpmorgan.com/commercial-banking/insights/2021-business-leaders-outlook-pulse-survey#cybersecurity-strategies
https://www.jpmorgan.com/commercial-banking/insights/2021-business-leaders-outlook-pulse-survey#cybersecurity-strategies
https://www.jpmorgan.com/commercial-banking/insights/2021-business-leaders-outlook-pulse-survey#cybersecurity-strategies
https://www.jpmorgan.com/global
https://www.jpmorgan.com/global
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The COVId-19 pandemic has resulted in significant changes to 

global fraud patterns, and as a result, it has substantially impacted 

fraud mitigation efforts worldwide. These patterns are highlighted in 

the most recent MRC Global Fraud Survey, and that data provides 

valuable insight into what strategies are working in the fight against 

fraud and how best to implement those strategies on a global scale. 

This annual industry benchmark survey, conducted in partnership 

between the Merchant Risk Council (MRC) and Cybersource,  

A Visa Solution collected feedback from 650 merchants involved in 

ecommerce fraud management from a variety of verticals. 

One of the most compelling takeaways is the power of cross-

industry cooperation in fighting against fraud. Simply put, those 

that legally share information on effective fraud strategies tend to 

have better fraud prevention rates. A key bedrock principle of the 

MRC is the belief that collaboration can benefit the entire industry. 

This principle has never been more relevant than now, and these 

survey results clearly reinforce that point.

General fraud trends in the wake of COVID-19
It may not come as a surprise that global economic uncertainty is  

correlated to a rise in fraud rates, but the findings in this report high-

light patterns that are less obvious. A few of the standout data 

points regarding the pandemic-related patterns include:

• COVID-19 led to a surge in fraud attacks for three-quarters of 

merchants;

• despite an increase in the volume of fraud attacks, the range of 

fraud attacks experienced by merchants declined from four in 2019  

to three in 2021;

• spending on fraud management has spiked, growing five-fold 

since 2019, as a share of ecommerce revenue.

An increased volume of attacks is precedented, but a narrower 

range of attack vectors is more surprising. According to the report, 

‘friendly fraud, card testing, phishing, and identity theft are now 

the most prevalent types of attacks, impacting the largest shares 

of merchants, globally’.

In contrast, account takeover (ATO) attacks have declined consi-

derably since 2019, likely due to the growth of merchant adoption 

of effective mitigation tools and strategies. This trend indicates that 

industry-wide efforts to curb specific attack vectors can be effective, 

which is a promising and optimistic data pattern, supporting the 

idea that pooling resources and knowledge can have significant 

results industry-wide.

Region specific fraud patterns and mitigation efforts
Every region has unique factors that impact their payments infra-

struc ture, economy, and ecommerce identity. Fraud attack patterns 

and responses vary globally, though there are many common threads  

as indicated by the survey results. ➔

Global Fraud Trends, COVID-19, and the Importance of Collaboration

Merchant Risk Council

Tracy Kobeda Brown is the VP of Programs and Technology for the MRC. She was head of product 
for Fragomen, Lockerz, and the CEO of Evil Genius Designs. Tracy created the American Eagle 
Outfitters website, ae.com, and served as CISO. She earned her Masters from Carnegie Mellon and 
her Bachelors in Economics from The Wharton School.

Tracy Kobeda Brown  VP, Programs and Technology  Merchant Risk Council

https://ww2.merchantriskcouncil.org/download-fraud-survey-2021?utm_source=the-paypers&utm_medium=article&utm_campaign=global-fraud-trends&utm_id=news-media
https://merchantriskcouncil.org/?utm_source=the-paypers&utm_medium=article&utm_campaign=global-fraud-trends&utm_id=news-media
https://www.cybersource.com/?utm_source=the-paypers&utm_medium=article&utm_campaign=global-fraud-trends&utm_id=news-media
https://www.cybersource.com/?utm_source=the-paypers&utm_medium=article&utm_campaign=global-fraud-trends&utm_id=news-media
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The data shows that while COVID-19 heavily impacted fraud rates  

worldwide, Latin America, Asia-Pacific, and europe were hit particu-

larly hard. Mid-market merchants with revenues in the USD 5 million 

to USD 50 million range felt the most impact.

One of the more remarkable data points pulled from this report 

is that first-party misuse, or friendly fraud, has become the most 

prevalent type of fraud for merchants in North America and APAC. 

In these markets, rates reported rose by 9% and 16%, respectively, 

compared to 2019. The negative impacts of COVID-19 are likely 

a factor here: household income changes and overall financial 

insecurity often motivate higher rates of first-party misuse.

This marks the first time that first-party misuse has been the most  

common type of fraud encountered by merchants, and the signifi-

cance of this threat cannot be overstated.

Thus, merchants, issuers, networks, and regulators must work 

together to successfully tackle this problem. Collaboration is key to 

the process of reducing the threat of first-party misuse.

A collaborative future for ecommerce
The Global Fraud Survey results make it clear that with a carefully 

considered and regulatory compliant cooperation, we can better 

optimise our fraud mitigation practices, and more effectively 

protect the billions of dollars of customer transactions traversing 

the payment infrastructure annually.

Here are a few data points that demonstrate the efficacy of collabo-

ration:

• MRC members are faring notably better when it comes to preven-

ting fraud attempts from driving similar increases in lost revenue.

• MRC members optimise fraud management costs better than 

non-MRC members, spending significantly less, but still achieving 

better results.

Why might this be? Though there are multiple factors, it’s largely 

due to the collaborative values and priority on the community that  

MRC membership represents. MRC members share industry insights,  

they answer each other’s questions, they share educational resources,  

they connect and brainstorm at events, and they work together to 

ensure we all have the best possible chance of reducing fraud rates.

There were unexpected findings in the results of this survey, but this 

isn’t one of them. It’s no surprise that organisations that prioritise 

cooperation are better equipped to succeed in the ongoing fight 

against fraud. 

After all, fraudsters collaborate on effective tactics. Why shouldn’t 

merchants, solution providers, issuers, and law enforcement do the 

same when it comes to stopping them?

Read the complete 2021 Global Fraud Survey Results report.

The MRC is a global community connecting ecommerce fraud prevention and payments 
professionals through educational programmes, online community groups, conferences, 
and networking events. As a non-profit organisation, the MRC is headquartered in Seattle, 
Washington, but embraces members from across the globe.

merchantriskcouncil.org

https://ww2.merchantriskcouncil.org/download-fraud-survey-2021?utm_source=the-paypers&utm_medium=article&utm_campaign=global-fraud-trends&utm_id=news-media
https://merchantriskcouncil.org/
https://merchantriskcouncil.org/
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The COVId-19 pandemic caught the entire world off guard, and 

seemingly overnight the livelihoods of small businesses were 

threa te ned by lockdowns, procurement challenges, and shipping 

disruptions. As a payment facilitator dedicated to the small business 

community, Wave observed an abrupt shift in the risk landscape 

of payment processing. Being the first pandemic in our lifetime, 

there was no playbook, but there were calculated steps we took to 

mitigate the impact. 

Despite worldwide shortages, the small business community proved 

their ability to source Personal Protective Equipment (PPE), COVID-

19 rapid tests, sanitiser, and other pandemic related items. It was 

fantastic to see the resilience and resourcefulness of the small 

business community, but these posed significant risks to payment 

facilitators and processors alike. Let’s explore them further:

Fraud risk
As with any economic crisis, fraudsters took advantage of the 

opportunity to scam consumers and business owners. Non-delivery 

scams were rampant where legitimate cardholders would make 

purchases from businesses that claimed to have sourced PPE, only 

to receive an empty box if anything at all. Counterfeit N95 masks 

were prevalent, and general fear about being able to make ends 

meet drove higher susceptibility to common scams.

Regulatory scrutiny
The Food and Drug Administration (FDA) and the Federal Trade 

Commission (FTC) communicated changing guidelines and 

protocols as new information surfaced about COVID-19 to keep 

the general public safe. This forced us to work more closely with our 

bank partners and card networks in order to know what we could 

and could not allow on the platform. Price gouging was common as  

many businesses took advantage of product shortages, but the effects  

of supply-and-demand in the logistics chain made it difficult to detect  

what was and what was not a fair price. Many businesses were 

quick to sell rapid COVID-19 tests before they were FDA approved, 

and one of the most common violations was the selling of cloth face 

masks marketed as ‘COVId-19 Masks’. Any product that claims 

to protect, prevent, treat, cure or diagnose COVID-19 is a direct 

violation of regulatory guidelines that we had to enforce. 

Logistical challenges
An increase in large, international payments needed to be evaluated 

for risk and compliance. The news was reporting border closures 

and an overworked postal service, putting even the most well-

intentioned business owners at risk of delivery related chargebacks. 

Additionally, guidance on which PPE types were best (N95 vs 

surgical masks, for example) was not always clear and led to 

misunderstandings between merchant and cardholder – another 

driver of chargebacks.

Mitigating these risks put a significant strain on operational risk 

mana gement at a time when employees were facing challenges 

like transitioning to remote work, managing parental care at home, 

and the impact of the world’s events on mental health. The impact 

this caused on our efficiency combined with the heightened risk and 

compliance requirements significantly affected our team capacity. 

To manage this, we made several adjustments and investments to 

our processes and capabilities, as follows: ➔

A Pandemic’s Impact on Payment and Merchant Risks and Some Best Practices to 
Deal With Them

Wave Financial

Angie is the VP, Fraud & Risk, responsible for protecting Wave’s customers and financial services 
including its proprietary payments, payroll, and debit card products. Angie holds a Master’s Degree in 
Applied Mathematics & Statistics at the University of Guelph and takes a data-driven approach to risk 
detection.

Angie Dobbs  VP, Fraud & Risk  Wave Financial
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Team focus and prioritisation
The majority of this volume was coming from new merchant accounts,  

which put a strain on underwriting capacity. This combined with the 

increased regulatory scrutiny pushed us to dedicate more of the 

team’s time to underwriting and accept more risk on subsequent 

payments by reducing our manual payment review rate post-onboar-

ding. This provided us with the opportunity to build the mechanisms 

required to easily adjust these thresholds moving forward as our 

needs change. 

Stricter protocols for new customers
We implemented strict protocols to protect us from unforeseen issues 

like shipping delays and scams. For new customers processing  

large and/or international payments, reserves were implemented 

more commonly to hold funds until the cardholder confirmed receipt  

of the shipment and that they were satisfied. This may be considered  

conservative, but we found that by taking more of an account manage-

ment approach with our customers there was better cooperation 

and retention than we had anticipated.

Machine learning (ML) and automation
In order to support a more high-touch approach with our customers, 

we needed to drive automation elsewhere. We partnered with our 

internal ML team to build custom risk scores to drive down manual 

review rates in other areas of our platform. This proved highly 

successful, driving both efficiency and improved fraud detection 

with custom models. Not all organisations have the resources 

to support in-house ML work, but this test proved to Wave that 

the investment was worthwhile and has turned into a broader 

partnership between the teams. 

What made us successful through such an intense time was being 

agile, networking, and collaborating to make changes quickly along 

with the dynamic industry. An experimentation mindset was key 

due to the amount of unknowns. As the small business community 

adapted to life in a pandemic we were able to relax many of the 

implemented protocols, but thanks to the controls and mechanisms 

that were built through this process we are confident that we will be 

resilient when the next challenge comes.

 

Wave Financial Inc. (waveapps.com) combines powerful money management tools with 
no-fee business banking built for service-based small businesses. Wave’s comprehensive 
platform includes accounting, banking, invoicing, payroll, and payments software solutions, 
as well book-keeping services. Wave Money, a no-fee business bank account, provides 
small business owners with quick access to payments and their book-keeping is managed 
automatically. Over 300,000 small businesses use Wave’s small business software. Wave has  
won awards for growth, innovation, and company culture, including Deloitte Fast 50, 
Deloitte North American Fast 500, KPMG Fintech 100, CB Insights Fintech 250, Canadian 
Innovation Awards (Financial Services), Canada’s Best Workplaces, and many more. Wave is  
a subsidiary of H&R Block. Follow @WaveHQ for the latest news, insights, and updates.waveapps.com

https://www.waveapps.com/
https://www.waveapps.com/
https://www.waveapps.com/
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In our second year of pandemic-driven change, the payments indu stry 

hasn’t stood still. For businesses, digital transformation accelerated 

at an unprecedented pace, and individuals have been forced into 

new digital behaviours at a rate previously unseen. Current media 

headlines suggest that the immediacy of real-time payments has  

brought with it a new surge in fraud: in the UK, for example, Authorised  

Push Payment (APP) fraud increased by 71% in H1 of 2021, and 

overtook card crime for the first time. Are we therefore on a slippery 

fraud slope with real-time payments? 

The uK Faster Payments Scheme (FPS) was a first worldwide when 

it launched in 2008, and many lessons can be learned from this early 

implementation as other geographies continue to adopt real-time 

payments frameworks:

Looking back
When early adopters break new grounds, it is always easy to criticise 

the way things were done many years down the line. Criticism may 

be justified, but we must not forget the context. When FPS was 

deployed, modern infrastructures were not commonplace, let alone 

modern messaging standards, such as ISO 20022. Socio-economic 

conditions were also different: we just faced the global financial 

crisis of 2007–2008, which was considered the worst since the 

Great Depression. 

Therefore, in the UK, like in many other geographies, the drivers for 

new national infrastructures were primarily centred around boosting 

the economy, helping businesses, and fostering competition. For pay-

ments infrastructures, it was also about speeding up money flows. 

The take-up was slow: in the first ten months of FPS, only 83 million 

payments were processed, and only two banks were ready on launch  

(despite the fact that thirteen banks were directly connected to 

the scheme). 

In the first couple of years, there was a concern that faster payments 

might generate faster fraud. They didn’t. In fact, the UK FPS implemen -

tation body said that there had been no increase in fraud as a result 

of FPS’ introduction, nor any new types of fraud. This confidence 

resulted in the payment value limit being increased from GBP 10K 

to GBP 100K. As uptake continued, and fraud volumes remained 

commensurate, the value limit increased to GBP 250K in 2015, 

where it stands today. That year, five billion payments had been 

processed on FPS, a far cry from the 83,000 processed in the first 

year. This is when things became tricky. ➔

Real-Time Payments – Fast and Safe: Can It Be Done?

Neira Jones

Neira advises organisations on many topics, including payments, fintech, regulations, and 
cybersecurity. She is also a professional speaker, regularly addressing global audiences, and is 
a recognised trainer (see her e-learning website here). You can check out Neira’s activity on her 
LinkedIn and Twitter accounts.

Neira Jones  Independent Advisor & International Speaker

https://www.finextra.com/newsarticle/38884/app-fraud-losses-overtake-card-crime-in-h1-2021
https://neirajones.thinkific.com
https://www.linkedin.com/in/neirajones
https://twitter.com/neirajones
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The birth of Authorised Push Payment fraud (APP)
Six years after FPS’ launch, several factors became conducive to 

fraud:

Socio-economic factors

•  large payment volumes on FPS are now worth the effort for criminals,  

and the general increase in digital adoption, and digital banking, 

in particular, makes this even more attractive;

•  lack of consumer awareness on digital risks;

•  criminals have had six years to study the FPS process and find 

any loopholes;

•  AML regulations, whilst in place were not as stringent as they are 

now. 

Technological and implementation factors

•  bank risk and fraud management approaches differed across the 

board (e.g. value limits, availability, channels etc.);

•  the FPS process didn’t allow for an account name to be checked 

alongside the sort code and bank account number;

•  lack of information sharing and threat intelligence in the industry;

•  once an FPS payment is processed, it is quasi- irrevocable. And 

because a bank payment is essentially ‘authorised’ by the bank 

account holder, the law doesn’t protect victims of fraud (or those 

that make payments in error).

The demise of APP fraud (hopefully)
As real-time payment infrastructures worldwide get built using 

modern standards and processes, it seems that the lessons learned 

are being put to good use. APP fraud usually starts with a phishing 

attack, which then leads on to Business Email Compromise (BEC). 

Once the email is compromised, the fraudster can insert themselves 

in an email conversation (e.g. between a buyer and a solicitor for a 

house purchase), and at the right time, they will impersonate one 

of the parties to redirect a payment to a different bank account. 

Luckily, as deployment of ‘Confirmation of Payee’ increases, we will 

start seeing the positive effects, but we have some way to go yet.

To ensure that we have a chance of addressing this issue, here are 

some best practices:

Detection 

•  establish transactional data monitoring and use technologies such 

as customer behavioural analytics to be able to detect abnormal 

behaviour in real time;

•  educate employees to identify payments that are at a high risk of APP  

fraud.

Prevention 

•  take reasonable steps to provide customers with effective 

warnings (including protection against APP fraud);

•  open accounts in line with legal and regulatory requirements on  

customer due diligence, and deploy effective authentication mecha-

nisms;

•  use available shared intelligence sources and industry fraud data-

bases to screen customer accounts;

•  implement confirmation of a payee in a way the customer can under-

stand so that payment beneficiary details can be checked before 

any instruction is made.

Response 

•  where firms have concerns that a payment may be APP fraud, 

they should delay making payment while they investigate and/or 

notify the receiving firm;

•  establish effective communication mechanisms with all stake-

holders;

•  freeze any remaining funds and take steps to repatriate funds to 

the customer as soon as possible;

•  define a fair Contingent Reimbursement model for erroneous pay -

ments, or for fraud victims.

Fraud is like a balloon, if you squeeze it in one place, it bulges in 

another. As we move more and more towards Open Banking and 

Open Finance, more types of fraud might emerge. 
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What fraud trends do you see on the rise?

Cristián Barros  Head of Fraud Prevention  Cornershop by Uber
Ecommerce fraud is becoming more complex, with more creative and sophisticated fraudsters 
targeting companies with an aggressive expansion strategy – so as fraud evolves, companies need 
to adapt and come up with differentiated solutions. Increasing ATOs attacks, for example, will require 
fraud and cybersecurity teams to work closely to prevent and disarticulate these networks, with a better 
and refined strategy for early identification of these cases. Tools like two-factor authentication could 
be game-changers when ever-changing fraud attack MOs (modus operandi) are putting enormous 
pressure on fraud machine learning models. Nowadays, companies are looking for fast and effective 
responses from either their third-party partners or their own data science team.

Such fraud trends will be accompanied by new challenges, like increasing regulation standards that 
force merchants to rely on less information and develop new tools to prevent fraud. One example is 
new account authentication tools, with the challenge of offering low friction levels but simultaneously 
maintaining high effectiveness.

Pamela Cronin  Senior Payment and Fraud Manager  Insparx
We see the following fraud trends on the rise:
1.  Affiliate fraud – Affiliate marketing programmes bring traffic and customers to our platforms 

through referrals, who then in turn get paid per customer registration or per sale. For some affiliate 
partners, the traffic is not always legitimate. There is a rising trend of affiliate partners creating multiple 
registrations that can come from the same device, IP address, UA, email domains with a combination 
of all or some of the same criteria in order to generate revenue. Other partners are using credit card 
data, which has been purchased on the dark web to complete a transaction and to test cards. To a 
large degree most partners are legitimate, however, when new partners are onboarded, they must 
be very monitored closely as we have also seen cases where the registrations appear to be genuine, 
yet, months later these accounts are used to test credit cards. The accounts that are created are not 
in use either and have no activity which gives a negative impression to our customers.

2.  Card testing – Accounts are created and used to test if credit card credentials are valid and utilised 
to make multiple purchases on other platforms. We see various attempts on some accounts where a 
BIN number is the same and the last four digits are tried in sequence. Another example is when expiry 
dates are also seen in sequence; this time, a different month or year is being used. Although internal 
velocity checks are put in place to detect such behaviour, the volume of attempts is increasing. 

3.  Referrals – Most recently we are receiving bot attacks across various marketing channels. These 
attackers are registering profiles and writing messages to our customers referring them to various 
white label versions of another dating platform. Their goal is to avoid marketing costs and to steal our 
customers by encouraging them to visit their sites. The attackers seem to be aware of our internal 
thresholds, velocity checks, and fraud detection, so they use these criteria in order to go undetected. 
Attacks only occur on weekends in order to achieve better success. Although there are new rules put 
in place to prevent this, the attackers change their criteria with each attack.

The Lay of the Fraud Land: Q&A Session 
With Merchants

https://www.insparx.com/
https://cornershopapp.com/en/
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What fraud trends do you see on the rise?

Stephan Spijkers  Co-Founder  PIMVendors
NADUVI.com is a home and living marketplace and as such, we see mostly credit-card fraud on our 
platform, as well as return fraud. Customers usually claim to have never received their package (even 
though the vendor on our platform uploaded a track & trace) or that they would like to return their 
package and then they return a completely different item, abusing the lack of sophisticated return 
processes at our vendors.

Ravi Purohit  Associate Director, Products  Rakuten
Friendly fraud, refund fraud, sign-up fraud or promotional abuse, digital payments fraud, and account 
takeover or identity fraud have been at the top of fraudulent trends over the past few years.

With many data breaches happening across the social media space and customers’ privacy being 
compromised, we can expect a rise in account takeover fraud. Fraudsters can get access to leaked 
passwords and personal details from the dark web and try to take over the accounts on ecommerce 
websites or payment apps through bots. Since account takeover or identity fraud puts the fraudster 
in the driving seat for the account, the magnitude of potential damages is also high with this. Other 
fraud categories (e.g. friendly fraud, refund fraud etc.) are expected to grow organically with the rise of 
ecommerce space as a whole.

Juan Pablo Ortega  Co-Founder  Rappi
On the merchant side, we have seen a rise in fraudsters’ attempts to perform account takeover attacks. 
Most of the time, these are done through social engineering, as fraudsters would call or send messages 
to our users, posting as costumer-services agents who offered a coupon or discount if the users were 
able to authenticate their account. The fraudster then utilised the information that the customer provided, 
including the SMS verification code, to access the legit account and make fraudulent transactions.

Elena Chen Michaeli  Fraud Fighter; MRC Education Committee Member  Shutterstock and 
Merchant Risk Council
Trends, in contrast to fraud patterns, are by definition developments or changes. Customer abuse, 
payment fraud, and account takeover (either done manually or by using tech tools like bots for credential 
stuffing) are patterns that have been around for a long time.

Fraudsters will create such a trend and develop their technique once they realise that the vulnerability or 
weakness they were abusing has been patched or if the entity had caught up on the method they were 
using to attack, exploit, or misuse one’s platform/services/goods. Companies should not share any of 
their identified trends with anyone, as they will reveal their vulnerabilities that can be taken advantage of 
until these have been mended or prevented in other ways. 

In my opinion, a very underrated malicious tactic is the ongoing trend of social engineering.

https://www.rappi.com/
https://www.pimvendors.com/
http://www.shutterstock.com
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What fraud trends do you see on the rise?

Yassamine Taghilou  Anti-Fraud Manager  Vestiaire Collective
In Vestiaire Collective we’re keeping an eye on what fraudsters are doing and what the latest fraud 
trends are. Refund and return fraud, including freight fraud, are on the rise – e.g. we could detect some 
fraudulent refund-service companies who propose refunds to buyers by paying them a percentage of 
the cost of the item. They know how to open an organised postal claim against a merchant and get 
reimbursement by pretending that the buyer has not received the item.

In online payment fraud, despite that fraud is reduced through EU CNP due to SCA and PSD2, 
fraudsters have switched to international cards to defraud EU merchants. Moreover, we can see a 
dangerous spike in usage of the Buy Now, Pay Later (BNPL) payment method. This payment method 
extends the buying power of users with interest-free loans and users purchase merchandise for free in 
the checkout page.

The fraudsters take advantage of this mechanism and commit fraud through account takeover, identity 
theft, synthetic identity, and new (multiple) account fraud by using legitimate users credit cards.

Elena Emelyanova  Senior Payments and Fraud Manager  Wargaming.net
Fraud trends in the gaming industry are quite known overall and have not changed dramatically in the 
last five years. We all hear about account takeover and friendly fraud a lot, we all know about card 
testing and phishing, as well as payments fraud with stolen cards and compromised BIN databases. 
There is indeed a shuffle or some seasonality per fraud type in percentage share from year to year, but 
the definite leader is always friendly fraud also known as first-party misuse. 

Looking at the Wargaming traffic, first-party misuse is on the rise and prior to the Christmas peak, we 
are preparing for even more attacks to come in. I would define two categories of fraudsters within this 
type:
1.  A good player who didn’t want to cheat, but falls under fraudsters’ class ‘by accident’. For example, 

due to technical bugs, he buys a bundle twice and calls the bank for a chargeback; thus, he is auto-
ma tically blocked within the game and appears on the list of ‘friendly fraudsters’. 

2.  A good player who did want to cheat. Although he is our legitimate customer who has good playing 
history and lots of achievements within the game, he acts illegally, trying to gain his own profit from 
cheating the system. 

The second type of first-party misuse participant is currently a trend in the industry: it is hard to catch such 
fraudsters, since he is, at same time, a loyal player in our games and a cheater in payments. We need to 
fight him when it comes to payments fraud (e.g. we can block his account, request the fine to be paid 
etc.), but this makes it really hard to keep his loyalty as a gamer.

https://us.vestiairecollective.com/
http://www.wargaming.net
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What fraud trends do you see on the rise?

Omer Shatzky  Head of Billing & Payments  Wix
COVID-19 pushed more business owners and cardholders to sell and purchase online. With more 
trans actions being completed online, there were new opportunities for social engineers and scammers 
to exploit newcomers who were not heavily experienced in ecommerce. For example, in the height 
of the pandemic, scammers took advantage of public anxiety by selling low quality or non-existent 
medical products.

Additionally, the usage of cryptocurrency has become more of a commodity due to the rise of its value, 
consumer awareness, and more acceptance by well-known platforms such as PayPal, for example. 
As this is a whole new and complex kind of economics where most users are not aware of the intricacies 
and risk, it, therefore, can be easily exploited by scammers. 

https://www.wix.com
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How has the pandemic influenced the level of fraud?

Cristián Barros  Head of Fraud Prevention  Cornershop by Uber
The pandemic forced many first-time buyers to shop online, and this influenced greatly how we manage 
fraud. Machine learning models were stressed to the limit due to an enormous volume of first-time 
buyers (with limited information available). But the quantity of fraud was not the only issue: merchants 
also started to notice faster changes in fraudsters’ behaviour. For instance, at the beginning of the 
pandemic, fraudsters were focused on placing fast orders with new accounts, hoping to get lost in 
between those good customers. As companies understand these behaviours, we could see new and 
more sophisticated modus operandi, with ’dormant account’ fraud and coordinated ATOs as frequent 
examples. The main challenge that any merchant is facing right now is identifying and preventing these 
fraudsters from buying while still offering the best customer experience for the first time to genuine 
buyers.

Pamela Cronin  Senior Payment and Fraud Manager  Insparx
In the online dating industry recurring subscriptions are part of our business. Since the pandemic 
started, we have begun to see an increase in friendly fraud. Customers began to chargeback 
transactions either because they had not cancelled their subscription or because they were in need of 
more funds. As people were suddenly unemployed or did not have their usual amount of disposable 
income, the volume of friendly fraud surged. As the months progress, we see a decrease in this trend 
because people are getting back to work.

Stephan Spijkers  Co-Founder  PIMVendors
Though in absolute terms the level of fraud has increased slightly, on a relative level, it has significantly 
decreased. We see a ‘hard-core’ group of fraudsters that try to abuse our platform but this group stays 
relatively stable: we see the same 5-10 fraudsters trying with different tactics, new fraudulent credit 
cards or delivery addresses. Our growth, spurred by the pandemic, has increased the influx of new 
customers by up to 500%. With more customers comes more fraud, but from a percentage level it has 
always been below 2-3%.

Ravi Purohit  Associate Director, Products  Rakuten
Ecommerce has seen unprecedented growth in the last couple of years. Due to the pandemic, many 
businesses have gone digital, riding on much trust shown by the new online customers. Once that 
shift has been made for both merchants and customers, it will stay here for the future by increasing the 
overall size of the pie forever.

All this attention has made ecommerce the sweet target for fraudsters too. The overall rise across the 
fraud categories is proof of that. ➔

The Lay of the Fraud Land: Q&A Session 
With Merchants

https://www.insparx.com/
https://cornershopapp.com/en/
https://www.pimvendors.com/


30 FRAud PReVenTIOn In eCOMMeRCe RePORT 2021/ 2022 | THE LAY OF THE FRAUD LAND: Q&A SESSION WITH MERCHANTS

How has the pandemic influenced the level of fraud?

With more than a third of the workforce going remote with new technologies in response to the 
pandemic, a new category of compromise business email (BEC) fraud has been discovered. In this one, 
the fraudster sends an email from a source that appears to be familiar, i.e. vendor, bank, merchant, 
or high-level employee, requesting an urgent money transfer or information sharing. This involves 
fraudsters’ social engineering techniques to pry their way into business payment systems.

Juan Pablo Ortega  Co-Founder  Rappi
While the pandemic has accelerated the adoption of mobile and online payments, this has also created 
an opportunity for fraudsters to commit more fraud. As a result, companies have been forced to 
implement more security features like two-factor authentication.

Elena Chen Michaeli  Fraud Fighter; MRC Education Committee Member  Shutterstock and 
Merchant Risk Council
Inevitably, the pandemic caused drastic changes in the economy and recession. Inflation is also 
undeniable, but I would like to point out another concern that I believe is being underestimated financially 
– as a result of the lockdown, the basic need of the population for social contact has caused social 
media interaction to rise tremendously, in all age groups. Fraudsters took advantage of this increase in 
audiences by using emotions and abusing the information shared on these social media applications.

This information allows diligent and very perceptive fraudsters to hack, steal identity information (including 
payment details) so much easier than five years ago. The information gathered can be used for that 
purpose towards individuals and businesses in ecommerce, health, finance, and other sectors, such as  
government agencies. Fraudsters may do it for sheer enjoyment, and then sell the information (e.g. 
payment card numbers, log-in details for bank accounts, merchant accounts, and so on) on the dark 
web.

Yassamine Taghilou  Anti-Fraud Manager  Vestiaire Collective
Unemployment and economic difficulties motivate people to turn to crime and with online fraud, they 
usually don’t feel like a criminal. Users commit fraud by opening unreal disputes to get any advantages 
such as refund and compensation vouchers or they try to find a way to abuse promo for first orders 
under multiple accounts.

Many carriers have suspended signature requirements because of the COVID-19 pandemic, so fraud sters 
can take advantage of delivery and return events without signature. Moreover, friendly fraudsters can 
open a claim because nobody signed for their package and get it for free by asking for reimbursement.

https://www.rappi.com/
https://www.statista.com/statistics/1122987/change-in-remote-work-trends-after-covid-in-usa/
http://www.shutterstock.com
https://us.vestiairecollective.com/
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How has the pandemic influenced the level of fraud?

Elena Emelyanova  Senior Payments and Fraud Manager  Wargaming.net
The level of fraud obviously surged, however it was softened by the increased volumes in general. Once the  
pandemic started, the enormous sales volumes could be compared to seasonal peak times. When it  
comes to fraud protection, the only mistake a merchant could do was to relax the risk rules, which opened 
the door to fraud. The key was to keep the balance and adapt, which is, of course, achievable, but 
requires time. 

In general, any new environment is usually followed by a fraud wave with a more sophisticated logic 
or higher focus on a specific industry. I doubt that anybody was surprised to see increasing numbers 
of fraud levels starting from mid-2020. The pandemic seems to have created a new environment for 
the whole ecommerce ecosystem and all industries within, which impacted selectively the growth and 
degradation of both businesses and fraud. 

Omer Shatzky  Head of Billing & Payments  Wix
Merchants were adopting online payments without fully understanding the challenges and risks of 
payments processing. For example, on Wix Payments, we saw an increase in delicatessens moving to 
online ordering services, event organisers hosting virtual events, and yoga teachers providing classes 
on-demand.

In many cases, this new generation of merchants moving their businesses online was not aware of such 
instances of, let’s say, a chargeback and how to handle a dispute. Because of that, we saw a rise in 
chargebacks against legitimate merchants who were not accustomed to providing online services and 
were lacking the right approach of how to handle them properly.

These merchants are not scammers, but because they lacked sufficient services, they experienced 
increased customer dissatisfaction. 

At Wix Payments, we know that the payments world can be challenging to navigate so we are proactively 
reaching out to our merchants to educate them on how to properly handle and prevent instances like 
chargeback to begin with, by using best practices, our online knowledge base, and workshops. 

https://www.wix.com
http://www.wargaming.net
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Cristián Barros  Head of Fraud Prevention  Cornershop by Uber
Fraudsters are getting more sophisticated, using advanced technologies. Therefore, there is a strong 
need for fraud managers to utilise similar or even more advanced tools to be one step ahead without 
adding friction to the checkout flow. Technologies such as graph tools and fraud detection using 
in-house machine learning models are becoming more common. The sector should expect to see 
further partnerships with third-party providers that offer access to a broader spectrum of information to 
feed their models. Besides this, there is still a strong need for merchants to fight the issue, and having 
alert groups with merchants, issuers, and fraud prevention providers on messaging platforms can also 
help reduce the impact of fraud attacks. 

Pamela Cronin  Senior Payment and Fraud Manager  Insparx
There are many products and fraud prevention tools available to merchants, which can help to outsmart 
and deter fraudsters. Machine learning models are a useful tool in order to detect fraudsters, however 
they constantly require updates in order to keep up with the fraudsters’ ever-changing methods. In the 
fraud industry, it is always a game of cat-and-mouse. In the future I think there will be more requirements 
for AI and digital fingerprinting in order to detect fraud.

The ability to be able to detect bots and sweatshops is also important, particularly in the dating industry. 
By applying friction to those which are suspicious can prevent fraud and the idea to make it less 
economical for fraudsters to target platforms will bring benefit in the future. 

Stephan Spijkers  Co-Founder  PIMVendors
For a large part, the direct integration of multiple existing antifraud technologies into a broader range 
of payment platforms is promising. Personalisation and using all prior customer data (IP address and 
changes, cookies, machine info) to detect account takeovers or odd behaviour, and combining this 
data automatically and in a smart way is on the rise as well.

Ravi Purohit  Associate Director, Products  Rakuten
Companies can adopt strong authentication, risk-based profiling, and remote access management 
policies to address these challenges.

Strong authentication involves adopting at least two out of the three factors from:
a) knowledge (something the customer knows like a PIN, password, or challenge answer);
b) possession (the customer owns this, e.g. cell phones, hardware keys, or cards); 
c) inherence (a customer’s biometric marker such as a fingerprint or voice authentication). ➔

What are the technologies and developments you consider most 
promising to outsmart fraudsters, while trusting the legit customers?

The Lay of the Fraud Land: Q&A Session 
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https://www.insparx.com/
https://cornershopapp.com/en/
https://www.pimvendors.com/
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Risk-based profiling can be a great tool to get the right balance of trusting the legit customers yet 
flagging any potential fraudulent attempt. To enable this, companies can use the data history of a 
customer’s device fingerprint, browsing pattern, time zone, geography, purchase history, cart values, 
and other behavioural patterns to determine the risk profiling scenario. If all things are consistent, then 
the customer journey can be made quite smooth. However, if there are inconsistencies, then machine 
learning algorithms can flag the pattern asking for additional authentication.

Companies need to educate employees about phishing attacks regularly, implement DMARC policies, 
adopt multi-factor authentication for VPN access, leverage IP address whitelisting, and limit remote 
desktop protocol access to avoid business email compromise frauds.

Juan Pablo Ortega  Co-Founder  Rappi
There are two different ones in my opinion:
1.  Machine learning models: as computer power increases, companies are being able to create complex 

machine learning models that have thousands of variables. These variables include things like how 
fast a user is typing, their orthography or even the position of the phone being used. Every time a 
fraudster is identified, this model becomes more accurate and is able to predict fraud faster.

2.  Biometric authentication: there are companies working on the ability to authenticate a customer 
using a selfie or a picture of their fingers. This kind of technology will eliminate any way for fraudsters 
to use another person’s payment method or account.

Elena Chen Michaeli  Fraud Fighter; MRC Education Committee Member  Shutterstock and 
Merchant Risk Council
Fraud patterns are not unique to each industry, but they are unique in the way they are executed. Every 
industry and entity is susceptible to account takeovers, so nobody is immune. However, the information 
fraudsters need to access an account varies by industry and even between different entities within a 
given vertical.

The best fraud detection tools include those that integrate machine learning and analytics capabilities 
that are appropriate for your business along with fraud prevention tools that will obstruct and help 
detect suspicious activities.

Nevertheless, I believe it is extremely important not to disregard the manual rules when catching the 
various fraudulent methods that are constantly evolving. This is an important issue when it comes to 
preventing as many false positives as possible to ensure a splendid customer experience for legitimate 
clients. It boils down to what a company offers, how it develops it technologically, how policies are 
applied, and how they are enforced. We need to bear in mind that the easier it is to exploit, the more 
fraudulent activity we will see. 

What are the technologies and developments you consider most 
promising to outsmart fraudsters, while trusting the legit customers?

https://www.rappi.com/
http://www.shutterstock.com
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Yassamine Taghilou  Anti-Fraud Manager  Vestiaire Collective
I believe machine learning and artificial intelligence can outsmart humans when handling lots of 
data, and they can be trained per geo-segments and countries with consumer psychology of online 
shopping. Cultural heritage affects attitudes toward fraud, as we can see common indicators between 
fraudsters from the same segments and they have their own fraud trends and behaviours to commit 
a fraudulent action. Therefore, appropriate data-tracking to get real-time data about users’ behaviours 
can be used to leverage machine learning to deploy an accurate risk score in every level of user journey 
in the ecommerce platform. Business teams can help with updating the data by getting info regarding 
new markets and marketing events (distribution of vouchers, promos etc.).

Moreover, graph analytics can help detect rings of clients interconnected across personally identifiable 
information such as an address, a phone number, a date of birth, an IP address etc.

Fraud should be also prevented in each department by a regularly updated risk assessment and a 
framework used to conduct the culture of anti-fraud in different departments by detecting the present 
opportunities and staying ahead of fraudsters.

At Vestiaire Collective we have fraud governance, which involves scheduling monthly risk-fraud 
committee meetings and calculating the likelihood and different potential business, reputational, and 
legal impacts in each segment where fraud can be committed in our organisation.

Elena Emelyanova  Senior Payments and Fraud Manager  Wargaming.net
There is no such technology that may outsmart fraudsters and will never be, because any new 
technology or development aiming to fight fraud is already or will be immediately used by fraudsters. 
Moreover, it is not us, fraud fighters, who are trying to outsmart them, but they – those who are 
scamming our products. We are just following their trends to prevent their negative actions further.  
It’s a kind of back-and-forth game without the end, which, in reality, encourages both sides to create 
new technologies and develop security space. 

Most ML-based services that exist now on the market are definitely effective, as they may at least be 
very close to almost outsmarting fraudsters. But these services are never good enough not to block a 
single legit customer, which means there is still room for improvement. There is also a huge potential 
capacity in biometrics development, and I hope this will be the next step in improving the ecommerce 
protection shield.

What are the technologies and developments you consider most 
promising to outsmart fraudsters, while trusting the legit customers?

https://us.vestiairecollective.com/
http://www.wargaming.net
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What fraud trends do you see on the rise?

Omer Shatzky  Head of Billing & Payments  Wix
a.  Trustworthy networks of known good and bad users in the ecosystem (consortium of many merchants);
b.  Multilevel user profiling taking into account user identity/identity verification liveness check, behavioural 

data and purchasing history. At Wix Payments, we see the users from different angles for example, 
as a Wix user building a site, a premium user buying a plan and a domain, a processing merchant 
using Wix Payments going through the KYC/KYB etc.;

c.  Machine learning and anomaly detection that is based on a wider set of data points coming from the 
platform standpoint like the business blocks you’re using at Wix (inventory, CRM, marketing) and not 
just the payment data; 

d.  Wider adoption of secure payments options like Apple Pay, Google Pay etc.

https://www.wix.com
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Cristián Barros is Head of Fraud Prevention for Cornershop by Uber. Based in Santiago de Chile, he is in charge of the 
strategy and operation performance for the eight countries where the company operates.

Cristián Barros  Head of Fraud Prevention  Cornershop by Uber

After a 10+ year career in ecommerce, Stephan has tackled challenges in the areas of Operations, Customer Service, 
Payment, and IT architecture. He has founded and scaled multiple companies in the fashion and home and living industries 
(including NADUVI.com), but his main focus is on IT, specifically on Product Information Management consulting at the 
moment.

Stephan Spijkers  Co-Founder  PIMVendors

Pamela has been working in Payment and Fraud Prevention at Insparx for more than 5 years. She is responsible for leading 
a team to implement robust payment and fraud strategy, optimising payment routing strategically in order to achieve the best 
performance with our multi acquirer setup, as well as balancing and managing chargebacks. Pamela is also implementing 
key business elements and integrations, while continuously developing fraud prevention and detection methods and using 
customised in-house purpose-built tools.

Pamela Cronin  Senior Payment and Fraud Manager  Insparx

Ravi is a product manager, strategist, educator, and student with 13+ years of experience designing products and services 
across several industries and customer platforms. Ravi loves making technology useful, usable, beautiful, and affordable 
to the global customer base through products. For the last 4+ years, Ravi has been contributing to enable a global tech 
conglomerate with 70+ businesses and 300 million+ customers on Identity and Payments Platforms.

Ravi Purohit  Associate Director, Products  Rakuten Inc.

The Lay of the Fraud Land: Q&A Session 
With Merchants
About the authors

https://www.linkedin.com/in/ravi-purohit/
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Juan Pablo Ortega is a Co-Founder of Rappi, Latin America’s largest and fastest-growing on-demand platform and one of 
the region’s ‘unicorn’ startups. As Co-Founder, Juan Pablo has played an instrumental role in taking the company from being 
a small team food delivery startup to becoming one of the region’s largest, multi-functional digital platforms with operations in 
nine countries and a valuation of approximately USD 3.5 billion. 

Juan Pablo Ortega  Co-Founder  Rappi

Yassamine is a Master graduated in Cultural Management and German Language and Literature studies, with certificates 
in Fraud Risk Management and Cybersecurity. She is the Anti-Fraud Manager in Vestiaire Collective, managing the fraud 
operations team and the fraud risk programme in the company. Yassamine is keen to find diverse new fraud and cybersecurity 
trends considering cross-cultural interpretations of fraud.

Yassamine Taghilou  Anti-Fraud Manager  Vestiaire Collective

Before Shutterstock, Elena led fraud investigations and automation for Pepper Digital Banking and its P2P application. As a  
fintech veteran in the security industry, over the past decade, Elena has accumulated extensive experience across the 
ecommerce, banking, investing, cybersecurity fields, and the Israeli Intelligence Corps Unit 8200, which has helped her 
develop a broader understanding of financial fraud in all its forms.

Elena Chen Michaeli  Fraud Fighter  Shutterstock and Merchant Risk Council

Elena Emelyanova is a Senior Payments and Fraud Manager at Wargaming. While heading the Acquiring team within 
Wargaming, she specialises in ecommerce acquiring and fraud protection globally, having a strong understanding of various 
markets throughout Europe, North/South America, Asia, and CIS. With the benefit of working at a mobile carrier company 
for 4 years before joining Wargaming team and a 4 years’ background of leading NA/LATAM payments team at Wargaming, 
Elena helps Wargaming to optimise the card payments and alternatives flows all over the world, as well as keeping the fraud 
level low. Her total experience in payments industry is of 8 years.

Elena Emelyanova  Senior Payments and Fraud Manager  Wargaming.net

The Lay of the Fraud Land: Q&A Session 
With Merchants
About the authors

https://merchantriskcouncil.org/?utm_source=the-paypers&utm_medium=article&utm_campaign=fraud-land-qa&utm_id=referral-shutterstock
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Omer Shatzky has been mastering the complex world of payments for the past 11 years. At Wix, he has been heading the 
Payment and Fintech Expert group since 2016. He is also the lead focal point for ongoing and future product improvements, 
strategic partnerships, and new ventures. Omer’s main achievement at Wix is founding Wix Payments, a payment service 
that allows merchants to manage orders and payments from within the Wix ecosystem, without needing third-party payment 
providers. The company serves tens of thousands of business owners around the world every month and millions of end 
users, growing tremendously every day. 

Omer Shatzky  Head of Billing & Payments  Wix

The Lay of the Fraud Land: Q&A Session 
With Merchants
About the authors

https://www.wix.com/


To better understand fraudsters’ motives and economics, we have dug into the fraud and cybercrime 
ecosystem, analysing the impact translated into ecommerce losses. In this section, prominent 
experts in our industry debate the perpetual nature of fraud, the ugly state of being a victim, why 
fraudsters never sleep, and why we need to identify systems weaknesses prior to being attacked.

How the Fraud Ecosystem Looks
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From a 30,000-foot view, the ecosystem of fraud and cybercrime is 

simple, yet diverse. There are three main processes that take place: 

getting information, selling/bartering the information, and using the 

information. Depending on the position of the criminal in the chain 

of operations, these processes can take on many different forms, 

but in this thought process, ‘information’ can mean different things: 

• identity information, such as a social security number, birthdate, 

name, address etc. 

• payment information, such as credit/debit card info and check info 

• system knowledge, such as the policies and verification systems 

employed by companies like merchants, banks, service providers 

etc. 

These items represent what I call the ‘3 pillars of a fraudster’s ope-

ration’. Every transaction has these components – for example, an 

online retailer accepts payment for an order (payment information),  

takes the shipping information (identity information), and the order 

makes its way through the merchant’s system (system knowledge). 

This is where the economics of this system comes into play. 

Everything from products and merchandise to drugs, services, 

prepaid gifts cards, stolen account information, and more are traded 

for someone else’s trove of stolen information. Anonymity and 

dodging law enforcement are critical for both parties, so precautions 

are taken on both sides. 

There is more to be said, but this paints a pretty clear picture of what  

goes on regarding the economics between fraudsters and cyber-

criminals. 

Discovering vulnerabilities within a company, while 
leading to the authoring of new methods 
A couple years into my operation as a fraudster, I had accu mulated 

countless pieces of payment and identity information, and so, 

running trial and error transactions were common practices when 

authoring new methods against businesses. Small purchases were 

put into the system with varying information in order to find out 

what worked. 

These transactions would not be associated with any of my current 

addresses, nor any of the real information that I was presently using.  

The orders would or wouldn’t go through, but I would track packages  

to delivery or cancellation and make notes. This is referred to as pen testing  

and cardables sites list building, however, during my time as a fraudster,  

I called it ‘checklist building’. 

The noted results of these transactions would vary greatly and could  

apply to many different transfers of value within a company: 

• in transactions, I discovered uses for generated credit card 

numbers accompanied by little-or-no verifiable identity infor-

mation, as well as the need of complete and correct payment 

information, alongside months of profile building (needed to 

associate new information to the identity before requested and 

receiving a new line of credit);

• in customer service interactions, I learned that rerouting packages 

was possible, telephone orders could bypass website security 

features, and more;

• in accounting, refunds could be issued to different names unre-

lated to the initial billing information. ➔

The Economics of Fraud and Cybercrime and Why They Are in Favour of Fraudsters 
When It Comes to Launching Attacks

Dispute Defense Consulting

Alexander has 14 years of experience relevant to fraud and fraud prevention. Since joining the fraud 
fighter community, his strategies and processes have been successfully applied to companies ranging 
from retail to financial industries. In 2020, Alexander founded Dispute Defense Consulting and has 
since accepted a position on the board of advisors for the customer experience programme at the 
University of Nevada, Las Vegas.

Alexander Hall  Founder  Dispute Defense Consulting
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The perpetual nature of fraud
Every company has exposure to fraud, that’s a harsh reminder. 

Companies exist somewhere along with an unwritten list, based on  

the difficulty that a fraudster experiences when attempting to exploit 

their operations. 

Organised fraud operations are flexible, resilient, and dynamic, while  

merchants have approval processes, compliance regulations etc.  

that hinder their ability to think on their toes and respond in significant  

ways quickly. 

What merchants can do to identify systems weak-
nesses PRIOR to being attacked
earlier, I used the term ‘transfer of value’. The idea behind it is that  

fraudsters are not limited to checkout forms for their attempts to  

exploit a system. What looks like a good transaction during checkout  

can adapt and evolve into something else entirely. The methods 

that I authored worked to exploit companies of all sizes by attacking 

different touchpoints along the way. That being said, it is important 

to understand the duality between a customer journey and an 

unintentional fraudster journey. With this in mind, I have developed a 

4-step strategy development process that I employ with merchants 

and service providers across the space.  

Fraud prevention strategy development process 
Identify – Identify the transfer of value (TOV) that your company 

participates in. This might be retail transactions (both in-store and 

online), payment for services, lines of credit, returns, refunds, stored 

payment information, and more. By identifying the various ways 

that your company engages with the public, you’ll have a good 

understanding of what fraudsters might come for. 

Establish data/monitor – By putting eyes on the data associated 

with each TOV throughout your operations, you can begin to see the 

effect that fraud/dishonest consumers are having on your bottom 

line. This will help you understand your losses/justify your budget 

for solving issues. 

Automate – The fraud prevention service providers are doing 

an awesome job discerning the tactics that exist under the data.  

By working with merchant networks and aggregated data, they are 

able to put dynamic determination processes in place that will help 

to mitigate losses while removing the cost of manual transaction 

analysis. 

Repeat – Your company intends to grow, right? As it does so, keep 

in mind the shifts in policies and procedures that go along with that 

growth and repeat the process. Strike and maintain the balance 

between merchant security and customer satisfaction. 

 

Founded by Alexander Hall in March 2020, Dispute Defense Consulting provides fraud 
prevention strategy development consulting to merchants and works with merchant service 
providers to challenge, refine, and expand their offerings in the digital trust and safety 
space.

disputedefenseconsulting.com

https://disputedefenseconsulting.com/
https://disputedefenseconsulting.com/


42 FRAud PReVenTIOn In eCOMMeRCe RePORT 2021/ 2022 | HOW THE FRAUD ECOSYSTEM LOOKS

During my 30 years’ career with the Federal Bureau of Investigation 

(FBI), I led investigations dealing with cybercrime, realising that there 

was one thing that seemed to be a common element among all my 

assignments: many good, smart people became unwitting victims. 

…and I took every incident personally. 

The ugly truth of being a cybercrime victim
Even though I am no longer with the FBI, one mantra I have imparted  

over the past decade is that a majority of all cybercrime victimisa-

tions start with a phishing email, and a recent news report about a 

phishing incident broke my heart.

This particular story begins when a Tennessee woman (let’s call her 

‘Lady X’) received an email purporting to be from her so-called ‘anti-

virus’ company. The email stated that she was being billed USD 

299.99 to renew her yearly subscription – something she didn’t want 

or request. But since it came from a company that Lady X knew (and 

inherently trusted), she felt it prudent to respond. 

Upon calling a 1-800 number provided in the email, so to resolve 

any subscription concerns or issues, Lady X spoke to a so-called 

‘representative’ (a cybercriminal), who explained that she had 

indeed been billed and he would gladly refund her the money, 

but in order for the refund to process, she needed to download a 

programme onto her computer to provide access to a refund form. 

As soon as Lady X installed the programme, the cybercriminal 

informed her to enter USD 300.00 into the form. Immediately upon 

entering the requested amount, two extra zeros were automatically 

entered and a new amount of USD 30,000.00 was displayed as the 

amount to be ‘refunded’ to Lady X.

The fake representative accused Lady X of purposely trying to trick  

the company to pay her a larger refund. Although Lady X was lied that  

the system initiated a transfer to her in the amount of USD 30,000.00,  

she was informed that these funds needed to be returned immediately  

to avoid penalties. At this point, the cybercriminal announced the 

victim that the only option to remedy her ‘error’ was to initiate a wire 

transfer from her bank.

As she was completing the wire transfer back to his company, the 

cybercriminal obtained control of Lady X’s computer and printer, and  

via the remote system access, he printed out the wire transfer request  

and had her take it to her bank to repay the company for her alleged 

mistake. ➔

Hoaxed: A Cybercrime Real-Life Story to Learn From

Scott Augenbaum

Scott joined the Federal Bureau of Investigation (FBI) in the New York Field Office in 1988 as 
a support employee. In 1994, he became a Special Agent and worked in domestic terrorism, 
white-collar, and hate crimes as well in computer crime investigations. In October 2003, Scott 
was promoted to Supervisory Special Agent in the Cyber Division, Cyber Crime Fraud Unit. Since 
retiring from the FBI in early 2018, Scott shares his knowledge by consulting with individuals, 
groups, and businesses of all sizes. If you are interested in booking Scott or learning more, reach 
out to him through his website or by writing to wayne@waynehalper.com.

Scott Augenbaum  Cybercrime Prevention Speaker & Retired FBI Supervisory Special Agent 

http://www.scotteaugenbaum.com
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Consequences and results
The next morning, Lady X’s bank account showed a negative USD 

30,000.00 balance. When the cybercriminal could not give her an 

explanation, Lady X went to the bank to get an accurate balance. 

The bank confirmed there was only uSd 532.00 in her account; the 

remainder of the original funds was gone. 

As if this was not enough, the cybercriminal called the flustered victim,  

mentioning that the wire transfer did not go through, so to do the refund,  

she needed to purchase USD 10,000.00 in gift cards. Regrettably, she  

followed his instructions, later realising that he took also control over 

her home alarm system and computer camera. Lady X reported the 

incident to the police, cancelled her credit cards, and discontinued 

contact with the man. 

 

Before you open your next email… read this
I have seen this happen thousands of times during my FBI career; 

as a learning point, in one of my Cybercrime Prevention lectures,  

I discuss the following four truths to cybercrime: 

 

Truth one – Nobody expects to be a victim.

Truth two – Once the cybercriminals steal your money, the chances 

of a full recovery are slim to none. If the money is out of your bank 

account or already used as gift cards, neither the bank nor the credit 

card company are responsible for helping get the money back.

Truth three – The chances of law enforcement bringing cyber-

criminals to justice is challenging at best. In this particular case, 

the digital clues consist of email accounts and a 1-800 number; 

both are difficult to trace back to the actual fraudster. Following the 

money will lead to foreign bank accounts, which can take months/

years to obtain the records, so the money and the criminal will be 

long gone.

 

Truth four – A majority of cybercrime incidents could have been pre-

vented without spending money on products and services or even  

having a technical background, but by simply empowering the target  

with a couple of key pieces of information and no-cost preventive 

action plans.

 

Cybercrime is real, and the problem is growing exponentially. It is  

happening to real people every day. Maybe you would never have  

fallen for this scam, but what about your parents? Or your grand-

parents, loved ones, children or even co-workers? 

In my book, ‘The Secret to CyberSecurity’, I cover this type of invisible  

crime in two specific chapters: elder Scams and Phishing. Here are 

some tips to share with everyone because no one needs to be the 

next cybercrime victim: 

 

• email is the main attack vector – cybercriminals will send you an 

email that seems to come from someone you know and trust; 

• think before you click and act; 

• never call a phone number in an email, always find another way to  

reach the company. And always be in doubt about the validity of  

an email; 

• never let anyone have remote access to your computer for any 

reason; 

• if you are tricked into purchasing gift cards on your credit card, it’s  

the same thing as giving the cybercriminal cash: you cannot get it  

back; 

• implement two-factor authentication on all your email, social media,  

and finance platforms; 

• report all suspicious emails to the FBI at WWW.IC3.GOV.

https://www.ic3.gov/
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With the COVID-19 pandemic, the scam industry has boomed 

worldwide. In ScamAdviser’s 3rd Global State of Scam Report, 

42 countries were analysed on the number of people scammed, the 

amount of money lost, and how national governments, consumer 

authorities, and law enforcement are combating scams. 

The number of reported scams increased from 139 in 2019 to 266 

million in 2020. The massive growth is caused mainly due to the 

COVID-pandemic, and in part, because more countries have started 

to report online fraud.

Nearly all nations have reported large increases in the number of  

reported scams. Egypt (190%) and Nigeria (186%) disclosed the most 

dramatic increase. Other developing countries such as Iran, India,  

and Pakistan also communicated a strong growth in the number of 

scams of around 90% as the population massively moved to the 

internet. Only a few countries reported minor decreases including 

Belgium, Japan, and Sweden. 

The amount lost grew from EUR 36 (USD 41.7) to EUR 41 billion 

(USD 47.8). The number of scams and money lost is likely to be only  

a small fraction of the actual size of online fraud. Depending on the  

country, less than 3% and up to 15% of consumers report a scam.  

Based on a previous study by ScamAdviser, these figures result  

from the fact that 23% of consumers don’t know where to report  

scams, and 11% do not believe this will contribute to any improve-

ment. 

Investment scams are on the rise
The money lost per victim and the type of scams differ strongly by  

country: from less than EUR 10 for fake shops, counterfeiters, and  

subscription traps to several hundreds of thousands for ransom-

ware, Business Email Compromise (BEC), and investment/crypto 

scams.

In 2020, scammers first focused on masks, respirators, and disinfec-

tants. Moving forward, they introduced ‘COVId-19 charities’, ‘vaccine  

pre-registration’, and ‘get your corona government grant’. 

delivery scams, in which the victim first buys a product that never  

ships, and then is charged custom fees by the same scammer, boomed.  

Fraudsters seem to be able to translate the latest developments 

into scams within hours. For instance, they used bush fires in 

Australia for charity hoaxes and the Evergreen containership crisis 

for investment scams.

Some scams seem to be region-specific. Australia reported an 

increase of 140% in threat-based scams, which typically involve 

fraud sters threatening victims with arrest, deportation or legal action 

unless money is paid. Likewise, Malaysia reported an increase of 

450% in ‘Macau’ scams where a fake bank, government or police 

officer approaches the victim with a fee that must be paid within hours  

or consequences have to be faced. Switzerland has proven to be 

extre mely vulnerable to investment scams, reporting the highest 

amount stolen per report of more than EUR 25,000. ➔

Scammers Are Winning: EUR 41.3 (USD 47.8) Billion Lost in Scams, up 15%

ScamAdviser

Jorij Abraham has been part of the international ecommerce community since 1997. He has been 
ecommerce manager at Bijenkorf, TUI, online publisher at Sanoma Media, and Director of Consulting 
at Unic. He also co-founded two companies: eVentures Europe and vZine. From 2013-2017 Jorij has 
been Director of Research & Advise at Thuiswinkel.org and Ecommerce Europe.

Jorij Abraham  Managing Director  ScamAdviser

https://scamadviser.m-pages.com/global-state-of-scam-report-2021
https://www.scamadviser.com/scam-reports/research-reports/4300/think-you-can-identify-scams-most-cannot
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Countries are becoming creative
A strategy applied by the Irish police seems quite cheap and 

effective: each week a new kind of scam is published on social 

media, to both local and national media agencies. This strategy 

helps to keep cybercrime in the minds of consumers. 

The government of Iran made two-factor authentication mandatory 

for banking apps. As a result, the number of banking phishing 

scams dropped by 90% in one year. 

The Center for Cybersecurity Belgium (CCB) launched an email 

address to report phishing emails. In 2020, the CCB received 3.2 

million emails. The data collected is used to feed Internet filters, 

protecting Belgium citizens from malicious domains. 

The government of Taiwan has launched an Open Data Initiative, 

sharing cybercrime related data with both government organisations, 

non-profits, and commercial organisations to combat online fraud.

Pakistan is training CyberScouts, who can be police officers as 

well as students and youngsters, aiming to ingrain cybercrime 

awareness in local communities.

The Japanese Minami Precinct launched the operation ‘Pretend to 

Be Fooled’. This new crime-fighting programme asks people who 

have been contacted by someone claiming to be a family member 

or friend in need of cash to notify the police. The potential victim 

and the police then work together to catch the scammer. The target 

victim receives a reward of 10,000 yen.

How can we turn the tide?
While many developing countries are now focusing on building 

cybercrime awareness amongst their populations, more industria-

lised countries have learned that education alone is not enough. 

Spain, with its 017 initiative accessible via phone, WhatsApp and 

Telegram, and the Netherlands with easier online reporting have 

seen strong growth in reported cybercrime. While this may not look 

good in police statistics, better data is the first step to fighting back.

The next step is increased national sharing of data. In the US, the 

Federal Trade Commission is taking a leading role in gathering all  

fraud-related data, collecting and sharing data with 3,000 federal, 

state, and local law enforcers across the country. Likewise, Scam-

Watch Australia is intensifying cooperation with Australian law 

enforcement, the Financial Regulation Commission, banks, telecom 

operators, and social media companies. 

In Europe and Australia, new legislation is making banks more respon-

sible for phishing and investment scams. If the scam could have 

been prevented by the bank, the victims have to be compensated 

for their loss. This has spurred banking associations to fund anti-

phishing campaigns. According to several countries, the next action 

to take should be for tech giants to take more responsibility, using 

their own data to better identify and prevent fraud. 

While the US, Canada, and Australia have started sharing scam data 

amongst each other, most countries still linger. Yet, sharing online 

fraud data globally is the only real solution to turning the tide on 

the worldwide epidemic of scams as it allows faster identification, 

prevention, investigation, and prosecution. A lot of work remains 

to be done.

 

ScamAdviser is an initiative of the Ecommerce Foundation. Since 2012, ScamAdviser  
has been developing an algorithm that gives every domain a Trust Score based on 40 
different data sources. More than 100,000 consumers check ScamAdviser.com every 
day and ScamAdviser adds over 1 million new websites to its database every month. 
Its data is used by anti-virus software, browsers, and internet filters to keep more than 
1 billion users safe, every month. For questions, you can contact jorij.abraham@
ecommercefoundation.org. scamadviser.com

https://www.scamadviser.com
mailto:jorij.abraham%40ecommercefoundation.org?subject=
mailto:jorij.abraham%40ecommercefoundation.org?subject=
https://www.scamadviser.com
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Today, various merchants have expanded purchase options to 

accommodate new buying behaviours of their customers. Many are 

welcoming retail buyers back into their shops while not removing 

their COVID-19 shopping experiences – or at least not yet. And 

numerous fraudsters are now ready to attack while merchants are 

focusing on their shifting consumer base.

Many previously retail-only merchants installed ecommerce options 

quickly in early 2020 and experienced fraud losses. Then, after 

reme diation, they felt like that problem was solved. But are they 

ready for the next wave of fraud against ecommerce environments?

To properly identify and prevent subsequent attacks, merchants 

should expand their abilities to include identifying consumer intent, 

locating sleeper accounts, and blocking impossible customers. 

Identifying consumer intent
Most merchants identify their ideal customers and build purchase 

experiences accordingly. Merchants may have entire departments 

that define purchaser personas and optimise all systems for these 

buyers. The gap in this approach is that fraudsters can mimic any 

persona and align with these purchase paths. To address this issue, 

merchants should build personas for fraudsters and define specific 

checkout approaches for these avid shoppers. But first, fraudsters 

need to be found.

It is difficult to know what is in a shopper’s mind, but retail environ-

ments have the extra benefit of watching the behaviours of their 

shoppers – actually seeing them acting ‘sketchy’. Online merchants 

also have this ability, but they rarely identify the opportunity to ‘watch’  

how their shoppers act.

Behaviour for online shoppers can be determined through monito ring 

the mouse or clicks from various perspectives. Some approaches 

may require a vendor, while others can be executed directly by the 

merchant. 

 

These are not perfectly analogous to intent or action, but they can 

allow merchants to apply frictions, security protections, or other 

actions, which can drive a deeper understanding of shoppers’ intent.  

The message here is that people are not perfect. Support the 

imperfect shopper and be wary of the perfect one.

Locating sleeper accounts
Some fraud trends require the use of trusted consumer accounts 

already in place on the merchant’s system. While some thieves focus 

on account takeover (ATO), others are loading ‘sleeper’ accounts to 

be used in the future. Merchants should be on the look out for both 

approaches but the path that seems to take more merchants by 

surprise is the ‘sleeper’ approach. ➔

Customising the User Experience – For Fraudsters

Payment Operations Group

Sally Baptiste co-founded Payment Operations Group. Having run merchant payments for 16 years  
and worked for an acquirer for 13 years, she is able to leverage multiple perspectives to deliver 
comprehensive approaches to payment processing for audiences around the world.

Sally Baptiste  Founder  Payment Operations Group
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Fraudsters are creating accounts on merchant sites where no trans-

actions are being executed immediately so the merchants who use  

‘Customer Since’ dates to trust purchases can view any future actions  

positively. For these types of accounts, created months earlier, the 

same actions taken to protect from ATO attacks are warranted. 

The length of inactivity, profile changes taken upon reactivation, 

and lack of ‘shopping’ but speedy ‘buying’ should all be triggers 

to merchants. These actions should tell merchants to apply the 

same scrutiny to reactivated accounts that they would use for new  

suspect accounts. Furthermore, device identity and proxy-pierced IP 

information can be used to tie multiple synthetic identities together  

to create a comprehensive picture of these accounts and their creators.

Blocking impossible customers
For many merchants, there is little review of ‘impossible customers’ 

and this opens a window for potential fraud. Some merchants have 

installed an ecommerce velocity prevention scheme, but rarely 

define the personas who are being blocked by these volumes, 

or block these behaviours only during purchase, but not during 

account updates.

The definition of ‘impossible’ will vary by merchant/product type, but 

some items can be documented. First, is the purchase commonly 

made away from home? If not, watching the distance between the 

device and the claimed consumer address can locate a potentially 

invalid purchase. 

Next, how many cards does the customer truly have? Customers 

with multiple cards may be persistent but too many cards can reflect 

a fraudster. But dive deeper. How many cards does a true customer 

have from the same issuer? When a customer gets a new card from 

the same bank, that issuer commonly replaces the first card with 

the second card – they do not issue a second card to the same 

cardholder – and certainly not a third or more. Velocity checks will 

stop some attempts but miss a few from the same BIN. 

Furthermore, some purchases are made with address information in 

invalid checkout fields or in all checkout fields. If Address Line 1 also 

contains City, Region, Postal Code, and Country, is this really what 

a person would enter? If Address Line 2 is not null and perfectly 

matches Address Line 1, wouldn’t a true customer repair this entry? 

For any of these, or other potentially fraudulent purchase attempts, 

build a unique checkout experience for the ardent ‘shoppers’. 

Change tab order, add ‘human verification’ steps, create perpetual 

checkout loops, or any other behaviour that irritates fraudsters. 

Create personas and experiences for buyers you want to frustrate 

as well as buyers you want to court – they are equally important.

Merchants may be shifting focus again, but they cannot afford to 

stop looking at all portals. Every avenue for sale is also a path for 

loss so don’t divert your attention. Watch the portals you manage 

because fraudsters certainly are!

 

Payment Operations Group is a consultancy of payment professionals with over 
40 years’ combined experience in the payments industry – from acquiring and ISOs to 
merchant perspectives. Our focus is on educating our clients with our end-to-end approach 
to payment processing, helping them navigate the complex ecosystem and strengthening 
their position in their chosen processes. 

paymentoperationsgroup.com

https://paymentoperationsgroup.com/
https://paymentoperationsgroup.com/


Let’s dive deep into the most effective perspectives and best practices on how businesses can tackle 
the surge in fraudulent activity and overcome challenges such as BOPIS, ATO, identity fraud schemes, 
merchant-initiated fraud, and more, while improving their risk management strategy and facilitating 
customer experience by reducing false declines.

Types of Fraud and Tactics to Detect 
and Prevent



• BOPIS
• ATO 
• Merchant initiated fraud
• Synthetic, true-name, and hybrid identities

Types of Fraud
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The growth of omnichannel shopping is one of the biggest trends 

in the retail industry. The Retail Industry Leaders Association 

has listed omnichannel presence as the No. 1 ‘imperative’ for 

the upcoming years. BOPIS, as part of a modern omnichannel 

strategy, is becoming a necessity in ecommerce but also comes 

with a price tag due to fraud and additional operating costs. 

About two-thirds of shoppers buy online and pick up in store multiple 

times per year. Why? The consumer benefits from greater flexibility and 

control as online purchases can be picked up in store at the shoppers’  

convenience. The time-consuming search for goods in store is 

eliminated while hands-on ‘inspection’ is still ensured, combined  

with the option of instant in-store returns. On top, potential shipping 

costs can be avoided. The pandemic has further boosted the 

relevance of BOPIS as customers are either banned from in-person 

shopping or focus on avoiding contacts. According to a Shopify 

study, 64% of pre-pandemic BOPIS shoppers use the service more 

often than before the ‘new normal’.

Almost half of the TOP 500 merchants already offer BOPIS. 

At first glance, there are a lot of benefits also to the merchant 

as delivery and packing costs are reduced while generating the 

opportunity of staying in touch with the customer face-to-face. 

However, some of the consumer benefits come at the expense of 

the retailer. BOPIS requires additional in-store storage capacity 

– leaving some retailers to re-invent their entire in-store set-up. 

One example: according to RetailWire quoting Corie Barry, CEO of 

Best Buy, the company is ‘shrinking its sales floor in four locations 

in Minneapolis from 27,000-square-feet to 15,000-square-feet in 

order to make more space for the staging and fulfilment of the newly 

popular services’. That’s almost half the floor plan! While Best Buy 

is experiencing tremendous success, the ‘new normal’ is certainly 

leaving some merchants struggling for answers to adapt to the ultra-

boosted omnichannel environment they are facing. Some merchants 

are especially overwhelmed in handling ‘instant’ BOPIS orders as 

customers tend to show up in the store before the order has actually 

been processed by brick-and-mortar operations. 

While these operational issues should not be underestimated, the 

potentially biggest merchant headache associated with BOPIS is 

fraud. Fraudsters are increasingly recognising the weakness of 

some retailers’ BOPIS processes and are taking advantage of the 

short timeframe between order creation and in-store pick up. 

➔

Buy Online, Pick Up in Store (BOPIS) Is the ‘New Normal’, Yet Poses Risks for Online 
Retailers

Arvato Financial Solutions

Jan Florian Richard is working for Arvato Financial Solutions for over 12 years in various roles.  
As Director Global Strategic Partnerships, he orchestrates processes along the order-to-cash life cycle 
within an ecosystem of champions league partners. 

Jan Florian Richard  Director Global Strategic Partnerships  Arvato Financial Solutions

https://www.shopify.com/retail/bopis
https://www.bigcommerce.com/articles/offline-to-online/bopis/
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Every minute counts
BOPIS fuels the need for fast and accurate fraud management.  

The lack of some vital shopper information (e.g. lack of shipping 

address) and time sensitivity puts stress on merchant fraud manage-

ment. Less data means less information available to fraud engines 

in assessing risks automatically. Many large US retailers promise 

customers that BOPIS orders are ready for pick up in 30 minutes 

or less. Hence, there is hardly any time left for fraud departments to  

manually check orders flagged for potential abuse. Fraudsters use 

exactly that short window between purchase and pick up to avoid 

manual verification by retailers. This can either lead to tighter BOPIS 

fraud rule sets (and thus likely higher false positive rates) or elevated 

fraud levels. Especially in peak seasons, this becomes a massive 

pain. For many large customers, we have implemented agile 24/7/365  

teams able to respond to urgent order review requests at any time. 

As they are mainly working in merchant overarching teams across 

the globe, we can handle peaks much easier than a single merchant 

ever could.

Should you care about BOPIS? You betcha! 
Studies indicate that by 2024 at least 40% of all sales in the US 

will be generated via BOPIS. I see also great opportunities for 

the European market as well. Implemented correctly, it bridges the 

gap between in-store and online sales nicely – creating win-win 

scenarios the industry has been longing for in years. And I do not 

believe that stores will be degraded to warehouses: almost 50% of 

all shoppers make additional purchases in the store while picking up  

their BOPIS order – that calls for attractive floor plans. However, retailers  

need to be aware – especially of bogus orders conducted by criminals. 

 

Arvato Financial Solutions provides integrated financial services in the order-to-cash life 
cycle to renowned international brands so they can focus on their core business. As their 
backbone to growth, the Arvato Financial Solutions team of 7,000 experts works to make 
sure client’s credit management runs effortlessly and efficiently.

finance.arvato.com

Click here for the company profile

https://www.businessinsider.com/click-and-collect-industry-trends
https://www.businessinsider.com/click-and-collect-industry-trends
https://finance.arvato.com/en/
https://finance.arvato.com/en/
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The rise of the digital economy has been a boon for businesses 

as well as for consumers, who now have easy access to goods 

and services from around the world. Unfortunately, when money is 

involved, fraudsters are just around the corner. They are exploiting 

the digital infrastructure to orchestrate a gamut of attacks — account  

takeover (ATO) in particular, which is one of the biggest headaches 

for businesses today.

After a successful account takeover attack, fraudsters commit 

CNP (card-not-present) fraud, redeem reward points, launder 

money, and seek loans. That said, they do not limit themselves to 

just swooping out all the money from the account. They also use 

account takeover as a means to control a compromised account 

remotely and abuse it for many other criminal activities.

How account takeover attacks cause regulatory, 
financial, and reputational losses
Apart from financial losses, ATO poses reputational risks for 

businesses. This is because consumers place a lot of trust in busi-

nesses when it comes to ensuring secure transactions. An account 

takeover attack is construed as the business’ failure in maintaining 

adequate security, and hence consumer trust. This can deal a big 

blow to the relationship-building efforts and cause unforgiving 

customers to switch over to competitors. Furthermore, non-com-

pliance with the regulations can attract hefty penalties, causing an 

additional burden.

How fraudsters use bots and sweatshops to achieve 
scale
Account takeover attacks are on a steady rise. Data from Arkose 

Labs reveals that 5% of all digital traffic is an ATO attack. This can  

be attributed to large-scale and frequent incidents of data breaches 

that fuel these attacks. Fraudsters harvest the invaluable personal 

information of millions of consumers from these data mining 

activities and use them for account takeover attacks.

Automated bots are the most popular method fraudsters use for 

account takeover because automation helps them achieve scale and 

maximise returns on investment. Further, many bots are so advan ced  

that they can accurately mimic human behaviour online. Using the 

advancements in machine vision technology, these bots can bypass 

fraud prevention solutions.

Apart from malicious bots and scripts, fraudsters also ‘hire’ human 

fraud farm workers to launch large-scale account takeover attacks. 

These malicious humans can easily circumvent fraud prevention 

solutions that are specifically designed to protect against bots. Also, 

they can quickly clear the legacy challenge-response mechanisms 

that require more nuanced human interactions.

Why commonly used authentication cannot fight 
account takeover attacks
Massively corrupted digital identities and advanced tactics used 

by fraudsters make it even more difficult for businesses to fight the  

menace of account takeover. Unfortunately, a lot of commonly used  

authentication methods fail to stop ATO fraud and end up annoying  

customers. Authentication methods such as two-factor authen-

tication (2FA) are not completely reliable, as the SMS may get 

delayed or intercepted by fraudsters. Knowledge-driven authenti-

cation fails as often customers forget the answers. ➔

Top 5 Steps to Prevent Account Takeover Attacks

Arkose Labs

Vanita Pandey is a visionary CMO and a recognised anti-fraud expert, currently leading the global 
marketing strategy at fraud-prevention firm Arkose Labs. Prior to her current role, she served as the 
global VP of Product Marketing at ThreatMetrix, which she helped lead to a successful acquisition by 
FTSE 100 company RELX’s LexisNexis. Vanita also has deep payments industry experience having 
held top strategic marketing roles at Simility (acquired by PayPal) and Visa.

Vanita Pandey  Chief Marketing Officer  Arkose Labs

https://en.wikipedia.org/wiki/Card_not_present_transaction
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data-driven authentication methods rely on clear ‘good’ or ‘bad’ 

signals from user data. Since fraudsters can accurately mimic true 

users, they succeed in transmitting ‘good’ data signals. A true user, 

on the other hand, may be tagged ‘bad’ due to a change in online 

behaviour. Further, businesses are increasingly facing traffic that 

does not transmit clear ‘good’ or ‘bad’ signals. These signals fall in a 

gray area, which data-driven solutions cannot decipher. Businesses, 

therefore, need a robust solution that can fend off account takeover 

attacks without disturbing the user experience.

Five steps to robust account takeover protection
Arkose Labs platform provides businesses with a solution that 

can effectively deal with the traffic in gray areas. It makes the attack 

long-drawn and eats into the returns to make the attack financially 

unattractive. The Arkose Labs solution uses the following five steps 

to provide protection against account takeover attempts:

1. Shift the attack surface – Arkose Labs platform shields the 

customer touchpoints by diverting the attackers to targeted step-

up challenges. This disrupts the attackers’ plans and relieves the 

burden from in-house fraud prevention teams.

2. Targeted friction – Keeping user experience front and centre, Arkose  

Labs targets high-risk users with higher friction. Continuous intelli-

gence assigns each user with a risk score and provides minimal 

friction to good users.

3. Stepped-up attack remediation – For high-risk users, the 

plat form presents 3D challenges that are dynamically tailored 

according to the risk profile. These include specific challenges 

for bots, advanced bots, sweatshops, and lone human attackers.

4. Future-proof protection – Continuous feedback between risk 

analysis and the challenge-response mechanism enables enfor ce-

ment challenges to adapt to the evolving risk profile of the traffic.  

This ensures the enforcement challenges always stay ahead of 

the changing threats.

5. Easy integration – The Arkose Labs solution seamlessly inte-

grates with the existing technology stack of the business and 

requires minimal IT work.

Arkose Labs erodes the financial incentives that fraudsters asso-

ciate with account takeover attacks so that digital businesses have 

robust, long-term protection.

 

Arkose Labs analyses traffic against telltale signs of malicious intent to distinguish 
automated and human attackers from good users, providing long-term protection against 
fraud and abuse by sabotaging attacker’s ROI.

arkoselabs.com

Click here for the company profile

https://www.arkoselabs.com/technology-ppc/
https://www.arkoselabs.com/ 
https://www.arkoselabs.com/
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How has the pandemic impacted the account 
takeover landscape? What are the factors that 
have driven the surge of this type of fraud?
The COVID-19 pandemic opened up a massive opportunity for 

fraudsters to take advantage of fluctuating markets, shifting con-

sumer spending habits, and surging digital traffic. Fraudsters have 

quickly exploited this dynamic landscape, looking for ways to profit 

from the disruption by any means necessary. And with businesses 

rushing to expand ecommerce operations to meet consumer demand,  

many trust and safety teams bypassed implementing the necessary 

fraud prevention measures, leaving their sites susceptible to cyber -

criminals looking for cracks in the system. At the same time, fraud-

sters knew these risk teams would be inundated by online traffic 

that is desperately needed during a time of economic hardship and 

reduced consumer spending — and an influx of manual reviews, 

providing the perfect cover as they attempted to evade security 

checks without detection. 

Through all of this volatility, fraudsters have leaned into account 

take over as a highly lucrative form of fraud, targeting credentials 

and user information to infiltrate new technologies, apps, and even  

loyalty programmes that had been dormant throughout the pandemic.  

We’ve witnessed these fraud threats grow exponentially since the 

start of the pandemic – blocked account takeover fraud alone has 

increased 307% between Q2 2019 and Q2 2021 across the global 

Sift network. 

What are the characteristics that make a digital 
account attractive to fraudsters in the digital 
commerce space?
As fraudsters look to target consumer accounts, they’re typically 

identifying the ‘low-hanging fruit’ – accounts that lack strong security  

measures, complex passwords, or a regular routine for updating 

credentials. Dormant accounts also provide a guise for fraudsters 

looking to infiltrate logins without being caught, giving ample time 

to collect credentials, stored funds, and payment information.

To cybercriminals, the profits of account takeover are attractive 

because stolen payment details and login credentials can be 

employed to enact credential stuffing and card testing across even 

more sites, leading to an even bigger payout. This makes online 

accounts more valuable than stolen credit card details alone, as the 

average consumer uses dozens of sites or services that require a 

username and password, and about 66% use the same or similar 

credentials across multiple or all websites. And as fraudsters look 

to monetise different forms of data obtained through ATO, the price 

of account credentials has grown even higher on the dark web. ➔

Jeff Sakasegawa, Trust and Safety Architect at Sift, reveals unique insights into the account takeover landscape from their 

latest Q3 Trust and Safety Index 2021.

Sift

 Account takeover fraud has 
evolved into an interconnected 
network – the need for an end-to-
end solution is critical to protect 
users and drive growth.

Jeff Sakasegawa is a Trust and Safety Architect at Sift. He has spent over ten years fighting fraud 
for Google, Facebook, and Square. He’s excited to be a part of Sift, helping to democratise access to 
best-in-class machine learning to protect payments, maintain content integrity, and defend accounts. 

Jeff Sakasegawa  Trust and Safety Architect  Sift

https://lp-cdn.lastpass.com/lporcamedia/document-library/lastpass/pdf/en/LastPass-B2C-Assets-Ebook.pdf
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Are there any ecommerce verticals more heavily 
targeted than the others? If so, which ones?
So far in 2021, we have seen significant spikes in ATO rates across 

the fintech, digital goods and services, and retail verticals within the 

Sift network. The gigantic digital goods and services industry has 

seen a troublesome 142% increase in YoY account takeover rates, 

with retail experiencing a more moderate, but notable 20% increase. 

But the most significant spike we’ve seen has been in the fintech 

industry, with the global ATO attack rate jumping 850% between Q2 

2020 and Q2 2021. We credit this astronomical surge to the recent 

growth in fintech and associated attacks aimed at crypto exchanges 

and digital wallets occurring this year. 

What role do automated scripts play in fraudsters’ 
ATO schemes?
Fraudsters utilise automation to maximise profits at an inhuman speed.  

As these fraudsters continue to stockpile stolen account credentials, 

the potential for damage compounds, leaving businesses and con-

sumers unaware of the true scope of attacks. This delay in action  

is precisely why ATO can be so destructive, buying fraudsters valua ble 

time to launch bots and credential stuffing as a means to infiltrate 

associated accounts and boost their gains. Once fraudsters success -

fully exploit an account, they launch these automated tactics to scale  

the abuse many times over. A single stolen password can give fraud-

sters access to a complete online identity, making them appear legiti-

mate and enabling them to compromise accounts associated with 

that identity at scale – or sell them for a greater profit on the dark web. 

How does Sift support businesses to proactively 
surface and stop ATO before it happens?
To proactively secure customer accounts and fuel growth, trust and 

safety teams need holistic risk assessment methods and an end-to-

end solution to accurately surface and stop account takeover fraud 

before it happens. Our Digital Trust & Safety Suite is bolstered by  

an unrivaled global data network of over 70 billion events per month 

and uses real-time machine learning to identify trusted and risky users  

with unparalleled accuracy. With Sift Account Defense, merchants 

can add points of friction to fraudsters while streamlining the user 

journey for trusted customers. Our complete solution is engineered 

for protection and growth, helping businesses reduce friction, stop 

losses, and minimise customer churn.

 

Sift is the leader in Digital Trust & Safety, empowering companies of every size to unlock 
new revenue without risk. Our cutting-edge platform dynamically prevents fraud and abuse 
with real-time machine learning that adapts based on Sift’s unrivaled global data network of 
70 billion events per month.

sift.com

Click here for the company profile

307%

Increase in blocked account takeover 
fraud between Q2 2019-Q2 2021

https://sift.com/products/digital-trust-safety-suite
https://sift.com/products/account-defense
https://sift.com/
https://sift.com/
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What type of illegitimate merchants do companies 
like yours have on their radar, and how prevalent 
is the issue of fake and illegal businesses for the 
payments ecosystem?
Along with the pandemic, a lot of businesses have been hit hard and 

there has been a rise in payment fraud around the world. We have 

seen a shift towards merchant initiated fraud and about 70% of the 

perpetrators are organised, criminal groups that have the resources 

to build or purchase existing, previously legitimate stores. Merchant 

initiated fraud means that businesses are processing payments 

with stolen credit cards and try to steal as much as possible before 

shutting down their businesses and moving on with the loot. 

From our customers that onboard merchants primarily in the low-

risk MCC (Merchant Category Code) categories (in LATAM and 

Europe), we have observed that around 3% of the new merchant 

accounts being onboarded are problematic. To quantify this 

situation, we observed customers that are onboarding thousands 

of merchants per month. Traditionally, certain categories have been 

considered to be high-risk such as gambling, adult, digital goods 

or drug stores and pharmacies, while merchants accounts in most 

other categories have been considered low-risk. The onboarding 

processes for opening a high-risk merchant account are intense 

and put the merchant under heavy scrutiny with extensive KYC 

and KYB procedures. This makes it difficult for fraudsters to obtain 

accounts. This is not the case with low-risk categories though where 

the opposite is true: acquirers have the incentive to relax onboarding 

checks so as to attract more and more business. Because of this, 

fraudsters are opening accounts in the least scrutinised segments 

and what was before considered ‘high-risk’ or ‘low-risk’ is now being 

reversed by these new trends.

 

What are the red flags that suggest a fraudulent 
merchant?
Several examples of patterns of fraudulent merchants that we detect 

are:

1.  A merchant first behaves normally (for example, mostly CP trans-

actions, low amounts, and a low ratio of failed transactions), but 

after the PSP/acquirer ‘trust level’ is increased and controls or 

restrictions are relaxed, the merchant starts behaving differently 

(more CNP transactions, large amounts, with stolen cards, resulting  

in many rejected transactions). This change of behaviour can be 

an indication of fraud.

2. A new merchant shows outlying behaviour compared to its peers. 

For example, when peers mainly process low ticket value card-

present transactions during the day, this merchant processes bursts 

of large ticket value ecommerce transactions during the night. ➔

 João Moura, the CEO of Fraudio, discusses how AI models can outsmart merchant initiated fraud and help PSPs and acquirers 

onboard more merchants in order to grow faster, smarter, and safer.

Fraudio

 We empower our customers 
to continue onboarding quickly 
while being able to stave off 
merchant initiated fraud by 
discovering new fraudulent 
merchants weeks before they 
would have previously been 
detected.

The CEO and co-founder of Fraudio has vast experience in academia and across several industries 
ranging from Telcos to Cybersecurity and Payments. His expertise in AI was acquired during his PhD 
studies and cemented over 15 years of using AI in products. He is an avid Data Scientist and is 
currently completing his MBA.

João Moura  CEO  Fraudio
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3. A merchant processes normal ecommerce payments for a long 

period, but then starts receiving large amounts of credit transfers 

from different credit cards from the same country/bank, which 

never get charged back, followed by large outbound transfers by 

that merchant. This can be an indication of money laundering.

 

Are there any particularities to be considered when 
it comes to high-risk merchants, such as those 
working in gambling, adult industry or travel?
When it comes to this type of merchant initiated payment fraud, 

high risk is low risk and vice versa. High-risk merchants are heavily 

scrutinised during onboarding – heavy KYC and KYB. When it comes 

to direct financial risk to the acquirer, in some cases they present 

a high risk of financial bankruptcy, in other cases high compliance 

risk (they risk being forced to close), in some other cases they are 

prime fraud targets themselves because they sell digital goods or 

cash equivalents. Nowadays, it is very easy to open a new merchant 

account and to start processing payments both CP and CNP very 

quickly, due to these lax KYC/KYB processes. But what if they are 

themselves fraudsters? This is where Fraudio shines. We empower 

our customers to continue onboarding quickly while being able 

to stave off merchant initiated fraud by discovering these new, 

fraudulent merchants much rapidly, even weeks before they would 

have previously been detected.

Why should PSPs or acquirers partner with an ou t - 
sourced party instead of building their own techno- 
logy and solution for the whole onboarding process?
Fraud detection and prevention are not a part of the core busi-

ness for most companies in the payments chain. Building in- 

house means being in heavy control of your data and have a lot of it, 

because you will be only using your own data, which is very limited 

to only the patterns of fraud that you have seen before. If exposed to 

a new kind of fraud or grow into a new geographic region, you would 

be vulnerable. So, building in-house is costly and time-consuming 

and is very risky for a company that needs to focus on its primary 

target of acquiring new business. For acquirers that have hundreds of 

thousands of merchants, they need to have several teams of ana lysts  

working very diligently, and would still not be as efficient as they need  

to be. With the power of our AI to monitor and prioritise the inves-

ti   gations, it allows acquirers to be far more efficient and the fraud  

investigations would be resolved much earlier. For our cus tomers,  

this could be a difference of hundreds of thousands of euros. Scaling a  

team of people is much more difficult since fraud usually happens in 

bursts, and this is why Fraudio is valuable for companies who wish  

to control fraud and scale in an organised and effective way. There is  

an immense benefit and potential in working with a specialist com-

pany when it comes to mitigating risk and bringing value faster. We, at  

Fraudio, have already seen billions of transactions and millions of 

fraud events from around the globe. Instead of building machine 

learning models individually for each customer, we pool everyone’s 

data together by translating it into our own internal data schema and 

that is the reason why our AI is so powerful. 

Artificial Intelligence seems to offer the most 
effective way of detecting fraud. How does Fraudio 
use AI to develop a leading-edge service that 
detects fraudulent merchants quickly, and what 
makes your company different from others that 
offer similar solutions?
Fraudio uses the latest, third-generation fraud detection technology. 

This means that Fraudio develops and trains its AI algorithm by using 

a centralised dataset. Billions of data points are constantly gathered 

and fed from both the acquiring and issuing sides of the industry into 

this centralised dataset. By constantly updating this diverse data, 

Fraudio leverages a powerful network effect to detect problematic 

activity more accurately and faster. Our merchant initiated fraud 

product is very simple to use and is especially valuable to acquirers 

in the low-risk segment. It allows them to onboard merchants very 

quickly, thus enabling them to grow at their own pace, without being 

overwhelmed by liability or financial losses. 

Fraudio provides PSPs, acquirers, and issuers with card payment fraud and merchant 
initiated fraud products via a simple and scalable cloud-hosted API integration that can 
be connected to in days. Its patented product which relies on AI, machine learning, and 
network effects are available on a pay-as-you-go SaaS basis.

fraudio.com

Click here for the company profile

https://www.fraudio.com/?utm_source=paypers&utm_medium=report&utm_campaign=paypers&utm_content=interview
https://www.fraudio.com/?utm_source=paypers&utm_medium=report&utm_campaign=paypers&utm_content=interview
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Like nearly all post-pandemic environments, the identity fraud 

landscape is changing. The misuse of both real and fake identities 

has evolved rapidly over 2020, and merchants are squarely in the 

crosshairs of a well-trained, well-equipped army of fraudsters.

Historically, financial fraud in all its various forms has grown in 

lockstep with transaction volume. In keeping with tradition, COVID-

19 has been the ultimate accelerator of financially motivated 

identity crime. With millions transacting at a distance — outside 

the watchful eye of human merchants and their EMV-equipped 

POS machines — the threat surface widened dramatically nearly 

overnight. Compounding the risk, economic stimulus initiatives 

were launched rapidly, often prioritising assistance over security.

Fraudsters capitalised on the chaos, honing their identity theft skills 

to new levels of efficiency and effectiveness. using stolen identity 

information, internet-age criminals got even better at masquerading 

as legitimate consumers to open a broad range of accounts. 

Leveraging a series of synthetic, true-name, and hybrid identity theft 

schemes, these adaptable criminals wreaked unprecedented 

havoc.

Identity criminals enrol in 2021’s master class for 
benefits fraud
Government benefits programmes were a siren call to greedy 

opportunists. The ease with which benefits fraud could be 

committed – from Paycheck Protection Programme (PPP) to 

Economic Injury Disaster Loan (EIDL) to unemployment – attracted 

a whole new generation of instant-gratification crooks. As they tried 

their hands at the craft, their strategies became finely tuned and 

their schemes well-oiled. Moreover, dark web criminals prolifically 

socialised what they learned across their underground communities.

Of course, the good-guy response has been far from flat-footed. 

Fraud analysts have made significant progress in terms of spotting 

smoke and dousing it before the fire starts to rage. Added motivation 

came in the form of embarrassing headlines and the ire of elected 

officials, motivating state agencies to deploy better controls. That’s 

the good news. 

The bad news is that as vulnerabilities opened by the pandemic 

begin to close, fraudsters will move again, targeting other victims 

– including merchants – with the same skills and methodologies. 

A mass of new and tenured fraudsters is right now getting into 

position to strategically redeploy freshly acquired or honed skills. 

Sadly, the merchant space presents an enticing target for eager 

identity-theft masters to leverage their COVID-era investments. 

What does this mean for today’s retailers and the providers who 

support them? The call to dramatically improve the detection of 

fraudulent identities has never been louder. Specifically, merchants 

must adopt solutions that penetrate the veneer of synthetic, true-

name, and hybrid identities.

Synthetic, true, and something in between
Synthetic, true-name, and hybrid identities are three different 

approa ches to the same crime. Cyber and other criminals pack 

stolen identity data into bundles that enable them to pose as 

legitimate consumers. It is a profitable tactic and one that’s getting 

easier by the day. ➔

Agile Identity Fraudsters Expected to Pivot Toward the Merchant Sector

Sontiq

Al Pascual is SVP, Data Breach Solutions for intelligent identity security firm Sontiq. He can be 
reached at apascual@sontiq.com. A recognised expert in financial crime, Al’s insights on the effects of 
fraud have been published by hundreds of publications and shared with attendees at industry events 
around the world.

Al Pascual  SVP, Data Breach Solutions  Sontiq

https://www.sontiq.com/protecting-what-matters-most-v5/
https://www.sontiq.com/protecting-what-matters-most-v5/
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As the first of these bundles, synthetic Ids have arguably received 

the most notoriety of late with increased attention from the Federal 

Reserve. While they may contain a few true elements, synthetic  

identities do not represent a real individual. 

True-name fraud, on the other hand, does. It is a scheme through 

which a fraudster attempts to impersonate a real person using that 

person’s actual data. 

Somewhere in between the two is hybrid identity fraud, for which 

fraudsters use a mix of real and fictional elements, but the core 

elements are typically real. Other aspects, such as contact info, 

are false. 

Merchants face threats from all three approaches. However, the 

increasing ubiquity of electronic consent-based verification service 

(eCBSV) will make synthetic IDs less of a go-to approach for identity 

cons. As a result, we expect to see a seismic shift to true-name and 

hybrid attempts in 2022. 

So, what can merchants and their partners do to mitigate the 

emerging threat? 

Identity-savvy merchants take strategic action
Two action steps rise to the top of the pile:

First, anticipate – Identity fraudsters will focus efforts anywhere 

they can buy or borrow. Therefore, merchants that offer lines of 

credit or private label cards can expect account opening fraud 

to heat up. Against this backdrop, it’s a good idea to revisit fraud 

detection and prevention investments to be sure they are allocated 

appropriately. 

Second, push – Merchants rely on a quilt of partners to deliver 

digitally-transformed experiences. While some providers 

are intrinsically motivated to innovate, others need a nudge. 

Particularly as fraud shifts to true-name and hybrid ID schemes, 

providers should have the expertise to analyse data breaches 

or compromise histories of identity credentials that show up on 

account applications. That enables a provider to efficiently apply 

the appropriate degree of authentication, achieving a good balance 

of security and customer experience. 

There is plenty of innovation underway that promises to advance 

identity theft mitigation. Things like electronic verification with the  

Social Security Administration and blockchain-based identity 

solutions will undoubtedly go a long way toward thwarting crafty 

identity thieves. Until those developments reach maturity, however, 

criminals will continue to morph, adapt, and exploit the skills they 

acquired during COVID-19 to enrich themselves and their cronies. 

The time to act is now. Think like a criminal: morph, adapt, and exploit  

the lessons you’ve learned to enrich your organisation and the lives 

of the people you exist to serve. 

 

Sontiq arms businesses and consumers with award-winning products and services built 
to protect what matters most. Sontiq’s brands, IdentityForce, Cyberscout, and EZShield, 
provide a full range of identity and cyber monitoring solutions, best-in-class restoration, and 
response products and services. Learn more at www.sontiq.com or engage on Twitter, 
Facebook, LinkedIn or YouTube.

sontiq.com

https://www.businesswire.com/news/home/20210406005840/en/Federal-Reserve-System-Announces-Industry-Recommended-Definition-of-Synthetic-Identity-Fraud
https://www.businesswire.com/news/home/20210406005840/en/Federal-Reserve-System-Announces-Industry-Recommended-Definition-of-Synthetic-Identity-Fraud
https://www.sontiq.com/
https://twitter.com/Sontiq1
https://www.facebook.com/Sontiq1/
https://www.linkedin.com/company/sontiq/
https://www.youtube.com/channel/UCAIsEWc7t43U35kTJXnNhcg
https://www.sontiq.com/


• Credential stuffing 
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• Refund fraud

Did You Know?
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Credential stuffing is a hacking technique where fraudsters use stolen passwords to unlock multiple user accounts and 
use them for several downstream frauds.

Credential Stuffing
Did you know?

Facts and figures
Direct / indirect cost  

for merchants

46%

Percentage of businesses saying 
that ATO attacks have led 

to decreased revenue

60%

Percentage of businesses saying 
credential stuffing attacks  

impacted brand experience

33%

Percentage of businesses facing  
brand reputational damage from  

data breaches

Global losses

Credential stuffing attacks costs for  
the average business per year

USD  
6 MILLION

90%

Businesses agreeing that these attacks 
negatively impacted user experience

USD  
>2 MILLION

Larger companies expenses per  
year on call centre costs helping 

customers reset passwords
Percentage of businesses indicating  
that attacks targeting user accounts 

add to compliance burdens

The cost for companies to reset just  
one compromised password

USD 70

Nearly half of businesses spend  
1- 5 hours remediating each incident of  

a compromised user account

63%

https://www.arkoselabs.com/blog/a-beginners-guide-to-credential-stuffing/
https://www.arkoselabs.com/
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Credential Stuffing
Did you know?

Strain on server usage

Continual, automated login attempts 
put strain on server usage and IT 
infrastructure

Manual reviews

Manual reviews and implementation 
of more security protocols

Immediate costs

Immediate costs related to remediating 
and restoring user accounts and any 
funds that were stolen from the attack

Social media complaints

Customers cease to do business with 
the company and voice their complaints 
on social media

Burdens on legal teams

Increased burdens on compliance 
and legal teams 

Negative PR

Large enough breaches can lead to 
negative PR and news stories

Risks / impact for the merchants

Best ways to prevent it 
Best practices

Ensuring equally-strong   defences staged at the most targeted attack points

Having the   added support from vendors    to extend the team’s manpower

Employing   scalable and adaptable attack response    to increase pressure on attackers at any given notice

https://www.arkoselabs.com/


63 FRAud PReVenTIOn In eCOMMeRCe RePORT 2021/ 2022 | DID YOU KNOW?

BOPIS fraud (Buy Online, Pick Up in Store) is an activity connected to the omnichannel retail model that allows customers to 
make purchases online and pick up the items at their convenience in store. Similar to BORIS (Buy Online, Return in Store), 
the practice provides customers with flexibility and offers retailers a way to blend online and in store experiences and engage 
on multiple touchpoints.

BOPIS Fraud
Did you know?

Physical 
ecommerce

Types 

Facts and figures 
Global losses 

Merchants that had BOPIS available  
pre-COVID-19 experienced: 

Predictions for 2022 

Most affected verticals 

Direct / indirect cost  
for merchants 

Fraud leads to brand abandon ment, 
immediate lost revenue, and a damaged 

brand reputation

74%

56%

40%

Rate of fraud attempts increase for BOPIS 
fraud compared to other delivery channels

Account takeover (ATO) Payment fraud

Retail

QSRs

Promo abuse

increase by volume by value in 2020

58%70%

BOPIS

Other delivery channels

4.6%

7%

Percentage of consumers who would stop 
engaging if their account was hacked on a 

specific site or app

Percentage of shoppers who plan to 
continue using BOPIS after COVID-19 

Predictions for 2024 

Minimum estimated percentage for all 
sales in the US that will be generated by 

BOPIS
 

The pandemic has driven a permanent 
shift towards digital-first consumerism, 
making it crucial for retailers to prepare  

for every type of fraud and abuse, 
including BOPIS/BORIS/BOPAC

https://sift.com/
https://pages.sift.com/rs/526-PCC-974/images/ebook_Sift_Q3_2021_Digital_Trust_Safety_Index_ATO.pdf
https://www.mckinsey.com/~/media/McKinsey/Industries/Retail/Our%20Insights/Adapting%20to%20the%20next%20normal%20in%20retail%20The%20customer%20experience%20imperative/Adapting-to-the-next-normal-in-retail-the-customer-experience-imperative-v3.pdf
https://investor.aciworldwide.com/news-releases/news-release-details/new-data-aci-worldwide-shows-increase-global-ecommerce
https://finance.arvato.com/en/
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BOPIS Fraud
Did you know?

Risks / impact for the merchants 

Best ways to prevent it 

Growing pains

The rush to accommodate customers 
with BOPIS left some businesses — 
particularly smaller ones without proper 
fraud prevention methods in place — 
susceptible to cybercriminals looking 
for flaws in the system

More prone to abuse

This ‘card not present’ channel is more 
prone to abuse because fraudsters 
can pick up illegitimate orders without 
needing to verify their payment 
information or prove their identity

A difficult balancing act

Merchants are faced with the balancing 
act of streamlining the customer 
journey (risking losing revenue to fraud) 
and adding more friction to stop fraud 
(risking insulting or losing customers)

Best practices

Get a handle on false positives
Eliminate false positives and boost your brand loyalty  
by enabling legitimate customers 

Intervene at pickup
For example, enable chip and PIN authori sation in store  
to prove that the individual collecting the goods knows  
the PIN code

Stop fraud proactively
Block fraudsters before the point of trans action to reduce 
chargeback fees, lost inventory, and customer mistrust

Review orders
Make use of manual order reviews, e.g. with external providers 
offering 24/7/365 services to screen suspicious transactions 
before pick up

Effective fraud detection 
methods/tools

• Automated fraud detection
• Manual order review
• Dispute management

https://sift.com/
https://finance.arvato.com/en/
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Application fraud is where a bad actor opens an account under false pretences – typically, to apply for credit with no intention 
of paying off the balance. Other methods include fraudulently opening an account with a utility provider to obtain a false proof 
of address with which to apply for financial products. It often involves Synthetic IDs, but there are other tactics to be aware of.

In the case of identity theft, when a bad actor gets through the application controls and opens an account in another’s 
name, the genuine customer is likely notified that something has gone wrong. With a synthetic identity, there is no genuine 
customer to recognise the suspicious activity and raise a complaint. The synthetic ‘person’ is made up of the attributes of a 
number of different people, and therefore goes largely undetected.

Application / Synthetic Identity Fraud
Did you know?

Types 

Facts and figures 

First-party fraud Identity theft Synthetic IDs

Predictions for 2022 

Projected costs for application fraud 
 by 2023. For digital and commerce 
businesses, much of this will be lost 

through credit (store cards or finance/ 
Buy Now, Pay Later schemes)

Direct/indirect cost 
for merchants 

Merchants with co-branded credit 
cards will be particularly affected

Global losses 

Average growth of application fraud on 
credit card applications YoY since 2016

17%

Risks / impact for the merchants
Fraud losses

Percentage of FIs who identify synthetic IDs as one of 
the attack vectors they were most concerned about

Reputation risks

Utility providers who are used as an 
attack vector risk their reputation

USD
4.1 Billion

A bad actor will provide their 
real personal information, along 
with falsified information to open 
an account that they wouldn’t 
otherwise be eligible for

A bad actor uses 
stolen details to 
open an account

Bad actors combine 
real information and 
fake information to 
create a so-called 
‘synthetic identity’

52%

https://www.callsign.com/
https://aite-novarica.com/report/application-fraud-accelerating-attacks-and-compelling-investment-opportunities
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Application / Synthetic Identity Fraud
Did you know?

Bot traffic

Increase in bot traffic

Website outages

As a merchants becomes progressively 
targeted by fraudsters, there’s an 
increased risk of broader fraud attacks

Operational risk

If a provider gets a reputation amongst 
bad actors as an easy-to-defraud 
platform, they will be targeted by the 
global network of fraudsters

Risks / impact for the merchants

Best ways to prevent it 
Best practices

Effective fraud detection 
methods/tools

•  Bot detection (for ID theft e.g. 
credential stuffing)

•  Credit checks (for first-party fraud)
• EID&V (for synthetic IDs)

Robust credit checks
Although likely to spot first-party fraud, they will not detect  
the applications made using stolen or synthetic identities 

Bot detection technology
May identify credential stuffing attacks that exploit stolen identities,  
but they will not prevent first-party fraud or synthetic identity attacks

Enhanced Identity and Verification technologies (EID&V)
May spot some synthetic identity attacks, but will not prevent first-party  
fraud and will have limited impact in preventing identity theft

Multi-layered approach
Using technologies in concert to prevent the full range of threats  
to quickly introduce an end-to-end solution to tackle each  
different type of application fraud

https://www.callsign.com/
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A scam occurs when a legitimate customer is (fraudulently) tricked into authorising a transaction or making a payment to a 
bad actor. Many of these scams start with a phishing attempt in which the fraudster collects a consumer’s personal details, 
often using known brands to trick them into a false sense of security through channels such as SMS and email, online 
advertisements, or even fake reviews. 

Scam Fraud
Did you know?

Global losses

Authorised fraudTypes Authorised Push 
Payments (APP)

Mobile marketing 
fraud 

Facts and figures 

21%

Percentage of scam victims who  
will stop using the business that  

was named in the message 

98%

Global percentage of people who 
have received a scam message

1133

Average number of scam messages received 
by consumers in the span of a year

44%

Global percentage of people who 
have been victims of a scam

59%

Percentage of scam messages 
masquerading as genuine communications 
from online ecommerce sites, banks, and 

other organisations

45%

Percentage of consumers who  
lose trust in the organisation that’s  

named in a scam message 

https://www.callsign.com/
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Scam Fraud
Did you know?

Best ways to prevent it 
Best practices

Dynamic interventions
Using intelligence signals to detect when a consumer is at risk of a scam  
and sending relevant, timely, and specific warning messages to alert them 

Move away from email/SMS authentication

95% of consumers don’t think SMS is a safe way to communicate,  
as it’s the same channel fraudsters are using to scam consumers

Use in-app authentication where possible

Layered intelligence (device and behavioural biometrics)

Using layered intelligence to positively identifying the customer, you reduce the reliance on SMS 
OTPs and passwords and remove friction from checkout processes

Risks / impact for the merchants

Reputational impacts

Losing customer trust through being associated to scam 
messages can ripple across social channels and online networks

Lost revenue

Winning chargeback claims can be a costly and time-
consuming process

Effects on all businesses

Reputation is affected in retail, subscriptions, and online 
services, as well as banking and crypto exchanges

Lost customers

1/5 of scam victims will stop using the company named in 
the message

https://www.callsign.com/
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Account takeover (ATO) refers to the act of cybercriminals using stolen credentials to authenticate and login to online 
accounts they do not own. Fraudsters use different methods in order to get access to these accounts (e.g. BOTs running 
credentials stuffing or password spraying attacks, phishing, social engineering etc.). Their reasons vary from monetising 
cards on file to stealing private account information etc.

Account Takeover Fraud
Did you know?

Account takeover (ATO) refers to the act of cybercriminals using stolen credentials to authenticate and login to online 
accounts they do not own. Fraudsters use different methods in order to get access to these accounts (e.g. bots running 
credentials stuffing or password spraying attacks, phishing, social engineering etc.). Their reasons vary from monetising 
cards on file to stealing private account information etc.

Facts and figuresATO fraud is divided into two separate phases that involve  
different tools and attack vectors:

Predictions for 2022

Approximate percentage 
for ATO in the total range of 

ecommerce fraud types

~30%

Estimated ATO growth 
surge 2020 vs 2019 

× 3

Risks/impact for the merchants

Operational expenses

Revert fraudsters’ actions and tampering with account details 
(e.g. changing email address, shipping address)

Users privacy

Users private information stored in their accounts 
is compromised

Reputation damage

Users whose account has been compromised are losing trust, 
damaging the merchant reputation

Commercial loss

Fraudsters monetise the account causing chargebacks,  
loyalty fraud etc.

Phase 1

Getting credentials – involves methods like bots and 
emulators carrying credentials stuffing and password 
spraying campaigns, phishing, social engineering 

Phase 2

The actual takeover – mostly manually driven (although 
bots can be involved, but less commonly); fraudsters will 
log in to the account with the credentials acquired on 
phase 1 and use the account (monetise/steal data etc.)

https://www.pingidentity.com/en.html
https://www.techrepublic.com/article/account-takeover-fraud-rates-skyrocketed-282-over-last-year/
https://www.security.org/digital-safety/account-takeover-annual-report/
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Account Takeover Fraud
Did you know?

Best ways to prevent it 

Effective fraud detection methods/tools

• Bot and emulators detection
•  Behavioural anomalies-based  

detection

Best practices

Bot and emulators detection    on login is top priority as this is the most common and scalable attack vector

Identify the   fraudsters behavioural patterns    and how they deviate from the standard users behaviour

Apply   early detection    to protect changes to the account profile, before the fraudster gets to the transaction

https://www.pingidentity.com/en.html


Policy abuse involves customers benefiting from your policies including promotions like generous discounts, offers or codes. 
Promo abuse is usually carried out by genuine but opportunistic customers. A loyal customer might stumble on a loophole in 
your latest promo and try their luck. They want to save money and probably think your big business can afford it. 
Promo abuse refers to a genuine customer behaving badly, while promo fraud refers to an organised attack. Promo fraud 
involves organised fraudsters exploiting your promos on a large scale, often as a business. These fraudsters are in a different 
league to customers taking advantage of your policies once or twice.

Facts and figures
Global losses

Percentage of marketing expenses 
in the total B2C revenue

Percentage of increased spending done 
by customers who use promotional codes, 

compared to other shoppers

Conversion rate increase for sales 
where 50% off discounts are used

A high percentage of online coupon  
users prefer discounts 

Percentage of shoppers preferring  
BOGO (Buy One, Get One)  

to other discount promotions

Percentage of shoppers who have taken 
advantage of BOGO offers at least once

Percentage of merchants reporting  
an increase in promotion abuse in 2020

Most affected verticals 

Retail

Marketplace

37%

66%

14%

8,6%

93%

74%

49%

Digital 
goods

Travel and 
accomodation
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Policy abuse involves customers benefiting from your policies including promotions like generous discounts, offers or codes. 
Promo abuse is usually carried out by genuine but opportunistic customers. A loyal customer might stumble on a loophole in 
your latest promo and try their luck. They want to save money and probably think your big business can afford it.

Promo abuse refers to a genuine customer behaving badly, while promo fraud refers to an organised attack. Promo fraud 
involves organised fraudsters exploiting your promos on a large scale, often as a business. These fraudsters are in a different 
league to customers taking advantage of your policies once or twice.

Policy / Promo Abuse Fraud
Did you know?

https://www.ravelin.com/
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Policy / Promo Abuse Fraud
Did you know?

Risks/impact for the merchants

Team operational costs

Investigation is challenging and time 
intensive

Danger of unseen costs

Without chargebacks, so there’s no  
easy way to track rising hidden costs

Attracts low-value customers

Are you spending your marketing budget on customers who 
won’t pay full price?

Brand reputation damage

Customers don’t think your products  
or services are worth their full price

Increases cost of acquisition

You have to spend more to gain new customers, impacting 
margins

Best ways to prevent it 
Effective fraud detection 
methods/tools

• Graph networks
• Machine learning thresholds
• Rules

Best practices

Set limits that make sense for your business

Set a threshold for an ‘acceptable’ number of promotions redeemed  
by a single customer or a customer network 

Adopt policy best practices

Make your promotion codes more difficult to guess (e.g. use more complex  
character combinations)

Increase friction temporarily to discourage bad behaviour

Temporarily ban customers from promos if they hit the abuse threshold

Educate other teams on fraud and abuse risks

Help them understand that protecting your business from abuse  
actually boosts profit 

https://www.ravelin.com/
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Refund/returns abuse occurs when a customer uses the returns policy of a merchant unfairly to the point it is unprofitable. 
Customers may abuse refunds by faking returns/receipts or reselling the merchandise. Refund abuse and refund fraud are 
not the same. Refund fraud is organised, often supported by fraudulent reselling networks. Refund fraudsters can make a 
business out of exploiting returns policies and selling products. 

Refund Fraud
Did you know?

US: amount in merchandise  
returned in 2020

USD 428 
BILLION

Facts and figures
Global losses Direct/indirect cost  

for merchants

Retail

Most affected verticals 

5.9%

US: Percentage of fraudulent returns  
in the total returned merchandise, 

equating to USD 25.3 billion

8%

Percentage of in-store orders which  
are returned on a global scale –  

this is 25% for online orders

30%

Percentage of shoppers who deliberately 
over-purchase and subsequently return 

unwanted items

Percentage of online businesses  
reporting an increase in refund  

abuse in 2020

>50%

Percentage of retailers citing that dealing 
with returns has a negative impact on the 

day-to-day running of their business

57%

COVID-19 caused online merchants  
to offer easier returns e.g. longer  

windows with return drop-off points, 
making management harder

COVID-19 has put pressure on  
delivery networks, making operations  

and logistics more expensive and  
complex for merchants

COVID-19 contactless delivery  
saw an increase in returns for  

unconfirmed deliveries

Marketplaces

Digital 
goods

Travel and 
accomodation

https://www.ravelin.com/
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Refund Fraud
Did you know?

Risks/impact for the merchants

Limited resale opportunity

Retailers throw away 25% of all returns

Shipping and logistics costs

Impacting the bottom line further

Team operational costs

Investigation is challenging and time-intensive

Monetary loss

Over 60% of customers 
want easy refunds

Best ways to prevent it 
Best practices

Set limits that make sense for your business

Set a threshold for an ‘acceptable’ number of returns used over a period of time

Adopt customer policy best practices

Get proof of delivery: drivers can take a photo of the delivered item

Increase friction temporarily to discourage bad behaviour
Temporarily ban customers from promos or returns if they hit the abuse threshold

Make your policies, product descriptions, and delivery times clear

A lot of avoidable refunds come from customers arguing that the description doesn’t match the product 

Educate other teams on fraud and abuse risks

Help them understand that protecting your business from abuse actually boosts profit 

Customer churn for denied refunds

92% of customers don’t buy again after a bad return experience

Effective fraud detection 
methods/tools

• Graph networks
•  Machine learning thresholds
• Rules

https://www.ravelin.com/


• Increasing authorisation rates 
• Enhancing relationships with issuers
• Reducing false declines
• Best practices in fighting fraud

Best Practices in Fighting Fraud
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Let’s start by depicting how big the problem of false 
declines and fraud is. What is the state of affairs in 
this matter? 
The problem of false declines is massively growing, as it keeps up 

with the ecommerce growth and the emergence of different types of 

payments in the market. The seriousness of this issue is evident in 

research from Edgar, Dunn & Company, which found that more than 

USD 700 billion would be lost due to payment declines by 2022, 

and a majority of that would be attributed to the failed transactions 

of good customers. Beyond this data, the consequences of false 

declines are even more concerning, because rejecting a legitimate 

shopper means losing both the sale at hand, and the future lifetime 

value from that customer. 

What are the main challenges merchants face in 
the process of accepting or declining orders? 
Not having enough information about a transaction and not being 

able to send it to the issuer is obviously a problem. Another big 

challenge is that merchants don’t always know which issuer accepts 

what type of additional data, or what type of data each issuer wants 

to see. Moreover, there may be different means to send the data to 

the issuers downstream – it can be via direct API endpoints, or via 

3DS rails, for example – and most of the time, the merchants don’t 

fully understand these methods. 

How can data analytics be leveraged in the pre-
authorisation phase of a transaction to prevent fraud  
and improve customer experience? 
On the merchant’s side, a lot more information is available about the 

transaction itself than what’s available on the authorisation stage of 

the transaction. During the purchase process, merchants have access  

to data such as behavioural analytics, device ID, user’s time spent 

on the website, and so forth, but this information is not available 

to the issuer. If the information from the merchant side could be 

communicated to the issuer in the pre-authorisation phase, this 

would improve optimisation rates and prevent false declines. 

How can merchants work directly with issuers to 
optimise their authorisation rates, and master the 
risk vs fraud strategy? 
As mentioned before, some issuers are exploring direct API 

endpoints outside of the network rails, and others prefer to receive 

decision enhancement data on the traditional rails. Keeping up 

with all the issuers’ rules can be an onerous task for merchants, 

especially when there are multiple integrations and testing processes 

agreements in place. Essentially, merchants have two options here. 

They can directly use any publicly available integrations the issuers 

have to send the additional information to them in order to get more 

accurate authorisation decisions. ➔

Interview with Okan Ozaltin, General Manager, Payment Solutions at Signifyd, on increasing authorisation rates through 

enhanced relationships with issuers.

Signifyd

 We are using either our 
direct API connection method, 
or the 3DS rails, and we believe 
that this is the most future-proof 
solution for merchants to address 
authorisation enhancement.

Okan Ozaltin is GM of Payment Solutions at Signifyd. He is focused on creating solutions for the payments  
ecosystem that deliver higher authorisation rates and lower friction for customers. Before joining 
Signifyd, he was a product lead for Fiserv, after serving in several roles at J.P. Morgan. 

Okan Ozaltin  General Manager, Payment Solutions  Signifyd

https://edgardunn.com/2020/03/from-hard-decline-to-abandoned-purchases-conversion-killers-in-the-new-era-of-ecommerce-payment-security/
https://edgardunn.com/2020/03/from-hard-decline-to-abandoned-purchases-conversion-killers-in-the-new-era-of-ecommerce-payment-security/


77 FRAud PReVenTIOn In eCOMMeRCe RePORT 2021/ 2022 | BEST PRACTICES IN FIGHTING FRAUD

Or they can use partners like Signifyd that are connected to the 

issuers, and know the best way to send data to an issuer – the data 

elements to send that will result in the best outcome.

Sometimes declines occur due to the incorrect 
interpretation of an SCA exemption from the issuer 
side. How can this problem be solved? 
It is actually not a matter of incorrect interpretation, rather it’s a 

function of the issuer’s appetite to accept or decline the exemption. 

If the exemption is properly flagged with the correct code, there 

should be no issue whatsoever. On the other hand, when the original  

decision is being submitted on behalf of the merchant, all the 

relevant variables must be taken into account, including the previous 

experience with the issuer regarding that particular exemption 

type. To better address any challenge related to this, Signifyd has 

developed an exemption management solution that determines 

which exemptions to use based on transaction risk analysis. 

Friendly fraud and refund abuse are also increa-
singly affecting the payments ecosystem, and 
both merchants and issuers have their own role to 
play here. How can the relationship between these 
two parties be improved to bring down the rate of 
these types of fraud? 
Friendly fraud is disproportionally rising compared to the normal 

growth of ecommerce, so it continues to be a real concern in the 

eco system. The sad truth is that friendly fraud can’t be prevented 

by 3dS because this issue by definition involves the real identity 

of a consumer, so any security check is basically passed by the 

card holder. Hence, data sharing is the answer here. An efficient 

collaboration within the industry means that the involved players 

share previous experiences and events. Moreover, our company is 

able to centralise the information from thousands of merchants and 

connect the dots where needed to identify certain fraud patterns. 

For example, we have intelligence based on several transaction 

attributes that a consumer committed friendly fraud with a certain 

card in the past, and when that consumer tries to do the same with 

another card, we can flag this situation and prevent the subsequent 

fraud attempt. 

How do Signifyd services tie in with all these topics  
discussed above? How can you bridge the gap 
between merchants and issuers? 
The way issuers receive additional decision-enhancing information 

from a merchant follows different paths. Signifyd is pursuing a 

compre hensive approach to this. Depending on the circumstances 

and needs, we are using either our direct API connection method, 

or the 3DS rails, and we believe that this is the most future-proof 

solution for merchants to address authorisation enhancement. 

 

Signifyd provides an end-to-end Commerce Protection Platform that leverages its 
Commerce Network to maximise conversion, automate customer experience, and eliminate 
fraud and consumer abuse for retailers. Signifyd is headquartered in San Jose, CA., with 
locations in Denver, New York, Mexico City, São Paulo, Belfast, and London.

signifyd.com

Click here for the company profile

https://www.signifyd.com/
https://www.signifyd.com/
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Identification of genuine transactions and minimising false positives 

is a vital part of a successful business nowadays. One could even 

argue that this delicate balance can represent a difference between 

a market leader and an average, less successful player. First of all, 

why do false declines happen? Simply put, they happen whenever 

the transaction is flagged as potentially fraudulent, but in fact, 

it isn’t. The term false positive or false decline is a broad term 

that describes a situation in which a company’s fraud detection 

system triggers an alert, yet there’s actually no fraudulent activity 

taking place. This is very dangerous, as triggering unjustified alerts 

diminishes the value of real alerts. If you have too many false posi-

tives to investigate, it becomes an operational nightmare, and you 

most definitely will overlook real fraudulent attacks. There are also 

false negatives, which represent a fraudulent activity that is not 

being detected by the fraud detection system. Expectedly, the last 

category is formed by true positives, which is the category that 

represents successfully detected wrongdoing. The chart below 

provides a simple visual representation of these concepts. 

Distinction between true positives, false positives, true nega-

tives, and false negatives. Graphic inspired by blog post: 

Click flooding detection and the false-positive challenge.

False declines versus customer experience, satis-
faction, and retention
Among younger demographics, in particular, digital channels are 

increasingly becoming the default shopping platform – anything that 

can’t be effortlessly done online is seen as a major inconvenience. 

False positives represent the bane of fraud investigators’ existence, 

the same way as increased volume of falsely declined transactions 

can represent the difference between a happy customer and a 

steadily rising slope of customer complaints, abandoned shopping 

carts, and decreasing ability of customer retention. 

So, let’s further see what the most effective strategies in designing an 

optimally functional fraud management system are, while ensuring  

the right balance between great customer experience and 

preventing fraud losses.

Introducing AI and analytics 
By using effective machine learning strategies, companies can 

manage fraud and risk across the entire customer lifecycle without 

alienating good customers. AI/ML techniques can be utilised to 

build models that can analyse previous cases and separate out 

the behaviour patterns that are truly suspicious from the purely 

superficial anomalies. 

Traditional rules-based approaches to fraud detection are still 

useful but unequal to challenges of today’s highly digital world. 

They capture the patterns known to indicate possible fraud – and 

they’re relatively easy to understand. The other challenge is that 

fraudsters are constantly probing, and they are – in some cases – 

able to ‘guess’ the rules and avoid triggering alerts. ➔

Best Practices in Fighting Fraud and Reducing False Declines

SAS Institute

Katarina is the EMEA Retail Loss Prevention Lead at SAS Institute and is helping companies 
understand how advanced analytics can help solve their struggles with fraud, waste, and abuse. Before 
joining SAS, Katarina worked as Head of Fraud, leading a team of fraud fighters, and cooperating with 
merchants across Europe on their fraud management strategies. Her focus has always been Fraud 
management, Internal Controls, Internal Audit and Compliance.

Katarina Garai  EMEA Retail Loss Prevention Lead  SAS Institute

https://www.appsflyer.com/blog/mobile-fraud/click-flooding-detection-false-positive-challenge/
https://video.sas.com/sharing?videoId=6275085111001
https://video.sas.com/sharing?videoId=6275085111001
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For example, in my personal experience, whenever we have intro-

duced a monetary threshold into a fraud detection rule, such as ‘If  

the amount is euR 5.000 or more, flag this transaction’, the fraudu-

lent transaction was captured at EUR 5.000, but the fraudster then 

tries and succeeds at EUR 4.700, and has learned how to increase 

their odds of success. 

Through machine learning, we can implement large numbers of 

conditions, variables, and events into analytical models and detect 

patterns that would slip by the business rules and could never 

be noticed by a human investigator. The combination of machine 

learning models and business rules has proven to be much more 

effective at finding fraud than business rules alone. When we use 

combinations of machine learning methods – including some of the 

newer ones like random forest, gradient boosting, or deep learning – 

the models become extraordinarily accurate.

Challenges with machine learning models 
Since machine learning models can look into so many things in so 

many ways, their outputs can be very hard to interpret. Yet the fraud 

investigator needs to understand the rationale behind a fraud alert 

and make an informed decision about the necessary investigation 

path. This can be resolved by building a surrogate model to present 

and explain the results (white box companion) in the form of a 

scorecard or a set of visuals or an auto-generated narrative of the 

key conditions indicating fraud. The objective is to provide the 

investigator with the data and insight to explore the case – and not 

be wasting time by wondering how the model works.

Another common point of failure when implementing advanced 

analytics, is relying too heavily (or even exclusively) on a single 

approach, a single type of model, for detecting fraud. The variety of 

techniques that fraudsters are using today requires a combination 

of approaches to spotting them.

Achieving the right balance
In my opinion, machine learning and detection rules are always going  

to work side by side. We can see increasing efforts being applied 

to the combination of machine learning models and business rule 

sets, often referred to as the hybrid approach. 

To understand how these concepts can be transformed into reality,  

let’s imagine an organisation that has previously achieved a certain  

maturity in its fraud detection systems using a sophisticated combi -

nation of business rules. We can observe that in order to detect 64% 

of the fraudulent transactions, the fraud investigators needed to 

review 30% of the transactions referred by their existing detection 

system. After the implementation of a hybrid detection model, com-

bining the right portion of business rules and advanced analytical 

modelling, the fraud investigators were able to review just 9,6% 

of referred transactions to detect this percentage of fraudulent 

transactions. 

Advanced Analytical Model Implementation results

Customers are without doubt looking for convenience throughout 

their shopping experience. Constantly inventing and re-inventing 

ways how to continuously improve the convenience of the customer 

experience whilst maintaining the right fraud detection and pre-

vention strategies is the uneasy quest of today’s merchants. AI and 

advanced analytics are here to help. 

 

SAS is the leader in analytics. Through innovative software and services, SAS empowers 
and inspires customers around the world to transform data into intelligence. SAS gives you 
THE POWER TO KNOW.

sas.com

https://www.sas.com/en_us/home.html
https://www.sas.com/en_us/home.html


Identity fraud is not a siloed issue known or practised only in one particular industry. It has become 
everyone’s problem and it needs to be taken care of. Why? Because fraudsters nowadays can easily 
access systems from banks and financial industries to merchants and businesses opening new online 
channels. They can use the same or intricate tactics to steal digital identities or create customer 
friction and massive risks. Thus, we will see why improved KYC efficiency, accurate analysis, and 
trusted data have become vital aspects that need to be considered by ecommerce businesses.

Identity Fraud Carried Over to 
Ecommerce
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Once upon a time, we started with authentication and credentials. 

We had passwords (we still do), there were OTP devices, then mobile  

authenticators, but all of this was, and is, very account centric. It’s good  

if you want to know it’s the same entity that calls themselves Adam 

returning to buy socks (or whatever the transaction might be), but it 

doesn’t say much else about that person – it could, in fact, be anyone  

with access to my credentials. To counter that, we added digital 

identity – a means of declaring that I really am Adam, that Adam is 

a real person, and I can prove it digitally. And to make the authenti-

cation part stronger, we added two-factor authentication or even 

biometrics. 

But what does that really tell the service Adam is interacting with? 

Not much. It doesn’t give the service any background data to check 

eligibility or complete customer due diligence processes. If we want 

to fight fraud, reduce compliance overheads, or simply offer a better 

service, we need that additional information about customers and we 

need that information to be high quality and from a trusted source.  

Digital identity is therefore the key, but trusted data is the real value 

it unlocks.

Not everyone has a digital identity yet – but that 
doesn’t mean we should ignore it
According to the World Bank ID4D dataset, there are approximately 

1.1 billion people with no legal identity in the world today, and a further  

3.4 billion who have a legal identity but limited ability to use that 

identity to access digital services. This means that half the population  

of the planet are struggling to access digital identity and conse-

quently their ability to transact online securely is limited, forcing 

service providers to perpetuate alternative channels or simply not 

be able to provide services to some users.

Digital identity offers a way of plugging this gap by increasing 

inclusion and offering alternative means of identification and authenti-

cation that match the needs of individuals rather than generalised 

policy decisions. 

Risk assessment is easier if you have trusted data
According to McKinsey Global Institute: ‘In the united States, 

approximately 16.7 million Americans were victims of identity fraud  

in 2017, an increase of 8% from 2016. Worldwide, theft of consumers’  

identities cost businesses an estimated USD 148 on average per 

person in the 12 months to June 2018’. Since then, the global pandemic  

has increased fraudulent activity, particularly where individuals have 

increased their online activity, ecommerce purchases, and remote 

working. To make matters worse, multiple large-scale breaches have  

made huge amounts of personal data available to fraudsters, which  

reflects the threats being faced by organisations and their responsi-

bility to customers. 

Trusted data alongside digital identity can greatly reduce the cost of 

compliance by simplifying processes and reducing risk associated 

with customer account creation. 

Where does the trust come from?
There are 3 key pillars of digital trust: a reliable legal environment, 

authoritative sources of data, and a means of identifying individuals 

online. There needs to be a reliable legal environment within which 

identity can operate and to which services must conform. This means  

the presence of data protection and privacy laws that meet inter-

natio nally recognised requirements (GDPR is just one reference 

point). ➔

Identity Is a Given: Trusted Data Is the Real Requirement

ID Crowd

Adam Cooper is a technical consultant to the World Bank ID4D programme, and an advisor 
to international initiatives such as the UN Commission for International Trade Law, the Alan Turing 
Institute, and the MOSIP Modular Open Source Identity platform.

Adam Cooper  Technical consultant to the World Bank ID4D programme  ID Crowd

https://id4d.worldbank.org/global-dataset
https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/digital-identification-a-key-to-inclusive-growth
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Access to authoritative sources of trust, which can be used to verify  

eligibility and identify individuals, must be made more readily and 

securely available by government agencies. Processes for the 

verification and validation of an individual’s identity should be made 

readily available in a way that promotes inclusion and protects the 

privacy of those individuals as they engage with digital services. 

Binding these ingredients together under a set of rules that all parties  

accept and accompanying strong governance, often called a Trust 

Framework, has become a priority of many governments including 

the UK, Australia, Canada, and New Zealand. But new initiatives 

are gathering pace under the guidance of the European Union and 

the African Union to make government-backed identity and key 

authoritative sources of data more widely available regionally as 

well as nationally. 

And how can that trust be shared?
Technology inevitably plays a part. In this case, making possible the 

sharing of data with service providers in a way that preserves the 

integrity of information as it passes from user to service and reveals 

who the issuer of that data was with a high level of certainty. As a 

result, trust frameworks usually include technical trust requirements 

to ensure interoperability between issuers of trusted data, the users 

the data concerns, and the consumers of both data and trust the 

services people wish to access. 

What does the future look like?
The private sector may well form the catalyst for a growth in digital 

trust with organisations striving to satisfy compliance, reduce fraud, 

and meet a growing consumer expectation for the safety of digital 

services. Initiatives such as the Global Assured Identity Network 

(GAIN), building on the expertise of financial institutions in the 

completion of KYC procedures and compliance with AML and 

other sectoral regulations, may be the catalyst for wider availability 

of digital identity and trusted data. Equally, regional initiatives such  

as the EU’s revised eIDAS Regulation on digital identity interope-

rability across the block will begin to show the benefits of digital 

identity to citizens, organisations, and governments alike. 

Finally, the technological glue needs to bring together a set of 

associated standards and specifications that surface the power of 

trusted data in a form where it is largely invisible to citizen users, but  

is interoperable and reliable enough to be indispensable to operators  

of online services. As yet there are no clear winners, but with W3C 

Verifiable Credentials, DIDs, and many interlinked emerging 

standards in the identity space, there is no doubt that engineering 

will find a way and will most likely do so in the very near future. 

 

ID Crowd specialises in mitigating business and technology risks relating to identity, 
helping clients understand how to better trust their customers and the businesses they 
transact with. We understand the critical and interrelated concepts of digital identity and 
trust together with the various threat vectors including cyberattack, identity, and eligibility 
fraud.

idcrowd.co.uk

https://gainforum.org/
https://gainforum.org/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2021%3A281%3AFIN&qid=1622704576563
https://www.w3.org/TR/vc-data-model/
https://www.w3.org/TR/vc-data-model/
https://www.w3.org/TR/did-core/
https://idcrowd.co.uk/home/
https://idcrowd.co.uk/home/
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Financial crimes cost businesses and consumers billions of dollars 

each year. According to the Seattle, Washington division of the 

US Federal Bureau of Investigation (FBI), identity theft complaints 

submitted to the FBI’s Internet Crime Complaint Center (IC3) have  

risen 361% during the first nine months of 2021 (41,984 IC3 com-

plaints between January-September 2021) compared with 2019 

(15,519 IC3 complaints). Adding to this sobering statistic, in 2020, the  

FBI identified synthetic identity fraud (SIF) as the fastest growing 

type of financial crime. This article aims to explain what SIF is, why 

it matters, and what companies can do to prevent it.

Synthetic identity fraud is a relatively new type of fraud but has quickly  

gained attention due to the losses financial institutions have incurred,  

most recently estimated at more than USD 6 billion annually in 

the uS alone. The uS Federal Reserve started an effort in 2018 

to shine a light on SIF across the financial services sector. To help  

promote better understanding within the industry and more consistent  

reporting, the Federal Reserve convened a focus group with a dozen  

industry members to create a standard definition of SIF. The group 

defined SIF as ‘the use of a combination of personally identifiable 

information (PII) to fabricate a person or entity in order to commit a 

dishonest act for personal or financial gain.’

essentially, a synthetic identity is ‘cobbled together’ by the fraudster 

and may contain both real and fake elements. For example, a synthetic  

identity used to apply for a line of credit in the US could contain 

a made-up name, a legitimate address, a social security number 

belonging to a person not associated in any way with the address, 

and a bogus phone number. With vast swaths of PII available for sale  

on the dark web due to a myriad of data breaches in recent years, it  

is easier than ever for criminals to create new identities.

How is this fraud perpetrated? 
SIF begins with a fraudster applying for a new credit card, loan, or  

another line of credit with a synthetic identity. With no credit history  

tied to this profile, either the request may be declined, or an introduc-

tory limit is granted. If denied, the fraudster will then apply else where 

until they are approved. Fraudsters typically make smaller purchases  

and pay promptly to build enough ‘good’ credit history to subse-

quently request higher limits and new credit lines. Once the fraudster  

has access to a substantial credit line, they will max out the synthetic’s  

available credit and vanish.

As social security numbers have been used for decades as identi-

fiers for banking and financial services in the uS, these entities are 

especially vulnerable to SIF. Social security numbers belonging 

to children and the elderly are particularly attractive to fraudsters, 

especially since kids are unlikely to have established credit and 

seniors are less likely to routinely review their credit reports. 

Companies with inadequate fraud detection systems may not pro-

perly distinguish between a synthetic identity and a new customer, 

giving the fraudster who created the synthetic identity easy access 

to credit. When a synthetic identity racks up bad debt, the financial 

institution is generally left holding the bag because there is not a 

legitimate consumer to initiate collections. ➔

SOS on SIF: Why Synthetic Identity Fraud Is an Urgent Issue for FIs and Online 
Businesses Everywhere

FBI and Global Data Consortium

Markus brings over 13 years of risk, fraud, and payments knowledge to GDC. He previously spent 
over 6 years as the Global Director of Programs at the Merchant Risk Council and also lead Risk, 
Fraud, and Payments departments at Wizards of the Coast, E. Breuninger, and Amazon.

Markus Bergthaler  FBI Citizens Academy & VP, Solutions Strategy  FBI and Global Data Consortium

https://www.fbi.gov/audio-repository/ftw-podcast-synthetic-ids-010220.mp3/view
https://www.fbi.gov/audio-repository/ftw-podcast-synthetic-ids-010220.mp3/view
https://www.pymnts.com/news/security-and-risk/2021/synthetic-id-fraud-becomes-an-authentic-problem-hits-60-percent-of-all-businesses/
https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/synthetic-identity-payments-fraud/
https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/synthetic-identity-payments-fraud/
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What actions can be taken to combat synthetic 
identity fraud?
To mitigate and ultimately prevent SIF, companies need to do more 

than merely validate individual pieces of PII; more precisely, they 

must examine the legitimacy of the relationship between PII elements.  

For example, does the applicant’s full name match with the social 

security number, address, and phone number? If the information 

provided does not match completely, is there a partial match?

An article posted on Forbes in 2019 estimates that synthetic identity 

fraud results in an average loss of USD 10,000 per account. 

Spending as little as one dollar per account on electronic identity 

verification (eIdV) through a service like GdC’s Worldview platform 

can prevent SIF. This same investment in eIDV can also generate 

hundreds of dollars in customer lifetime value on legitimate accounts 

by ensuring a friction-free onboarding process. Identifying and 

preventing SIF at onboarding is critical in stopping criminals from 

perpetrating this rampant and rapidly growing threat to companies 

everywhere. 

Additional information on unlocking missed LTV can be found in 

GDC’s most recent Whitepaper. 

 

GDC is a leader in electronic identity verification. We leverage verified data sources in 
established and emerging markets to bridge the gap between consumer onboarding and 
financial service provider compliance requirements. We believe in the balance between 
preventing fraud and providing a seamless verification process via a single API.

globaldataconsortium.com

The Federal Bureau of Investigation (FBI) is an intelligence-driven and threat-focused 
national security organisation with both intelligence and law enforcement responsibilities 
that is staffed by a dedicated cadre of more than 30,000 agents, analysts, and other 
professionals who work around the clock and across the globe to protect the US from 
terrorism, espionage, cyberattacks, and major criminal threats, and to provide its many 
partners with services, support, training, and leadership.fbi.gov

https://www.forbes.com/sites/forbestechcouncil/2019/10/08/synthetic-identity-fraud-is-the-fastest-growing-financial-crime-what-can-banks-do-to-fight-it/
https://www.globaldataconsortium.com/project/unlock-missed-cltv-and-users-using-global-data-consortium-eidv-solution/
https://www.globaldataconsortium.com
https://www.globaldataconsortium.com
https://www.fbi.gov/
https://www.fbi.gov/
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The ‘personally identifiable information’ (PII) of people is extremely 

valuable; that’s the reason why criminal syndicates work together: 

to steal PII in data breaches (identity theft). It’s the fuel necessary for  

the growth of identity fraud; without it, criminals would have a diffi-

cult time stealing money from people’s existing financial accounts 

(account takeover) and fraudulent new accounts (new-account 

fraud) by impersonating other people.

For more than a decade, identity fraud has been a perennial growth  

business. According to one estimate, the criminal identity fraud market  

grew 42% from USD 502.5 billion in 2019, to USD 712.4 billion in 2020, 

due to unemployment identity fraud during the COVID-19 pandemic.  

Post-pandemic identity fraud losses are projected to be USD 635.4 

billion by 2023. 

 

The theft, sale, and purchase of stolen credit card numbers, along  

with corresponding account-holder names, CVV numbers, and expi-

ration dates, also is a growth business. Criminals use stolen card-

holder PII in ecommerce to commit card-not-present (CNP) fraud. 

Juniper Research estimates that retailers will lose an estimated USD 

130 billion over a five-year period beginning in 2018 through 2023. 

As a former federal prosecutor and identity theft victim, I believe the  

financial services industry must re-examine several factors that 

contribute to the growth of identity fraud:

1. industry acceptance of identity fraud;

2. lack of published industry data about identity fraud and effective-

ness of identity fraud solutions;

3. continued reliance on static PII for new-account openings.

Living with identity fraud
To date, financial institutions, lenders, payment companies, and 

other financial service providers have accepted living with identity 

fraud as a ‘cost of doing business’ because they do not suffer any  

financial losses. They have passed the identity-fraud buck to consumers  

as an expense item recovered through higher prices and interest rates  

for financial products and services. Only consumers and busi ness 

have been, and continue to be, burdened with identity fraud losses. 

Additionally, the major US credit reporting agencies (CRAs) have  

made a business out of living with identity fraud. Instead of imple-

men ting technology and business practices to prevent identity fraud,  

the CRAs developed a business market to sell consumers and busi-

nesses ‘identity theft protection services’ that merely provide paid 

monthly subscribers with notification of, and remediation assistance 

for, identity fraud. It’s a market projected to grow to USD 24.9 billion 

in 2028, from USD 8.9 billion in 2020. Like identity fraud losses, 

consumers and businesses are, once again, burdened with the cost 

of remediating identity fraud harm.

The financial services industry should stop making their customers 

live with and pay for identity fraud losses and identity fraud moni-

toring. Instead, it should implement identity fraud solutions that have  

at least a 1:1 return on investment because a 1:1 or better ROI will 

keep those funds from being diverted from ecommerce to criminals. 

Moreover, credit monitoring should be free for all consumers, without  

requiring them to provide more personal data to the CRAs. ➔

Stopping the Growth of Identity Fraud

Frozen Pii

Tom O’Mallley is a former federal prosecutor who specialised in computer hacking and identity fraud 
cases, and a data breach victim. He retired from a 37-year career as a prosecutor to help people 
protect themselves from becoming identity fraud victims following data breaches. 

Tom O’Malley  Founder  Frozen Pii

https://aite-novarica.com/report/us-identity-theft-stark-reality
https://aite-novarica.com/report/us-identity-theft-stark-reality
https://www.juniperresearch.com/press/retailers-to-lose-130-bn-globally-in-card-fraud
https://www.juniperresearch.com/press/retailers-to-lose-130-bn-globally-in-card-fraud
https://www.fortunebusinessinsights.com/identity-theft-protection-services-market-105125
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Show us the identity fraud data 
For decades, the financial industry has not published the annual 

number and type (i.e. new-account, account takeover) of attempted 

and successful identity fraud incidents and total year-to-year identity  

fraud losses. Additionally, major credit reporting agencies (CRAs) do 

not publish statistics on criminal imposter credit reports and syn thetic 

Id credit profiles within their databases. The ‘known unknowns’ in 

the financial industry have made it extremely difficult to understand 

the full scope of identity fraud, develop effective identity fraud 

solutions, and measure their effectiveness over time. 

Estimates of the scope and growth of identity fraud extrapolated 

from consumer surveys are poor substitutes for actual data from the 

financial services industry. In fact, consumer surveys are useless to 

quantify the growth or decline of identity fraud year-to-year, and the 

effectiveness of various identity fraud solutions.

The financial services industry should be transparent about identity 

fraud and the effectiveness of various solutions implemented by 

finan cial institutions and other financial service providers. equally 

im portant, the data should be shared with regulatory agencies, 

law enforcement agencies, and within the industry to develop best 

practices to prevent the growth of identity fraud.

Enhancing static PII with dynamic PII
Never-ending data breaches are the primary source of stolen PII that  

is posted for sale on the Internet. According to the non-profit Identity  

Theft Resource Center (ITRC), there were 1,291 publicly-reported 

data breaches from January through September 2021, exceeding 

last years’ total of 1,108 data breaches.

Static PII should be insufficient by itself to open new bank accounts 

and new accounts for loans and lines of credit. Financial service com-

panies need to supplement traditional static PII with dynamic PII, 

such as behavioural biometrics and device identification. 

Helping identity fraud victims
Financial institutions, lenders, payment companies, and credit reporting  

agencies need to embrace their role as fiduciaries. They must 

help consumers protect their identities and personal data from 

global criminals with the best available technologies and practices. 

Members of the financial services industry should provide direct 

support for identity fraud victims or, at the very least, support an 

established reputable non-profit organisation dedicated to helping 

victims and prospective victims of identity fraud criminals, such as 

the non-profit Identity Theft Resource Center (ITRC).

 

Frozen Pii, LLC, operates a public service website, FrozenPii.com, dedicated to making 
identity fraud protection free and easy for consumers. Frozen Pii contains information and 
verified links to help people protect their credit reports, federal government identity, and 
personal data files from criminals.

frozenpii.org

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=969441
https://www.idtheftcenter.org/identity-theft-resource-center-to-share-latest-data-breach-analysis-with-u-s-senate-commerce-committee-number-of-data-breaches-in-2021-surpasses-all-of-2020/
https://www.idtheftcenter.org/identity-theft-resource-center-to-share-latest-data-breach-analysis-with-u-s-senate-commerce-committee-number-of-data-breaches-in-2021-surpasses-all-of-2020/
https://www.finextra.com/the-long-read/256/five-behaviours-that-indicate-a-social-engineering-scam
https://frozenpii.org/
https://frozenpii.org/


PSD2 and SCA compliance are not new subjects among the industry players. However, topics such 
as staying compliant without increasing consumer friction, using 3dS exemptions effectively, and 
dealing with false declines after SCA still trigger lots of discussions between merchants, PSPs, 
issuers etc. What more you need to learn about 3DS and how to keep a sharp eye on where fraud 
is heading, you can find below.

PSD2/SCA: About 3DS and 
Customer Experience
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Exemptions help reduce any friction that SCA may 
bring to the consumer’s journey. However, merchants 
don’t always flag out these types of transactions 
correctly, or they fail to respond to a soft decline, 
and the issuer doesn’t recognise the exemption. 
Who can support them in this matter and how? 
Netcetera supports merchants and card issuers in the correct appli-

cation of SCA exemptions with certified 3-d Secure test environments.

In August 2020, Netcetera launched a 3-D Secure testing platform 

together with Mastercard to help merchants prepare for EMV 3DS 

2.x requirements and the Mastercard Identity Check programme. 

The testing platform is based on Netcetera’s proven 3-D Secure 

Access Control Server and is certified to the latest 3dS 2.2 standard. 

Merchants now can perform real-time tests including the use of SCA 

exemptions to improve frictionless consumer experience. Whoever 

is interested in registering for the 3DS Testing Platform, should 

check out this page. 

The reliability and safety associated with the merchant testing plat-

form launched in August 2020 have led to the extension of the existing  

partnership with Mastercard for the development of a new 3-D Secure  

testing platform for issuers. In July 2021, Netcetera launched a new  

testing platform for card issuers, helping them to end-to-end test the 

app-based authentication flow. Issuers can register on the platform  

and use Netcetera’s acquiring services to initiate app-based 3-D 

Secure transactions and address any problems before operating 

in a live environment. 

When the issuer rejects the exemption requests 
from the acquirer, what would be the next step? 
If the issuer rejects a request for an acquirer exemption in autho-

risation, the merchant may not send the transaction for approval 

a second time with a different acquirer exemption. After the soft 

decline, the merchant must send the transaction first to 3-d Secure 

authentication and then resubmit the transaction for authorisation. 

For successful authentication, the issuer may still apply an exem-

ption or perform the cardholder authentication.

Sometimes, hard and soft declines are not related 
to technical issues but less tech-savvy consumers 
that are essentially not familiar with digital pay-
ments. How can this problem be tackled? 
The merchants and the issuers should offer the consumer a payment  

process that is simple and as little error-prone as possible. This already  

starts with the entry of possibly incorrect card data by the consumer.  

To counteract this problem, the merchant can store the consumer’s card  

data on the merchant side in a customer account (card-on-file). ➔ 

Roger Burkhardt, Senior Product Manager at Netcetera, provides best practices on how to stay compliant and use 3-D Secure 

exemptions effectively to minimise friction for your customers.

Netcetera

 In July 2021, Netcetera 
launched a new testing platform 
for card issuers, helping the 
issuers to end-to-end test the 
app-based authentication flow.

As Product Manager at Netcetera, Roger has been responsible for products for issuers, acquirers, 
and PSPs from 2017 to 2020. Since 2021, he is part of Netcetera’s Incubation Team to support a 
diverse but complementary product portfolio within the Secure Digital Payment Division, in line with the 
company’s growth strategy.

Roger Burkhardt  Senior Product Manager Secure Digital Payments  Netcetera

https://3dss.netcetera.com/mastercard-psd2-testing/
https://3ds.netcetera.com/3ds-test/
https://3ds.netcetera.com/3ds-test/
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Another alternative to prevent false card data entries is to offer 

payments via digital wallets. not less important is that issuers offer 

their cardholders simple 3-D Secure authentication procedures that 

are understandable and easy to use.

Since exemptions can’t be applied in all instances,  
what methodologies for authenticating cardholders 
do you recommend that are both SCA compliant 
and seamless? 
In order to provide the cardholder with a seamless and integrated 

payment experience, Netcetera recommends card issuers to inte-

grate 3-D Secure authentication directly into the issuer mobile app. 

With an integrated secure app solution, the cardholder confirms the 

transaction with only a single click in the mobile app. To comply with 

the requirements for strong customer authentication according to 

PSd2, the app can be combined easily with biometric identification 

(fingerprint, face-scan) as a second authentication factor.

Another convenient and SCA compliant authentication method is to 

use dynamic passwords (one-time passcodes) in combination with 

a knowledge factor. The delivery of the dynamic password to the 

cardholder is usually done via SMS but can also be done through 

other channels such as email or via e-banking.

For consumers who do not have a mobile device, there is a new possi -

bility to authenticate online payments based on the FIDO technology. 

The users register a FIDO token via a 3-D Secure enrollment page. 

The token is then linked to the credit card and can easily be used 

to approve online payments conveniently and securely.

How does Netcetera help increasing knowledge 
growth  for all players – merchants, issuers, acquirers –  
when it comes to correctly apply exemptions and 
what solutions does the company have in this 
matter? 
Built on 18 years of experience, netcetera offers a comprehensive 

3-D Secure product portfolio to best support card issuers, acquirers, 

and merchants. This includes:

• 3-D Secure ACS

• 3-D Secure Server

• 3-D Secure SDK

• 3-D Secure MPI

• 3-D Secure Exemption Advisor.

Netcetera’s 3-D Secure products support all SCA exemptions 

according to PSD2, whereby exemptions can be combined and 

configured individually according to customer requirements. 

Netcetera advises all its customers on the integration of the 3-D 

Secure products and helps finding the best product configuration. 

As an EMVCo Associate, Netcetera has been working closely with 

the major card schemes for many years and was involved in the 

correct definition and specification of the exemptions. Read more 

and check out our upcoming webinars here: www.netcetera.com

 

Netcetera is a global software company with cutting-edge IT products and individual 
digital solutions. More than 2,000 banks and issuers, and 150,000 merchants rely on their 
digital payment solutions and globally certified 3-D Secure products. Founded in 1996, 
Netcetera has 800 employees across Europe, Asia, and the Middle East.

netcetera.com

Click here for the company profile

https://www.netcetera.com/home.html
https://www.netcetera.com/home.html
https://www.netcetera.com/home.html
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Digital transformation has been driving a rapid shift 
to digital commerce and the introduction of new 
payment models. What are some of the trends 
you’ve seen?
If you think about the last 24 months, without a doubt, digital trans-

formation is reshaping nearly every facet of our lives – how we 

live, work and how we shop. In 2020, eMarketer reported global 

ecommerce spending reached USD 4.2 trillion in 2020, with a growth 

rate of 28% year over year, and is expected to grow to USD 5.9 

trillion by 2023.

How has this growth in CnP transactions affected 
fraud?
As digital transformation continues to accelerate, fraudsters are 

evolving their strategies too. We have seen a significant rise in CnP 

fraud, which now accounts for over half of all gross fraud losses. 

The Aite-Novarica Group estimates CNP fraud losses were USD 

14.4 billion in 2020 and projected to reach USD 17.2 billion by 2023.

CnP fraud affects both issuers and merchants, but 
each party has its own challenges. What are some 
of the strategies they are employing to combat 
CNP fraud?
The Aite-Novarica Group has recently published extensive research 

that addresses this question. The study provides in-depth insights 

into both issuer and merchant attitudes toward and the usage of 

3-d Secure as an effective technology for fighting CnP fraud. A key  

benefit of 3-D Secure is its ability to strike a balance between 

managing risk and maintaining a seamless experience for end-users.

For issuers and issuer processors and merchants alike, the top 

mentioned solution is 3-d Secure. ‘100% of issuers and issuer 

processors,’ and ‘69% of merchants’ said they are using 3-d 

Secure. And interestingly, of those merchants who are not yet using 

3-d Secure, ‘two-thirds’ said they plan to implement 3-d Secure 

within the next 12 months.

Most issuers also report that their 3-D Secure transaction volumes 

are increasing, primarily due to the growth in CNP payment volume 

and Strong Customer Authentication (SCA) mandates, as 3-D Secure  

can be used to meet PSD2 SCA regulation requirements. ➔

Lori Van Deloo, Vice President of WW Market Strategy at Outseer, an RSA Company, shares insights gleaned from a recently 

published global study from Aite-Novarica Group, on the use of 3-D Secure as a key technology for fighting card not present 

(CNP) fraud and an effective tool for increasing CNP transaction authorisation rates to maximise CNP digital payment growth.

Outseer, an RSA Company

 The Aite-Novarica Group 
estimates CNP fraud losses were 
USD 14.4 billion in 2020 and 
projected to reach USD 17.2 
billion by 2023.

Lori is a global product, marketing, and innovation executive with deep experience in Fintech and 
Payments. She spent a number of years at Visa and later founded and led a real-time, video banking 
SaaS startup. Previously, Lori held leadership roles at BEA Systems (acquired by Oracle), Openwave 
Systems, and Accenture. Lori received her MBA from the UCLA Anderson School of Management, where 
she has also served as a Distinguished Visiting Professor of Global Payments and Fintech Innovation.

Lori Van Deloo  Vice President, WW Market Strategy  Outseer, an RSA Company

https://www.emarketer.com/content/global-ecommerce-update-2021
https://outseer.com/report-aite-novarica/
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What is the effectiveness of 3-d Secure, and are 
there any differences you are seeing in regulated  
versus unregulated countries and across geographic 
markets?
3-D Secure is seen to be as effective or more effective when 

compared to other fraud detection solutions. According to the 

study, 82% of issuers and issuer processors interviewed said that 

3-d Secure is ‘as effective or more effective’ for fraud detection as 

compared to other fraud solutions. This figure rises to ‘100% of 

issuers’ in regions such as europe and parts of Asia Pacific, where 

SCA and other mandates have helped accelerate adoption and 

3-D Secure is used for the majority of CNP transactions. The lower 

fraud rates in these regions demonstrate the realised benefits of 

this stronger security.  

But 3-d Secure is not only an effective fraud detection solution. 

It also helps drive higher CNP authorisation rates – a key goal for 

merchants and issuers to grow their business. In every region, Aite-

novarica found that significantly more merchants said they achieve 

85% or higher authorisation rates when transactions go through 

3-D Secure versus those transactions that do not go through 3-D 

Secure.

Lastly, what are your recommendations for issuers 
and merchants as they map out their strategies for 
3-D Secure?
We see fighting payment fraud as a shared responsibility and 

recommend that the strongest results from using 3-D Secure 

will come through collaboration and broad participation across 

the ecosystem. When the full set of CNP transactions are sent 

through 3-d secure, issuers and merchants can benefit from greater 

precision detection to distinguish genuine users from fraudsters. 

This translates into higher authorisation rates, more seamless 

shopping experiences, increased revenue, and greater profit 

potential for all parties.

Learn more about the study findings and the benefits of using 3-d 

Secure to protect against CNP fraud:

• download a complimentary copy of the report: ‘Maximizing the 

Potential of CNP’;

• watch the Outseer and Aite-Novarica Group webinar;

• read more about Outseer 3-D Secure;

• request a meeting with an Outseer CNP fraud and payments 

specialist.

About the Study
Aite-Novarica Group’s research, sponsored by Outseer, an RSA 

company, was conducted in Q2 and Q3 of 2021. The study consisted 

of in-depth interviews with card issuers and issuer processors, and 

a quantitative survey of 756 merchants, equally distributed across 

North America, Europe, and Asia Pacific regions. Statistical tests 

were conducted at the 95% confidence level, with a 4-point margin 

of error.

Outseer, an RSA company, empowers the digital economy to grow by authenticating 
billions of transactions annually. Our payment and account monitoring solutions increase 
revenue and reduce customer friction for card issuing banks, payment processors, and 
merchants worldwide. Leveraging 20 billion annual transactions from 6,000 global 
institutions contributing to the Outseer Global Data Network, our identity-based science 
delivers the highest fraud detection rates and lowest customer intervention in the industry. 
See what others can’t at outseer.com.outseer.com

Click here for the company profile

https://outseer.com/report-aite-novarica/
https://outseer.com/report-aite-novarica/
https://outseer.com/outseer-ang-webinar/
https://outseer.com/products/outseer-3d-secure/
https://outseer.com/demo/
https://outseer.com/
https://outseer.com/
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The majority of SCA solutions currently require the 
use of a mobile phone to authenticate and approve 
the transaction. A mobile-first approach seems 
very convenient these days, but what are some of 
the downsides? 
PSd2 has finally entered into force since 14 March for all 3-d Secure 

transactions, and progressively according to the amount of the 

transaction. There are several strategies banks use to suggest 

these SCA solutions: 

• Short-term tactical approach with the reinforcement of the OTP 

SMS with a password that could be a dedicated password or the 

password from online banking. The issue is that it may impact the 

conversion rate, since there is one additional step and that the user  

can be reluctant to, which is typing his banking password during 

a purchase.

• Mobile-first approach: the authentication is managed with the 

smartphone, either with a dedicated mobile application (we see 

this initiate mainly in the DACH region) or integrated into the 

banking mobile application of the bank.

Whilst, users could still be blocked because there may be many 

situations where using the smartphone is not applicable: 

• mobile phone is not accessible (not present, switched off, out of 

battery, lost/stolen/broken);

• there is no network connection (mainly problematic for the SMS 

OTP approach);

• notifications are not activated;

• the user has a very old mobile phone that doesn’t allow installing 

an app or the newest versions;

• the user doesn’t want to install the application of the bank;

• sometimes, the switch from the merchant app to the mobile banking 

app is not easy for consumers who do not have the reflex to 

reopen the merchant app after authentication.

For all these cases, we developed a new solution, based on the 

enrolment of the user’s browser. 

 

Can you quantify the percentage of European 
con sumers who don’t use a banking app, due 
to reluctance or because they don’t own a smart 
device? How do the statistics look in this matter?
Based on ‘Future of authentication’ by raconteur.net, 67% of 

users in the world are equipped with smartphones (77% in Europe). 

Progress is being made every day, but there are still a lot of people 

for whom finding a solution is crucial. 

Given the challenges of SCA in mobile-only scena rios, 
what solution do you offer and how does it work? 
We propose to issuers a universal solution, called WL Trusted Authen-

tication (WL TA), that can equip both consumers using a smartphone, ➔  

Currently, almost all SCA solutions require a smart device. Claire Deprez-Pipon, Global Product Manager Trusted Authentication 

and Mobile Security at Worldline, presents the company’s universal solution that works on both channels: mobile and browser. 

Worldline

 We offer to issuers a 
complementary solution –  
WL TA on mobile and WL TA on 
browsers – that brings MFA with  
a high level of security, innovation, 
and a good user experience.

Claire is responsible for the product management of Strong Customer Authentication & Security 
solutions such as WL Trusted Authentication and WL Digital Intrusion Protection. With 10 years 
of experience in international business developments and bids, she has developed strong skills to 
understand customers and market requirements, with special focus on security, payments, and 
identity.

Claire Deprez-Pipon  Global Product Manager Trusted Authentication and Mobile Security  Worldline

https://www.raconteur.net/report/authentication-2020/
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and those who do not. For that, we offer to issuers a complementary 

solution – WL TA on mobile and WL TA on browsers – that brings 

MFA with a high level of security, innovation, and a good user 

experience. WL TA on mobile replaces the SMS OTP by combining 

the user experience and the security, and it fits with a ‘mobile first’ 

strategy of the bank. This is the solution most deployed by banks 

in France. An SDK allows them to integrate it very easily within 

their mobile application. For each sensitive operation to be done 

within the app, everything is integrated. For each sensitive operation 

done outside the app (3DS transaction, for example), it’s called the 

‘out of band’ principle: a notification is sent to the application, and 

the consumer has to authenticate with the application. It’s very 

convenient, because we can also use the biometrics capabilities 

of the smartphone to improve the user experience.

WL TA on mobile

WL TA on browser is a good complement and a perfect replacement 

of the OTP SMS for consumers that don’t use smartphones. The prin-

ciple is very simple: we register the browser as a trusted device, and  

each time the consumer performs a sensitive operation that requires 

SCA, we check the trusted device (possession), and we ask for a 

second authentication factor (mainly a PIN code). For the consumer, 

the experience is simple, as the journey will remain on the same device.

We would like to clarify, however, that for the trusted device, it’s not 

a simple cookie that we are using. To be compliant with PSD2, we 

need much more security than a simple cookie or a simple browser 

fingerprinting. We combined different mechanisms, including ‘entre 

autres’ cryptographic keys, and an innovative mechanism with 

OTJS (one-time javascript). This innovative solution fits all PSd2 

RTS requirements, and this compliance has been assessed by an 

external auditor.

WL TA on browser

 

How can issuers implement this solution?
The integration is very smooth, as all pages are managed by the 

solution. With a simple redirection or iframe, any website can propose  

the SCA with WL TA on the browser. The goal is to combine a solution  

that doesn’t need any effort for integration, but that can be customi-

sable (branding, workflow), so the user journey will be as little disrupted  

as possible. TA Browser is chosen by 50% of our customer’s end 

users. One of our customers, a French bank, has deployed the 

solution for legal entities, and let the user choose between TA 

on mobile and TA on browser solution. It’s now 50% of the new 

activations that are done with the browser solution.

What are some future developments, partnerships, 
or ideas you can share with us? 
The solution is constantly evolving and we are focusing on different 

as pects to improve security and user experience. For instance, with the  

browser solution, it’s now possible, via webauthn (FIDO2), to use the  

biometrics capabilities of the device (computer, smartphone), to remove  

completely password and PIN codes. With data, we can also add 

beha vioural factors as a third factor, and bring additional security, but 

also to detect fraudsters patterns based on the device fingerprint and 

the behaviour of the attacker. The goal is to block the fraud before 

it occurs.

Worldline is the European leader in the payment and transactional services industry.  
With innovation at the core of its DNA and thanks to a presence in 30+ countries, Worldline 
is the payment partner of choice for merchants, banks, public transport operators, 
government agencies, and industrial companies, delivering cutting-edge digital services. 

worldline.com

Click here for the company profile

https://www.worldline.com/en/home.html
https://www.worldline.com/en/home.html
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What challenges do merchants face when getting 
good customers through the checkout?
Everything you do as a merchant to convert your customers – 

ecommerce marketing investment, developing your digital app, 

improving the checkout page – is all great, and it’s under your 

control. The problem is that once the customer clicks ‘Pay’ (or 

‘converts’), merchants seemingly lose that control.

Even after conversion, one transaction can pass through four or 

five different parties before it’s finally approved, and it can fail 

with any one of them. The challenge for merchants is that failures 

can happen even for payments made by good, non-fraudulent 

customers. Those ‘false declines’ occur for a number of reasons. 

The main one is triggering fraud rules – each party will have their 

own rulesets that can be triggered when they shouldn’t, meaning 

that good transactions are turned away. The other big one is data 

transmission errors, for example when a global PSP is transmitting 

data to a local issuer or network and different data formats are 

required.

More than anything, it’s lack of communication. Because of 

conflicts of interest in the payments industry today, particularly for 

processor-owned networks or issuer-owned processors, even if 

something does go wrong, it’s hard for providers to have productive 

conversations, so they can’t necessarily resolve those errors quickly 

or to a good standard. 

How prevalent are these problems? Are they worse 
for smaller merchants?
Every merchant experiences false declines – that’s just a fact. We 

estimate that US merchants lost USD 24.4 billion to false declines 

in 2020 alone, compared to USD 12.25 billion lost to fraud itself. In 

europe, the estimated figure sits at around EUR 23 billion. At the 

merchant level, our data suggests that 1 in 5 declines online are 

false. It might be that a more sophisticated merchant sees a better 

ratio than that, but they also have greater transaction volumes, so 

a billion-dollar retailer would still be losing millions to false declines. 

does the challenge differ by region?
In Europe, the problem of false declines has been accentuated 

over the last 10 months by the introduction of Strong Customer 

Authentication. SCA introduced additional friction into the payment 

process for consumers and increased the likelihood of declines on 

the issuer side, so there’s a double hit for merchants. We’ve been 

reporting on SCA’s industry impact since August 2020, and even post- 

implementation, the European weighted average transaction failure 

rate is estimated at 29% (September figures). Although dependent 

on risk appetite, for merchants, the costs of lower conversion generally  

outweigh any supposed fraud benefits of SCA. ➔

The Paypers sat down with Toby McFarlane, Head of Ecommerce at CMSPI, to answer merchants’ need on how to deal with 

false declines after the SCA implementation. 

CMSPI

 There’s an opportunity 
to improve approvals through 
collaboration even from the 
highest position in your supplier’s 
portfolio.

Toby is Head of Ecommerce at CMSPI, leading global payments advisory firm. Toby’s team works 
to boost merchants’ revenue by optimising their ecommerce approval rates, using data insights to 
facilitate cross-party discussions that make the supply chain more productive for all.

Toby McFarlane  Head of Ecommerce  CMSPI

https://cmspi.com/nam/resources/supercharging-transaction-productivity/
https://cmspi.com/eur/resources/sca-assessment-september-2021/
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SCA is an important example of a regional nuance affecting approval 

rates, and it has brought lots of European merchants’ focus back 

to their core markets. In my experience, merchants often focus on 

their non-core markets where they see lower approval rates, but in 

reality, it’s their home markets – where average approval rates are 

higher – that are costing them more because a small percentage 

difference translates to much more in income terms. 

Can merchants resolve some of these problems by  
shifting away from card payments?
On the surface, some of the fastest-growing alternative payment 

methods on the market look like they’re going to generate lots of 

incremental sales. What we’ve seen from our analysis tools is that 

the revenue sacrifices merchants are making to implement them – 

often due to fear of missing out on those sales – are considerable. 

Unless the merchant is conducting a thorough analysis of their 

performance and comparing it to others in the industry, they might 

be paying for something they don’t need or not maximising the 

value of something they have already implemented. Buy Now, Pay 

Later options are a clear example of that; for some merchants, our 

analysis suggests that approval rates for BNPL transactions can be 

much lower than those for other payment methods even months 

after implementation, meaning that any boost to conversions isn’t 

necessarily materialising in terms of revenue gains. 

What can merchants do about it?
For merchants, the number one priority is making sure you can 

effectively benchmark the performance of your suppliers. That means  

processors, gateways, networks, issuers, APMs – all of them. 

Merchants need to be drawing on benchmarking data from as many 

sources as possible to make sure they’re isolating which declines 

are false. Once you’ve done that, make sure that you’re engaging 

with all parties in the supply chain, not just your processor who 

might tell you that you’re performing well against their own internal 

benchmarks. If you are taking ecommerce performance seriously, 

you need to be talking to the major issuers in your portfolio regularly 

too, and backing those conversations up with the right data insights 

and benchmarks. Finally, remember that no supplier is immune to 

the structural issues affecting approval rates, regardless of what 

you’re paying for them. There’s an opportunity to improve approvals 

through collaboration – provided you have the right data – even from 

the highest position in your supplier’s portfolio. 

 

At CMSPI, our payments experts provide advisory services and powerful analytics.  
Our ultimate goal? Supporting a more innovative and productive payments ecosystem.  
For hundreds of clients across the globe, our insights help improve performance and create 
positive change.

cmspi.com/eur

https://cmspi.com/eur/
https://cmspi.com/eur/
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While ecommerce has become a significant channel for buying and 

selling in many countries, it is more complicated than equivalent face-

to-face transactions. The major cause of problems for ecommerce  

is also its strength: buyers and sellers are normally remote from each 

other. The challenge for seamless, efficient ecommerce is how to 

transform (rather than replicate) a physical transaction into an online 

setting, which challenges some of the assumptions underpinning 

face-to-face payments and explains why the ecommerce ecosystem  

exists: to facilitate trust and increase confidence. This article outlines  

my personal views built up over twenty years of working in ecommerce.

Who we’re dealing with
One of the new problems is knowing who we’re dealing with. When we,  

as consumers, want to make a payment, it’s almost always to a person  

or entity we know and for a clear purpose, for example, to settle a 

debt. Ordinary users aren’t interested in the sequence of letters and/

or numbers specifying the destination or source accounts. But the  

modern systems we have built rely on numbers rather than a nebulous  

‘identity’. This is a difference between cheque clearing, which are 

routed to a named recipient, and credit transfers, which are routed 

based on bank codes and account numbers. There is therefore a 

mismatch between what the user intends and what the system 

supports.

This is made more difficult in an ecommerce environment: esta-

blishing identity on the Internet is widely acknowledged to be 

compli cated, but we are also advised not to share our payment 

details. For this reason, proxies – identifiers that can be used instead  

of the account numbers processed by payment systems – may be 

preferred for usability; these include mobile phone numbers and 

e-mail addresses, but governments might prefer to use their own 

identifiers, such as for benefit payments.

Ensuring that payments are made by and to the intended party is 

vital. Social engineering methods can be used to take over accounts 

and to dupe payers into transferring funds to fraudsters. Criminals are  

becoming increasingly competent at obtaining or intercepting security  

credentials to facilitate this. Being confident about who is receiving 

the funds is an important capability, but today we, as payers, can’t 

always be sure who owns a bank account.

In the UK, Authorised Push Payment (APP) scams have increased 

where criminals try to redirect payments to ostensibly valid recipients.  

The Payment Systems Regulator (PSR) has driven the adoption by 

the largest banks of the Confirmation of Payee service to counter this  

by matching the name against the account details.

Assessing the danger with authentication methods
The adoption of strong methods to authenticate customers is wide-

spread on banking channels and is in progress across online card 

transactions. For some payment mechanisms, authentication is built- 

in. For mobile banking payments, for example, the mobile banking 

app performs the authentication on login or at the point of trans-

action using the security features of the phone. Apple Pay and other  

schemes allow online payments to mostly be made via apps or 

web sites that are integrated with them. This is particularly helpful in  

allowing access to biometric authentication factors that can check  

the individual themselves, not just information or items they possess,  

such as a security token. ➔

When Fraud and Impersonation Stand in the Way of Ecommerce

Payment Systems Regulator

Jonathan is a technical payments specialist for the PSR for both card and interbank payments. He has 
led strategy and product management in successful startups in cybersecurity, telecommunications, 
and enterprise software industries.

Jonathan Williams  Technical Payments Specialist  Payment Systems Regulator
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For some sellers, confirming the identity of their buyer is difficult. In an  

online setting, the seller and buyer may have just met, so asking for 

identity proof can be awkward. That’s why authentication comes 

in: a card issuer confirming that it’s their customer, again, is a real 

step forward in confidence and potentially customer experience.

In addition to technologies like 3-D Secure 2.0, which allows a card 

issuer to send and receive an online authentication request to their 

cardholder, other services have been developed to reduce a variety 

of risks like checking the history of an e-mail address or identifying 

malware on a payer’s device. each of these tackles a specific type 

of risk and only by using them in concert can a payment service 

provider really have an assessment of the danger of fraud.

What else is in store?
But it’s not just transferring physical interactions; the ecosystem 

exists to ensure trustworthy and efficient usage of payment systems. 

This can include e-invoicing or request to pay services, due dili-

gence checks, and security and risk management capabilities. It is 

worth remembering that users of payment services have a choice 

in how they make and receive payments. Offering them options that 

meet their needs efficiently is important. While various transactions 

are processed using payment cards, many others, especially B2B, 

use credit transfers such as Faster Payments in the UK. In addition, 

Open Banking offers new methods to initiate payments through 

authorised third parties which can work closely with sellers.

In summary, ecommerce can be impeded by lack of confidence: in 

the identity of payer and payee, in payment data – amount, date, 

references etc. – and in the integrity of how the payment is made. 

Users of payments should be free to choose payment methods in 

which they have confidence, and which are simple to use. This is 

important in ecommerce for both payers and payees. It is therefore 

vital that the industry continues to innovate in the ecosystem to 

ensure that users achieve these goals whilst giving all parties, 

including PSPs, confidence every time.

Jonathan Williams is a payments expert having worked in the indu-

stry for twenty years. He currently works at the Payment Systems 

Regulator as a Technical Specialist. The contents of this article are 

the author’s own views and do not necessarily represent those of 

the PSR.

 

Every time anyone uses a cash machine, transfers money, uses contactless, or gets paid, 
they use a payment system. Payment systems are always evolving and the PSR is here to 
make sure they work well for everyone.

psr.org.uk

https://www.psr.org.uk/
https://www.psr.org.uk/
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While they may have wider purposes, most businesses exist to 

make a profit, because this is what they typically need to survive and 

thrive. In the financial services sector, one view is that the pursuit of 

profit has been hindered by the evolution of regulatory compliance. 

There are not many sectors that have to navigate through as much 

compliance as the financial services sector, however, the laws banks, 

retailers, and other payment service providers have to comply with 

are not here to constrain, but to protect. 

despite this broad understanding of the reasons for financial crime 

legislation, regulatory compliance is often regarded as a constraint 

on profitability, creating too much red tape and slowing down 

business activity. 

Moreover, there is friction between compliance teams and the core 

business, as well as between the organisation and its customers 

who may see the additional red tape as an unnecessary barrier to a 

speedy and efficient service. 

Internal culture of compliance
I would first advise financial crime teams and merchants to change 

their perspectives, as we have come to look at compliance through 

the wrong end of the lens. It is not a barrier to entry, but a gateway 

to safety. 

Many have heard of the three lines of defence model when it comes 

to compliance in the financial services sector. Firstly, operational 

staff are tasked to try and spot red flags of fraud. Secondly, the 

compliance team monitors relationships and transactions. Thirdly, 

the internal audit team acts as the safety net.

This compliance model has been in play for many years, yet we still 

see huge compliance failings, typically around money laundering.  

An example is NatWest Bank that has recently pleaded guilty to 

money laundering offences. 

My view is that leadership and education are key. Many businesses 

lead from the front, however, if the pressures of performance cascade  

down an organisation, without a leader acknowledging the various 

challenges that need to be managed to remain compliant, corners 

are cut or employees become disenchanted. 

Intentionally or not, leaders who increase workplace pressures create 

a culture that can prompt dishonest or negligent behaviour, and they 

invite increased risk into the business, making employees to do the 

right thing for them, but not the right thing for the business. 

As a result, two issues arise. Firstly, insider fraud risk is increased in 

organisations where leadership leads to a broken culture resulting 

in the disenchanted employee as per the Alternative Fraud Triangle 

diagram below. This means that compliance is not a priority for the 

employee. ➔

Addressing Regulations and Compliance Without Increasing Consumer Friction

Tenet Compliance & Litigation

Arun Chauhan is the founder and director of Tenet Compliance & Litigation, a disputes and 
compliance law firm specialising in fraud and financial crime. Arun is a regular contributor as an expert 
for the BBC, a regular conference speaker, and also trustee of the highly respected counter fraud 
charity the Fraud Advisory Panel. 

Arun Chauhan  Director; Trustee  Tenet Compliance & Litigation and Fraud Advisory Panel

https://www.fca.org.uk/news/press-releases/natwest-plc-pleads-guilty-criminal-proceedings
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Secondly, if the employees are disenchanted and compliance is not 

a priority, then customers have little chance of understanding why 

regulatory compliance helps rather than hinders them. 

It is therefore vital that employees are educated about why regulatory 

laws exist and evolve. This is not only to protect the organisation 

and its employees, but also its customers. When employees see 

that leaders do not bend rules to circumnavigate these laws in the 

pursuit of profits, a greater unity exists in an organisation in terms of 

remaining compliant. Only then will the employees be able to ease 

the friction regulations cause in the customer relationship. 

Once we understand the need for compliance, 
customers will follow
At the moment when employees embrace the need for regulatory 

compliance, then the ability to articulate those issues to a customer 

comes more naturally. 

I have seen banking clients face difficult challenges with customers 

when a suspicious transaction is identified. A good example is a 

bank that moved to a low tolerance for risk with respect to suspicious 

transactions. The knock-on effect was a large volume of suspended 

transactions and customer accounts. The lack of a clearly defined 

approach to customer communication in these circumstances led 

to multiple complaints and compensation. 

Another example is ‘Buy now, Pay Later’ products such as Klarna, 

which have been targeted by fraudsters who have been able to 

take advantage of insufficient regulation for customer onboarding. 

As a result of the Woolard Review on unsecured credit, customer 

due diligence will now be required at the onboarding stage. This 

will inevitably slow down the application process and may lead to 

customer friction. 

Therefore, as organisations seek to improve their approach to 

financial crime compliance, having a communication strategy both 

internally and with customers is vital. This will help reduce the 

friction of the inevitable frustration that comes with slowing down 

or suspending transactions. 

My experience is that if a customer understands why an action 

has been taken (in the broad sense, not in relation to a specific 

transaction so to not ‘tip-off’ in breach of AML laws), then friction is 

reduced between the customer and the organisation. 

Fintechs changing the narrative of customer commu-
ni cation 
What does good communication look like? Whilst fintech banks 

have faced criticism for not having adequate teams to manage 

their financial crime analysis, they are leading the way in customer 

communication. I have seen a recent example of a fintech bank that 

has explained exactly why they may need to suspend an account, 

how long it can take for a suspension to remain, and why they 

cannot allow activity on an account during this period. This was 

written in plain language and all customers were directed to it. The 

effort made to explain the issues showed that their main focus was 

the customer journey even when that journey was blown off course. 

The same issue around customer understanding of compliance 

and regulation is becoming more prominent in ecommerce. Online 

retailers and payment service providers must follow the fintech 

example and develop a clear communication strategy to educate 

consumers about the reasons for regulation. 

Key takeaways 
Addressing regulations and compliance in financial services was 

never intended to be the domain of one department, is everyone’s 

responsibility in the organisation to understand and communicate. 

Understanding why laws exist to help protect is as important as 

knowing what those laws require. This understanding and education 

is key to employees helping customers understand why increased 

regulation is there to protect rather than hinder the services they 

receive, and reduce the friction of the customer journey, despite the 

bumps in the road. 

Tenet Compliance & Litigation is an award-winning boutique compliance and litigation 
law firm, helping organisations manage their financial crime regulatory obligations, 
investigate fraud, and provide advice on business disputes arising from business crime. 
Our expertise covers the spectrum of preventative action in the form of training and policy 
advice, through investigation and litigation advice. Our clients include banks, fintech 
financial services businesses, listed companies, not-for-profit organisations, and SMEs.tenetlaw.co.uk

https://tenetlaw.co.uk/
https://tenetlaw.co.uk/


Real-time payments and real-time fraud go hand in hand nowadays – as payment solution 
providers adapt to customers’ demands for innovative methods to pay, so do fraudsters adjust 
to new sophisticated techniques to defraud. Thus, it is very important to have in place powerful 
fraud prevention and AI suits, adaptable risk management strategies, and strong data protection 
to combat fraud in this futuristic era of quantum computing. 

Fighting Fraud in Real Time With 
Effective Strategies and the Power of AI
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Let’s see first how impactful the problem of false 
positives and fraud is. Could you please describe 
the state of false positives, how much the rate has 
increased, and what ecommerce industries are 
most affected?
According to the Merchant Risk Council’s global fraud survey, the 

average merchant declines 2.6% of all orders due to suspected 

fraud. The higher the price, the more likely a transaction is to be 

declined. In 2019, Aite Group estimated that merchants lose up to 

75 times more revenue to false declines than they do to legitimate 

fraud. This research was done before the pandemic, while over the 

last year the global online sales grew in size by more than 24%. 

Many merchants tried to address this problem by investing in fraud 

tools but discovered a different problem: increasing false positives.

For consumers, false declines are simultaneously insulting and a 

nuisance. One-third of new shoppers whose transactions were 

falsely declined will abandon the retailer and switch to a competitor. 

In fact, Aite Group has estimated that merchants could lose as 

much as USD 430 billion to false in 2021. 

If there is little transaction data available, what is  
the most effective way to avoid false positives with 
unlabelled data?
The accuracy of fraud detection tools is dependent upon the quality 

of the data. The more limited the data for identifying fraud, the looser  

the thresholds for fraud must be to limit false positives. Fortunately, 

when it comes to electronic payments, it is possible to base fraud 

detection on complete, unaltered, end-to-end network data regard-

less of where a merchant, issuer, acquirer or processor sits in 

transaction. 

When working with limited unstructured transaction data, 

unsupervised machine learning can be the most effective approach 

to detection false positives. With the data available to it, unsupervised 

machine learning compares new incoming data with past data to 

detect anomalies between common and uncommon behaviour. 

Anomaly detection accuracy also depends on the population from  

which the model is generated and applied. When generated from  

a broad population (transactions from an entire channel, demo-

graphic, or region), the resulting model will be generic and legitimate 

trans actions may be falsely declined. 

A more accurate approach is to generate and maintain a unique 

machine learning model for each customer, card, and device.  

This removes the noise inherent in generic models, and results in 

fewer false declines.

How can AI tell the difference between a potential 
fraudster and a legitimate customer in real time? 
By capturing payment transaction data off the network and pro-

cessing it in memory, it is possible to decode, process, and analyse 

data using AI in real-time – before it even reached the authentication 

host. This enables fraudulent transactions to be blocked before 

they complete. ➔

Our interview with Stephen Lazenby of INETCO reveals how to stay ahead of fraudsters without losing customers or revenue.

INETCO

Stephen Lazenby is a respected product and business leader with over 20 years’ experience in the 
technology industry. Before joining INETCO, Stephen was Head of Product at Global Relay, a leading 
SaaS provider of regulatory compliance solutions to the finance industry. 

Stephen Lazenby  VP Product Management  INETCO

 We provide INETCO BullzAI, a 
real-time fraud detection platform 
that blocks fraud with granular 
precision.

https://merchantriskcouncil.org/resource-center/surveys/2021/2021-mrc-global-fraud-survey
https://aite-novarica.com/report/e-commerce-conundrum-balancing-false-declines-and-fraud-prevention
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How can merchants reduce fraud attempts for 
trans  actions made via guest checkout, as the sce-
nario is a bit more challenging than in the customer 
checkout case? 
The use of guest checkout may limit the ability of the merchant 

to authenticate the identity of a customer before permitting a 

transaction depending upon how much friction the merchant is 

willing to add to the process. 

Once a transaction from a guest account is attempted, the ability 

to detect fraud comes back to the quality and completeness of the 

payment data available to the fraud AI in real time. By analysing 

every field in every transaction anomalous or suspicious behaviour 

that would otherwise go unnoticed will be detected. For example, 

with the ability to capture and decode X-Forwarded-For information 

in real time, INETCO can determine the original IP address of 

the customer to establish if they are in a suspicious location or 

embargoed jurisdiction – even if the customer deliberately attempts 

to use intermediate servers to make the transaction. 

 

What strategies does INETCO bring to the table 
to help out businesses in beefing up their fraud 
prevention measures while keeping a seamless 
digital experience on the consumers’ end?
For detection and blocking payment fraud, our company provides 

INETCO BullzAI – a single platform that combines a real-time fraud 

detection platform with a fraud transaction application firewall.  

The platform captures and decodes in real time all payment network 

traffic from Level 2 to Level 7 for the entire end-to-end transaction 

journey. 

When a suspicious or fraudulent transaction is detected, INETCO 

BullzAI not only generates an alert, and opens a case in our fraud 

case management module and notifies analysts, but it can also 

decline individual transactions before they complete – independent 

of yet complementary to declines made by an authentication host. 

As it monitors the entire end-to-end payment network, INETCO 

BullzAI can also detect and block or throttle network attacks such 

as DDoS, MitM, bot, and velocity-based attacks at the message 

level without any negative impact on legitimate transactions.

Our whitepaper ‘Preventing Fraud Earlier, Faster, and With 

Precision’, produced in collaboration with Aite-Novarica Group, 

further explores the traditional approaches of legacy fraud detection 

solutions and their inherent weaknesses to combat the rise and 

complexity in online fraud. So we recommend it to ecommerce 

mer chants, processors, and financial institutions looking to reduce 

false positives and stop fraud. 

What additional fraud challenges do you see as 
causing hurdles for merchants as we move into 
2022?
When the world moved online for grocery shopping and other 

necessities, driven by COVID-19 restrictions, many merchants had 

to navigate a new territory, quickly setting up or improving their 

online stores. The challenge for merchants continues to be how 

to deal with surging customer demands, increased sales volumes, 

while still preventing losses from fraud and false positives. 

The pandemic gave a huge boost to account takeover (ATO). 

Fraudsters have been doing ATO for years but were able to put a 

new spin on it with the rise in services such as Buy Now, Pay Later 

(BNPL). Also, recently, fraudsters started relying more and more on 

the creation of synthetic identities.

To stay profitable in 2022 while saving brand reputation means 

prio ri tising payment security and being prepared for new unseen 

fraud patterns.

 

INETCO Systems is a Vancouver, Canada-based global fintech company that helps 
financial institutions, payment providers, and retailers in over 35 countries detect and 
block payment fraud with granular precision, reducing false positives and fraud losses. 
INETCO solutions help clients improve payments security and customer engagement, while 
reducing operational costs.

inetco.com

Click here for the company profile

https://www.inetco.com/resources/whitepapers/preventing-fraud-earlier-faster-with-precision-whitepaper/
https://www.inetco.com/resources/whitepapers/preventing-fraud-earlier-faster-with-precision-whitepaper/
https://www.inetco.com/
https://www.inetco.com/


103 FRAud PReVenTIOn In eCOMMeRCe RePORT 2021/ 2022 | FIGHTING FRAUD IN REAL TIME WITH EFFECTIVE STRATEGIES AND THE POWER OF AI

It is the reality for all businesses today that customers’ demand for 

speed and convenience are only some of the factors that are driving 

the rise in digital transformation programmes. At the same time, 

fraudsters are rapidly evolving their methods of attack – particularly 

in the digital space – meaning businesses are in a perpetual race to 

protect customers and maintain a seamless customer experience.

Real-time machine learning is setting the stage for creating a posi-

tive balance between customer protection and experience for today’s 

risk and fraud professionals operating within an evolving global 

landscape of regulatory changes, faster payment cycles, and Open 

Banking.

Why this is the right time for machine learning
Machine learning models are not new – data scientists have been 

using machine learning models for over 60 years. However, it is only  

now that computer processing power is enabling businesses to use  

these models at speed and scale to solve practical, real-world pro-

blems, such as tackling fraud and risk. 

Modern computing architecture and advances in machine learning 

techniques have made it possible to look at large volumes of multiple 

data sources and build much richer profiles with the reliability that is 

required to make real-time decisions during the transaction lifecycle. 

Until recently, processing multiple data sources at this speed and 

scale was not possible. 

The solution is not to reduce fraud checks, but to complete more 

checks quickly, while maintaining and increasing accuracy. This is 

where machine learning is giving businesses the edge.

Machine learning models ensure performance does  
not degrade over time 
Featurespace’s proprietary machine learning invention, Adaptive 

Behavioral Analytics, works by continuously adapting to consumer 

and fraud trends by monitoring genuine customer behaviour. Unlike 

traditional rules-based decision making, the power of machine lear-

ning models is that they do not degrade over time, as they can adapt  

to the changing data it analyses. This enables businesses to make 

more accurate fraud and risk decisions at speed and scale, with mini-

mal manual intervention to update the fraud management system. 

Featurespace continues to produce new inventions with the launch  

of Automated Deep Behavioral Networks for the card and pay ments 

industry. This deep learning innovation provides a much stronger  

layer of defence to protect consumers from scams, account take-

over, card and payments fraud, which cost an estimated USD 42 

billion in 2020. 

The challenge and the discovery
Deep learning technology has various applications, such as in  

natural language processing or NLP, for the prediction of the next 

word in a sentence however, its use in preventing fraud in card 

and payments fraud detection had not been optimised to protect 

companies and consumers, until now. With the invention of Automated  

Deep Behavioral Networks by Featurespace, that capability gap 

has now been closed. 

Research published in the latest Nilson Report clearly illustrates 

the critical need for advanced card payments protection like that 

provided by deep learning. Nilson found that card-based payment ➔ 

Machine Learning as a Vital Component That Protects Transactions with Adaptable, 
Real-Time Fraud Prevention Models

Featurespace

Steve joined Featurespace in October 2019 as a Fraud Market Expert. He works with financial 
institutions to understand their fraud threats and how to prevent attacks by leveraging machine 
learning technology. Steve has worked within the fraud and payment industry for over 16 years, in the 
banking, travel, and retail space. 

Steve Goddard  Fraud Market Expert  Featurespace

https://www.featurespace.com/aric-risk-hub/?gclid=EAIaIQobChMI-NC-gsD58wIVjQCLCh3O7AlJEAAYASAAEgKpzvD_BwE
https://www.featurespace.com/aric-risk-hub/?gclid=EAIaIQobChMI-NC-gsD58wIVjQCLCh3O7AlJEAAYASAAEgKpzvD_BwE
https://www.featurespace.com/automated-deep-behavioral-networks/
https://www.pwc.com/gx/en/services/forensics/economic-crime-survey.html
https://www.pwc.com/gx/en/services/forensics/economic-crime-survey.html
https://nilsonreport.com/upload/content_promo/1187_9123.pdf
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systems worldwide generated gross fraud losses of USD 28.65 billion 

in 2019, an increase of 2.9% from USD 27.85 billion in 2018, with 

gross fraud losses projected to reach USD 38.50 billion by 2027. In a  

shocking report from banking industry body UK Finance, a record 

uSd 1 billion was stolen in the first six months of 2021, up 30% 

from the same period in 2020, and up more than 60% from 2017 

when figures were first compiled. 

It is for these reasons that Featurespace developed Automated 

Deep Behavioral Networks. The technological ecosystem automates  

feature discovery and introduces memory cells with native under-

standing of the significance of time in transaction flows, improving 

upon the market-leading performance of the company’s Adaptive 

Behavioral Analytics. Ultimately, Featurespace’s belief is that 

detecting fraud before the victim’s money leaves the account is the  

best line of defence against scams, account takeover, card and 

payment fraud attacks. 

So, how can these machine learning principles 
apply to solving the practical problem of spotting 
and blocking fraud in real time?
Online payments are increasing to the levels where they are sur-

passing in-store payments. In the United States alone, ecommerce 

sales are expected to surpass USD 740 billion by 2023 according 

to a report published by Statista Research. For online businesses 

where the card is not physically present during the payment, it gets 

even tougher to distinguish a genuine transaction from a fraudulent 

one in real time. At the same time, merchants and financial institu-

tions are wary of introducing additional security checks which can 

increase customer drop-out during the transaction process or 

increase the number of genuine transactions declined.

For the following groups, the benefits of adopting a machine learning  

fraud prevention solution include:

Consumers:

• enabling genuine transactions with reduced verification; 

• automatically identifying scams, account takeover, card and pay ment  

fraud attacks before the victim’s money leaves the account.

Data scientists:

• automatically discovering features in transaction events;

• pushing machine learning logic through the entire modelling stack;

• leveraging the irregularity of human actions to identify anomalistic 

behaviour.

Card and payments industry:

• improving risk score certainty across all transactions – fraud 

detection during the transaction is increased and genuine behaviour  

is more accurately identified to facilitate the acceptance of more 

transactions;

• providing performance uplift for all payment types, including card 

and ACH/BACS, wire, P2P, and faster payments;

• improving the detection of high-value, low-volume fraud (and 

detection of low-value, high-volume fraud);

• reducing step-up authentication;

• providing strict model governance documentation, with explainable  

logic, fair decision making, and reason codes;

• delivering stable, real-time scoring with high throughput and low 

latency response times for business-critical enterprises, even under  

surge conditions.

Deploying a fraud prevention solution that is powered by the most 

advanced machine learning techniques gives organisations access 

to systems that make real-time decisions based on changes in cus-

tomer interactions. And as a result, the customer, payments systems, 

and financial institutions are protected from rapidly changing fraud 

attacks that continue to grow in sophistication and speed.

Get your copy of the 2021 Forrester Enterprise Fraud Management 

Report recognising Featurespace as a Strong Performer. 

 

Featurespace is the world leader in Enterprise Financial Crime prevention for fraud and 
money laundering. Featurespace invented ‘Adaptive Behavioral Analytics’ and ‘Automated 
Deep Behavioral Networks’, both of which are available through the ARIC Risk Hub, a real-
time machine learning platform that risk scores events to prevent fraud and financial crime. 

featurespace.com

Click here for the company profile

https://www.statista.com/statistics/272391/us-retail-e-commerce-sales-forecast/?_ga=2.115241729.747671895.1636365679-161409660.1636365679
https://www.featurespace.com/newsroom/forrester-report-2021/
https://www.featurespace.com/
https://www.featurespace.com/
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Real-time, instant payments are praised lately for 
being more convenient for the consumer to use, and  
very affordable for the merchant to accept these 
pay ment methods. But how secure are these trans-
actions since there is a shorter time to review? 
Have fraudsters explored any loopholes so far?
While real-time payments come with a variety of benefits, they also  

bring some notable drawbacks, particularly when it comes to security  

and risk measures. What merchants need to be aware of is that although 

 instant payments can provide immediate customer satisfaction, they 

can also be responsible for instant fraud. With instant payments,  

the merchant has to decide whether to accept the transaction in real 

time, and once they make the decision, they can’t undo it. Unlike other  

types of fraud, money recovery for instant payment fraud is impossi-

ble. To accommodate instant payments while keeping fraudsters 

at bay, merchants need to use advanced machine learning to vet 

transactions in real time. 

What about chargebacks and friendly fraud? Can 
these issues be disputed in the same manner as 
when a card transaction is involved?
Friendly fraud can often be a misunderstanding, and consumers 

simply don’t remember making a purchase or someone else who 

is an authorised user of their card makes the purchase and they 

are unaware. It’s typical for a consumer who sees a charge on their 

credit card statement that they don’t recognise to dispute it, even 

if it’s a legitimate purchase that they made. If the descriptor that 

shows up on their bank statement is completely different from your 

company name, that’s an immediate red flag for consumers and will 

likely lead to increased levels of these sorts of incidents.

To prevent friendly fraud, it’s important to be clear and transparent. 

Be sure to include your business or store name as part of the descrip-

tor so your customers will be able to easily identify where the charge 

is coming from and avoid any surprises when they look through their  

bank statement. 

Chargebacks, on the other hand, are more likely to be exploited by 

fraudsters for personal gain. If the dispute is won by the customer, 

not only does the merchant lose the revenue from that sale, but 

they also lose the merchandise that was delivered to the fraudster. 

Moreover, if a business incurs a large number of chargebacks, the 

credit card company could blacklist the merchant altogether or 

subject the business to increased card processing fees. 

How can machine learning be leveraged to prevent 
fraud in this space? Does a combination with rules 
technology work as well?
Fraudsters don’t operate from a single location – they’re all over 

the world, so your machine learning models need to have a global 

outlook. This is particularly crucial for CNP fraud with indirect 

linkage, since there is no clear sign for merchants to watch for. ➔

Tan Truong, Vesta’s CIO, provides insights into how machine learning and AI can proactively fight real-time fraud in real-time 

transactions.

Vesta

 Sophisticated machine 
learning models can identify 
connections between disparate 
transactional data points to 
identify potential fraud in real time.

Tan Truong builds and leads Vesta’s technology, product, and operations teams to create a high-
performance, innovative culture. With 15+ years of IT implementation under his belt, Tan develops 
Vesta’s data science and machine learning capabilities to move beyond fraud detection and into fraud 
recognition and prevention as we approach a digital-first economy.

Tan Truong  Chief Information Officer  Vesta
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Data from our recent Global Card-Not-Present (CNP) Fraud 

Report found that fraudulent transactions with indirect linkage 

are on the rise with the percentage of overall fraud with indirect 

linkage increasing steadily quarter-by-quarter through all of 2020. 

And to make matters even more difficult, the value of fraudulent 

transactions with indirect linkage is generally higher than those with 

direct linkage, making it an even more expensive and complicated 

problem for merchants to deal with. 

With the AI advancements over the past few years, there are a 

variety of ways merchants can tackle fraud with machine learning. 

Sophisticated machine learning models can identify connections 

between disparate transactional data points to identify potential 

fraud in real time, which allows merchants to make an instant 

decision on whether to accept or reject a transaction. While machine 

learning models can effectively prevent CnP fraud, it’s important 

to consider the data the models are trained on when evaluating 

different solutions. Machine learning models are only as good as the 

data that powers them, so merchants should aim for models that 

have been trained on several years of transactional and global data. 

The historical data ensures machine learning models understand 

how fraud has evolved, and the global data ensures these models 

can identify fraud regardless of where it comes from. 

What industries do you see as being more affected 
by fraud and why? Do you see any disruptive fraud 
trends emerging that are likely to significantly 
impact the ecommerce industry?
Fraud is sweeping across every sector of our economy and the 

airline industry is no exception. With an estimated USD 1 billion in 

annual losses in the US alone, the cost of airline fraud could force 

airlines to raise their booking rates, which is a major concern for 

everyone. Similar to ecommerce and retail practices, the barriers 

to purchasing an airline ticket are exceptionally low, which is one 

of the primary reasons why fraudsters target this industry. Just like 

purchasing a new pair of shoes, it’s not uncommon for consumers 

to purchase airline tickets while they’re on the go, making it difficult 

to accurately verify their IP address. With the landscape of digital 

payment solutions constantly evolving, cybercriminals are finding 

new ways to exploit the system, bringing to light a whole new set 

of challenges for merchants across a range of industries. 

How can Vesta support businesses in securing online 
payment transactions and reducing decline rates?
With over 25 years of experience fighting digital payments fraud and 

approving transactions for companies in very high-risk industries 

like telco and ecommerce, and a set of trillions of data points from 

a global consortium, Vesta has developed the most sophisticated 

and patented machine learning solutions in the industry. This allows 

us to approve more than 97% of all transactions, and we’re so 

confident in our models that we guarantee every transaction we 

approve. Not only does this maximise approvals for our customers, 

but it also eliminates the cost of fraud and allows the merchants we 

work with to focus on growing their business instead of worrying 

about fraud and approving transactions. 

Using machine learning backed by 25 years of transactional data history, Vesta is the 
only instant, end-to-end transaction guarantee platform for online purchases, delivering 
unparalleled approval rates, a better customer experience, and eliminating fraud for leading 
brands in telco, ecommerce, travel, and financial services. 

vesta.io

Click here for the company profile

https://www.vesta.io/2021-global-cnp-fraud-report?utm_campaign=2021%20PR%20Campaign%20-%20Global%20CNP%20Fraud%20Report&utm_source=PR%20Media&utm_medium=2021%20CNP%20Report%20-%20Paypers%20-%20Download%20LP
https://www.vesta.io/2021-global-cnp-fraud-report?utm_campaign=2021%20PR%20Campaign%20-%20Global%20CNP%20Fraud%20Report&utm_source=PR%20Media&utm_medium=2021%20CNP%20Report%20-%20Paypers%20-%20Download%20LP
https://www.iata.org/contentassets/8a1d401955164c868258e7875edd5d5a/iata_whitepaper_fraud_july2020_digital_en.pdf
https://www.vesta.io/
https://www.vesta.io/
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Is it true that real-time payments imply real-time fraud? ‘Maybe’ is the  

answer to that question. For banks, merchants, card networks, and  

issuers, who have not invested the time and implemented the software  

and processes to detect fraud, the simple answer is ‘Yes’. Is it also 

not a clear ‘no’ for those who have updated their fraud technology 

and strategies, but have not continually improved their architectures 

and payment rails to take on the real-time aspects of payments 

in 2021. The best-in-class companies have implemented leading-

edge fraud technologies to assess risk and make automated fraud 

decisions in real time using artificial intelligence, specifically deep 

learning techniques that are both supervised and unsupervised to 

detect fraud in real time, leading the way to protect the consumer 

and their payment ecosystems. 

So, while payment channels and digital interactions have seen 

unpre cedented innovation due to customer demand for real-time 

payments, fraud has also increased. More than ever, organisations 

are supporting efforts to combat online and mobile payment fraud as 

well as check cashing and wire transfer protections. Deep learning 

fraud systems enable consumer transaction data and automated 

actions (based on machine learning ‘confidence factor’ scores), and 

configurable risk thresholds (based on transaction type, internal risk, 

consumer entry point and account age, friction tolerance, mobile 

and web signals intelligence, and related decisions deployment of 

such systems). The key lies in AI-powered actionable insights and 

real-time adjustable capabilities.

Critical advances to deploy AI for real-time fraud 
detection
Fraud teams involved with real-time payment coverage strate gies 

must look for solutions that address speed and a more compre-

hensive set of capabilities associated with AI-built deep learning. 

There are a lot of opinions depending on who you ask, but based 

on my own experiences with modelling identity for fraud detection, 

I would suggest the following capabilities.

Ecosystem and federated networks – massive pre-trained deep 

learning models that can tackle any difficult problem with a substan-

tial temporal or context dimension to understanding session-based 

actions, anomaly behaviour, text, mobile and web signals, and 

inputs. 

Behavioural biometrics – anomalies in real time that indicate machine  

bot automated responses, such as fast form fill or multiple form process  

speed, and social engineering fraud can be detected by monitoring 

account patterns and entity behaviour. The goal should be to start 

the journey by assessing a new consumer at account opening or  

digital onboarding and then use that behavioural context and session  

baseline as a starting point for a risk score that evolves over time 

to monitor inbound and outbound payments.

Synthetic ML models – new artificial intelligence solutions can be  

developed faster with synthetic data, oftentimes with insights from fraud  

detection teams, which can also be used to improve the accuracy and  

resilience of existing AI models while preserving sensitive data. ➔

Real-Time Payments Fraud and the Key to Outwitting the Cat-And-Mouse Game

Summit Partners

Ralph is an Executive-in-Residence at Summit Partners where he works alongside Summit’s 
technology team to identify new opportunities within growth stage technology companies. Previously, 
Ralph was an MIT Fellow and a Research Scientist at Facebook where he led Applied Identity and 
Intelligence. Prior, he was the Co-Founder and CTO of Confirm.io, which Facebook acquired in 2018. 
As the longest-serving Fellow at MIT, he pioneered research on AI, cloud, mobile, neural science, and 
security at the MIT Media Lab and Harvard-MIT Health Sciences and Technology (HST) department.

Ralph A. Rodriguez  Executive-in-Residence  Summit Partners
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As a result, it is possible to build models that optimise various 

objectives/constraints or decide on an action built on positive and 

negative environmental feedback using reinforcement learning 

techniques, such as simulated environments or a large number of 

micro-intensive experiments. 

When models are trained on different sets of data, the combined 

models can be utilised to share intelligence between devices, 

systems, or industry-specific companies to get around privacy 

concerns or bandwidth restrictions. 

Cause-and-effect linkages in data can be determined using tech-

niques including structural equation modelling and causal Bayesian 

networks, which can be deployed for business insights and bias 

prevention, where understanding and the ability to easily explain 

out comes and decisioning are just as important as accuracy in predic-

tions especially in a GDPR framework of protecting consumer data.

Cardholder – Merchant – Acquirer – Credit card network – 

Issuing bank

The cat-and-mouse game of fraud 
Armed with these abilities, you can only get a seat at the table. I would  

argue that since August 2020, when The Federal Reserve Board 

announced details of the FedNow Service – a new 24/7/365 interbank  

settlement service with clearing functionality to support instant pay-

ments in the US – the cat-and-mouse game has taken on a whole  

new focus. As FedNowSM joins The Clearing House’s (TCH’s) Real  

Time Payments (RTP) in the market, fraudsters look for open vulnera-

bilities and online payment platform holes to exploit.

Real-time payments have been a gold mine for bad actors looking 

for ways to receive instant cash. They have targeted payment pro-

viders by looking for flaws in recently released digital products and 

services. Fraudsters rapidly test the governance of the controls to 

identify weaknesses and then quickly adapt methods to drive fraud 

through these gaps. 

Fraud teams should consider real-time payment coverage strategies 

that address the total transaction time (friction/speed) in addition to the 

more comprehensive set of capabilities mentioned above. The idea  

is to use these newly discovered deep learning models, mainly from  

vendors that have a federated network capability, in order to enable 

best practice and benchmarking against a much larger set, as well  

as the consents, privacy controls, and security measures that come 

with it.

As providers rethink their fraud strategies, tacticians must take into  

account new AI-based models redesigned for payment transfor-

mation. The cat-and-mouse game never ends. Fraud strategists must  

devise and implement new messaging standards, evaluate new 

trans action types and API ecosystems, all with AI-powered deep 

learning models at the forefront to fight fraud and provide the best 

frictionless consumer experience.

The content herein reflects the views and opinions of Ralph 

Rodriguez. It does not necessarily reflect the views or opinions of 

Summit Partners, L.P. and has not been independently verified by 

Summit Partners, L.P.

Founded in 1984, Summit Partners is a global alternative investment firm that is currently 
managing more than USD 42 billion in capital dedicated to growth equity, fixed income, 
and public equity opportunities. Summit invests across growth sectors of the economy and 
has invested in over 500 companies in technology, healthcare, consumer, financial, and 
business services, and other growth industries. Summit maintains offices in North America 
and Europe, and invests in companies around the world. For more information, please see 
www.summitpartners.com or follow on LinkedIn.summitpartners.com

https://www.federalreserve.gov/newsevents/pressreleases/other20200806a.htm
https://www.summitpartners.com/
https://www.summitpartners.com/
https://www.linkedin.com/company/summit-partners/
https://www.summitpartners.com/
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The increase of online purchasing is further amplified as consumer 

behaviour continues to shift towards a digital-first mindset. Global 

ecommerce sales are set to rise to USD 4.921 trillion in 2021, which is  

a considerable 25.7% increase from 2020 sales projections. This surge  

in online purchasing has driven fraudsters to target merchants that lack  

the resources to prevent fraud. Recent findings uncovered that mer-

chants are at risk of losing over USD 20 billion in 2021 due to 

online fraudulent activities, an 18% increase, compared to USD 

17.5 billion recorded last year. To address fraudulent activity, mer-

chants need to consider the importance of data enrichment and 

aggregation when planning their fraud prevention strategy.

Data-driven results
Robust data analytics is one of the main pillars of fraud prevention, 

detection, and investigation. To establish robust data analytics 

functions, data quality and aggregation become increasingly impor-

tant to connect the dots between data points and evolving risk.

The number of data points produced by consumers is staggering, 

with estimates suggesting that 2.5 quintillion bytes (2.5 e+9 GB) of 

data is created daily. This is 2.5 quintillion bytes of data that must 

be acquired, curated, processed, categorised, and contextualised. 

The internal data points were not enough to paint a clear picture 

of their customers. With the enrichment and aggregation of data, 

merchants have a sharper image of their customer, enabling them 

to distinguish between genuine and fraudulent players. 

Many merchants have done well to collect and utilise data from their  

own activities, however, a few have realised the full potential of  

linking internal data with a third-party, vendor or public data sources.  

Overlooking external data is a missed opportunity as it significantly 

complements an internal dataset.

Several external providers offer data ranging from marketing data-

bases, mobile phone operators, real-time localisation technology, 

card bin numbers, IP addresses, network routes, devices, digital 

identity, utility providers, to complement a merchant’s existing dataset.  

A good example of an external data provider offering their capabili-

ties to enrich a primary dataset is a telecom provider giving more 

information about a customer’s mobile phone usage, i.e. more insight  

is obtained if you know that a specific phone number has been 

recently activated, is a prepaid phone number, and isn’t located in 

your home market. This type of data is not readily available unless 

obtained via an external data provider. ➔

The Importance of Effective Data Enrichment and Aggregation When Developing 
a Fraud Prevention Strategy

Allyiz

Orcun has over 18 years of experience in the payments and fraud prevention industry with in-depth 
knowledge of online payments and ecommerce risk management.

Orcun Akca  Partner  Allyiz

Son is an experienced specialist with over 20 years of experience in the payment and fraud sector for 
ecommerce and banks.

Son Nguyen  Senior Associate  Allyiz

https://www.emarketer.com/content/global-ecommerce-forecast-2021
https://www.juniperresearch.com/researchstore/fintech-payments/online-payment-fraud-research-report?utm_source=juniperpr&utm_campaign=pr1_onlinepaymentfraud_financial_fintech_apr21&utm_medium=email
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Structuring data smartly
All customer data collected by a merchant is in its raw form. 

By enriching the data, which is the data intelligence process of 

converting unstructured, low-quality internal and external data into 

high quality and usable information, merchants obtain in-depth 

insight into their customers’ lives. Types of data enrichment include 

behavioural, demographic, and geographical. However, this data 

enrichment is only a snapshot in time of a customer’s journey and 

needs to be continuously updated to ensure it remains relevant.  

A well-oiled data enrichment process is essential for merchants as 

more accurate information leads to a better customer experience, 

which ultimately creates more data, brand loyalty, increased 

revenues, customer retention, and improved fraud prevention.

Reducing the false positive rate
Merchants continue to lose billions of dollars by blocking fraud 

incorrectly than actual fraud. The more data points merchants have 

at their disposal the better accuracy there is for predicting risk 

and reducing their false positive rate which is the differentiating 

between good vs risky behaviour. To achieve this, merchants need 

to establish smarter filters that realise the context of transactions at 

checkout in real-time. The most effective risk management method 

is data enrichment. There are multiple details and connections in  

each transaction, which when viewed independently might seem 

insignificant. However, through data aggregation and link analysis, 

a clearer image emerges, resulting in a highly accurate fraud pre-

vention solution. The aggregation of the standard points of data 

from a transaction is enriched with additional data points to track the 

behavioural signals and assign a probability, resulting in a decision  

to either accept or decline, resulting in the reduction of the false 

positive rate.

The art of aggregation
Data aggregation pulls together information from multiple sources 

to various patterns to determine the risk level of a transaction. It 

is imperative that aggregated data isn’t just reliable but is also 

available in real time and returned quickly. Similarly, it is important 

to first define the correct granularity of the aggregation and to 

periodically test its relevance due to continuous progress being 

made within the industry regarding profiling algorithms and 

methods. By implementing an aggregation process, merchants 

not only save on costs and processing time but also increase 

accuracy in risk mitigation. It is important to emphasise that each 

piece of data must follow a quality process and fraud teams should 

focus their efforts on effective data that will complement their fraud 

prevention strategy as an influx of information may lead to weak 

results if insufficiently processed.

Developing a sound fraud prevention strategy
By analysing customer touchpoints and user behaviour, merchants 

are realising the benefits of utilising internal and external data to 

make better decisions when it comes to fraud prevention. As mer-

chants continue to focus on their core business, they can rely on 

external expert fraud prevention strategists to tailor a risk strategy 

that incorporates the importance of data to handle risk more 

effectively and drive more accurate decision making.

Click here to learn more about how fraud prevention experts can 

assist with building your risk management strategy. 

 

Allyiz is the ‘go-to’ company for businesses to source knowledge, time or people with 
expertise in payments and more. We offer a broad range of services both on strategic and 
operational levels in the fields of payments, risk management, marketing, education, and 
people leadership. We bring the experience of professionals who have successfully run the 
function on the business side and have done it well many times. Our purpose is to deliver 
actionable results fast.allyiz.com

https://www.allyiz.com/
https://www.allyiz.com/
https://www.allyiz.com/
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Quantum computing represents the next evolution in how we use 

computers to solve complex problems, as it holds great promise 

for advancing the speed at which data can be analysed in useful 

and harmful ways. 

As an ecommerce operator, it will affect your industry in both positive  

– e.g. the ability to rely upon more accurate data and faster pro-

cessing of transactions across different platforms – and potentially 

negative ways. The primary negative aspect is the threat to the 

current methods of securing transactions, the private/public key 

pairs, and the commonly used encryption algorithms. In addition, 

the timing of the availability of quantum computing is a moving 

target. Several factors such as the market demand, technological 

advancements, and the cost to purchase or gain access to a 

quantum computer will influence the outcome. But there are things 

you can do to prepare for what is sometimes called ‘Q-day’, the 

day when quantum computers will be available for commercial 

purposes, including nefarious organisations and nation-state actors. 

Let’s talk about quantum computing
To better understand this phenomenon, let’s begin with how today’s 

computerised systems operate and why quantum computing systems  

are the next major step in advancing computing power. 

Nowadays’ binary-based computing systems operate in a linear 

fashion. This means that we input data or commands and expect 

a result built on the processor’s ability to receive and carry out the 

instruc tions for any given type of input. Processing time and results 

are based on the available computing power and network access 

speeds. 

While useful now and in the future, linear computing is much slower 

than quantum because of the way data is processed. As a practical 

example, imagine a maze puzzle – the kind we have all tried at some  

point – and think of this puzzle as the keys used to secure your compu-

terised networks. As humans, we take a linear or binary approach  

to solving the puzzle: we try a pathway and continue trying until we 

solve for the maze. However, the method of trial and error is effective 

but not efficient. now, imagine the ability to try all combinations 

simul taneously, a la quantum. The outcome of both approaches 

is the same, but the difference is the time and computing power 

needed to solve the problem. 

Securing transactions: what to take into account
The first thing to consider is how long the equipment or process 

you are using to secure transactions and communications will last.  

Is it less than 5 to 7 years? If the answer is yes, according to industry  

experts, your level of concern is low. If it is longer, then you should consider  

taking steps to reduce your risk by creating a long-term plan with 

incremental steps to mitigate the factors within your control.

One approach is to develop solutions with equipment providers that  

include dynamic encryption in the form of one-time passcodes. 

Imagine a unique key that is used for each transaction, making it  

traceable and ineffective if captured in transit. This method of authen-

tication is also useful in evading attackers that can gain access to 

the static or fixed keys in use today. Given that most of the communi-

cation in the authentication process is in a machine-to-machine 

environ ment, you must consider the unknown access that is typically  

undetected until you are facing a major financial loss due to a breach. 

➔ 

Securing Ecommerce in the Era of Quantum Computing

Real Random

Doug Hill is passionate about creating a worldwide business that will improve digital security. His core 
values are integrity, inclusiveness, and innovation for all. He is the Founder of Real Random and has 
solved the puzzle of creating true random numbers from a reliably unpredictable physical source to 
protect people.

Doug Hill  Founder  Real Random
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The second question is: how long do you need to secure the sensitive 

data that passes over your networks? If the answer is more than 10 

years, then you need to begin planning for a post quantum world. 

The secure storage of the vast amount of data collected in ecommerce 

is becoming an increasing concern for operators, customers, and 

governments. One must consider the ramifications of a breach from 

the loss of funds, angry customers, to fines levied by government 

bodies. 

Protecting your data begins with understanding your current methods  

and future opportunities to enhance your security. Is your method 

of encryption reliant upon technologies that use pseudo random 

numbers to generate the keys that secure your networks? Most likely  

the answer is yes, because that is considered sufficient to prevent 

an attacker from using linear computing to break the key in less than 

100 years or more. Yet, consider quantum computers and the ability 

to simultaneous try all possible key combinations: the result is that 

the time to break the key shrinks to only a few hours. 

The solution to implementing a quantum-resistant solution is still 

evolving. We are reliant upon engineered algorithms to generate secure  

keys; we must realise that anything that is engineered can be reverse 

engineered. One approach is to rely upon random numbers that are 

generated from a physical process that is impossible to guess or 

predict. Keys created from physical sources of randomness like 

dice or weather are the solution to being secure in the quantum age.  

This approach avoids the inevitable supply chain attack that is a  

growing threat to operators from bad actors and nefarious organi-

sations that are harvesting data while waiting for ‘Q-day’.

 

Real Random’s mission is to improve digital security by providing true random numbers for 
real security. In modern cryptographic systems, security is largely based on algorithms that 
can be reverse engineered, making them increasingly vulnerable to threats as technology 
advances. The company’s API solution provides a reliable source of true random numbers.

realrandom.co

https://realrandom.co/
https://realrandom.co/


This chapter is dedicated to notable key players in the industry who are constantly upping their 
game to fight fraud by eliminating pain points, while adapting to customers’ expectations. We also 
bring upfront an accurate picture of the most significant mergers and acquisitions agreements 
signed so far, as well as the current security-based products and services on the market.

Who Is Who in Fraud Prevention
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The emergence of COVID-19 since early-2020 not only resulted in restrictions and a tremendous wave of changes, but the ecommerce 

penetration and digital transformation have increased dramatically. Instantly, ecommerce became a critical sales channel for merchants 

worldwide. Vesta reported that in Q1 2021, this never-before-seen surge in ecommerce sales reached USD 196.6 billion in the US alone, 

representing a 39% growth over the prior year. even though we are slowly going back to the ‘normal’ before the lockdown, with restrictions 

being lifted, it is now more important than ever for the players in the payments industry to stay vigilant to the numerous challenges (e.g. more 

online transactions allowed new fraud actors to emerge, change in consumer behaviour, increase in the use of digital channels etc.) coming 

towards their way. 

One solution for businesses to up their game in today’s digital world and stay ahead of fraudsters is to enhance their capabilities by joining 

forces with other players in the industry. In this overview, we will break down some of the most important deals signed during 2021 and the 

businesses’ decisions regarding their acquisition plan to create better defences to secure digital transactions. 

Leaving no stone unturned: the state of affairs in the market
Cybercriminals are no strangers to the markets and verticals they target – they manage to avoid security tactics to obtain access to valuable 

data. Therefore, it is no surprise that fraud thrives in business’ blind spots. Since H2 of 2020, the volume of human-assisted attacks has 

increased over 77%, although fraudsters are still in favour of automation to deploy attacks cheaply.

The change in the fraud ecosystem and the emerging types of fraud have had a massive impact on merchants and marketplaces. Since the 

beginning of the economic downfall, successful fraud attacks rose 61.5% in retail and 83.1% in ecommerce, for example. Apart from professio-

nal fraudsters who are always at play, the economic uncertainty allowed other bad actors to enter the fraud stage. As such, we can see: a 

48% increase in mobile devices fraud attacks, 38% growth in the volume of bot attacks targeting financial services organisations, a hacker 

attack occurrence at every 39 seconds, and 72% accounts taken over year over year. 

Fraudsters are blending in with ‘normal’ consumer behaviours, which creates a true battlefield among merchants. Also, the change in consumer 

behaviour, the demand for an excellent experience and seamless payment processes have made businesses understand the importance of 

both customer-centricity to retain clients, as well as the necessity to have a proper fraud solution to help manage and prevent fraud attacks.

So, on the one hand, there is the need to offer customer satisfaction and to keep up with the industry changes, and on the other hand, there is 

the necessity to stay ahead of fraudsters. For these reasons, solution providers have to constantly innovate their offering and their protection 

packages. 

On top of this, the ecommerce landscape is increasingly competitive. ➔
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When Digital Transformation Drives M&A Activity: Taking the 
Pulse of the 2021 Fraud Prevention and Cybersecurity Space

A graduate of English Language and Literature studies, with an MA in American Studies, Simona is 
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The good news is that the rapid transition to digital transactions enforced the industry players to exploit new capabilities for their existing 

suite of tools and to adopt cutting-edge technology. To achieve this goal, some industry players have either merged with or acquired other 

businesses. Having this in mind, let’s further dive deep into the most important mergers and acquisitions (M&As) happening since the beginning 

of this year, classified by key challenges in the cybersecurity and fraud prevention space. 

Building defences to secure digital transactions
In 2021, the average cost of a data breach has reached USD 4.24 million, being the highest in the past 17 years. The threats imposed by 

cybercriminals and their improvements in sophisticated attacks played a key role in organisations’ decisions to be more aware of the importance 

of cybersecurity, and to drive immediate attention to the creation of new suits of better protection capabilities, while spreading their position 

around the globe. Besides the increasing level of fraudsters’ attacks, another factor that has led to the need for effective cybersecurity is 

the digital transformation that picked up speed worldwide. To keep the pace, companies must develop new technologies, as these play a 

core importance in defining a company’s competitiveness and operational efficiency in the market, as well as they create the ground for the 

business’ future development. This is why cybersecurity must be built into a company’s organisational structure. 

Stronger tools and robust cybersecurity 

As such, in January, Entrust, a global provider of trusted identity, payments, and data protection acquired multi-cloud data encryption, key 

management, and cloud security posture management solutions company, HyTrust. Although the terms of this deal remained undisclosed, 

the acquisition aims to add to Entrust’s existing digital security solutions an extra management layer for encryption, cryptographic keys, and 

cloud security policy. By doing so, the company offers the data protection and compliance needed by organisations accelerating their digital 

transformations.

Imperva, a cybersecurity company focused on API security and data protection, agreed to acquire CloudVector, a company that allows 

customers to discover, monitor, and protect all API traffic. The advantage of this union is that both allow the automatic discovery of all APIs 

based on actual traffic, classification of data with machine learning, identification of sensitive data exposure, and detection of anomalous user 

and data activity. The move is quite strategic because as Imperva and CloudVector combine their complementary capabilities, businesses 

are offered advanced protection at all times.

Another provider of cloud-based software and technology solutions built specifically for managed service providers (MSPs), datto, unveiled 

the acquisition of Israel-based cyberthreat detection company BitDam. As resilience in front of cyberattacks stands at Datto’s core, with this 

investment, the company strengthens their ‘ambitious security roadmap’ for their partners.

In April, StrikeForce Technologies, a cybertech company that aims to reduce the risk of identity theft and data breaches, announced the 

acquisition of Cybersecurity Risk Solutions (CRS), a provider of cyber, privacy, and data protection solutions. Although CRS continues to operate 

under the same name, while becoming a subsidiary of StrikeForce Technologies, the deal aims to grow StrikeForce’s channel distribution 

strategies, create cost-effective risk mitigation solutions, and drive new revenue opportunities. 

The pandemic forced people to shift towards teleworking, which accelerated the necessity to have robust cybersecurity systems. At the 

same time, the introduction of new regulations, such as GDPR, imposed companies not only to do that, but also to adjust or maintain their 

security processes within regulatory limits. Therefore, to offer their clients a 360-degree cybersecurity strategy that tends to their individual 

needs, Logicalis, an international IT solutions and managed services provider, revealed in April the acquisition of a majority stake in Áudea, 

a forefront runner of the Spanish market, specialising in IT cybersecurity and regulatory compliance. ➔
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Conquering the world

At the beginning of the year, IT infrastructure management company Sysnet Global Solutions acquired NuArx, a provider of PCI compliance, 

managed security, and digital transformation solutions for the restaurant, convenience, grocery, and retail industries throughout North America 

to further enhance its tech platform and accelerate its market expansion. We can conclude from this that when analysing new opportunities, 

cybersecurity companies are very much aware of the fact that expansion into strategic markets and staying ahead of competition is equally 

important as creating new tools. 

In May, Sectigo, a provider of automated digital certificate management and web security solutions, announced the acquisition of SiteLock, a 

provider of website security protection and monitoring. SiteLock’s acquisition helps Sectigo expand its product capabilities, partner network, 

and reach to more than 16 million websites already protected by Sitelock.

Information technology service Atos took over Germany-based cryptography provider and secure digital identity solutions cryptovision. The 

merger’s goal is to strengthen Atos’s cybersecurity offering, as well as to accelerate its business in the european public and defence sectors. 

If we consider the company’s relationships with European government customers and its ability to deliver end-to-end solutions on a national 

and international scale, there are high chances for Atos to propel its cybersecurity presence, expertise, and portfolio worldwide.

Staying solid within the market

It is no wonder that customers’ demands and fraud threats drove businesses to massively focus on consolidating their position as leaders in 

the industry, and triggered their need to strengthen their existing capabilities.

And this is exactly what Atos did, as its goal was to expand the company’s global client portfolio, to reinforce its position as a cybersecurity 

services company, as well as to further invest in Canadian businesses and digital workforce. Besides acquiring the earlier mentioned crypto-

vision, Atos’ growth strategy also propelled with the acquisition of In Fidem, the specialist in cloud security, digital identity, risk management, 

security operations, digital forensics, and cyberbreach response – the deal being closed in Q1 2021. For Atos, this acquisition joins other deals 

signed with Paladion, digital security, and SEC Consult. 

Sysnet acquired Viking Cloud in a bid to further enhance its tech platform and accelerate its market expansion plans. It also signed a deal to 

take over the Managed Compliance Solutions (MCS) division of ControlScan, a US-based company specialising in compliance, detection, and 

response. With this move, the company aimed to strengthen its position as a provider of compliance and security management services to 

SMBs and payment processing organisations worldwide. The union of the three – Sysnet, Viking Cloud, and ControlScan – proved beneficial, 

as it created an entity that will provide organisations of all sizes with security and compliance services. 

Cybersecurity and compliance company Proofpoint signed an agreement to acquire InteliSecure, an innovator in data loss protection managed 

services. Via this deal, which totals USD 62.5 million in cash, Proofpoint’s aim is to boost its enterprise data loss prevention (dLP) effectiveness, 

as well as to strengthen its cloud-based people-centric security platform. 

In the hospitality industry, there are numerous opportunities to exploit flawed anti-fraud controls, and the inevitable result is losses to fraud 

each year, which leaves companies in need of gaining a greater understanding of the fraud risks that can affect their objectives. For this, data 

protection and compliance company VENZA acquired privately-owned CyberTek Engineering, a managed service provider. What VENZA gains 

from this deal is enhancement of its position as an MSSP (managed security services provider) and growth in its technical talent and existing 

security solutions. Unrivalled end-to-end cybersecurity and IT services are a must in the hospitality space, and maybe adding next-level tools 

in-house is a step for any company to be self-reliant and spot any security breach or ransomware attacks at a moment when they occur. ➔
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### 

In the fraud prevention space, payment fraud still constitutes a big issue for which merchants need to provide complete protection.  

As ecommerce has surged, payment fraud has accelerated as well, and the fraud economy has expanded via sophisticated fraud methods and 

new interconnected networks of criminals. Businesses are more vulnerable to online attacks, but one way to stay protected is through cooperation. 

Combined capabilities and collaboration result in new fraud platforms and tools

Trust and safety company Sift signed an agreement to acquire Chargeback, a company specialising in real-time dispute management for 

merchants. Chargeback will enable merchants to have access to a solution that addresses risk before, during, and after user transactions. 

effective full fraud coverage is very important and having Sift as the central system for fighting fraud will probably allow the opportunity for the 

joint companies to retain revenue with higher acceptance rates, and lower dispute rates. By combining their capabilities, Sift and Chargeback 

may also offer unified solutions to defend against the emerging types of fraud. In April, Cofense, the provider of phishing detection and 

response (PdR) solutions, acquired Cyberfish. As an already provider of next-generation phishing protection powered by Computer Vision 

and advanced ML technology, Cyberfish’s algorithms will be trained to block malicious emails in real-time. When integrating machine learning 

detection tech, the result can only be a holistic automation solution for email protection, detection, and response, which will most probably 

benefit thousands of enterprises around the world where Cofense’s phishing intelligence is already deployed.

Consolidating secure markets is vital for powerful economies

In February, technology company nasdaq completed the acquisition of the anti-financial crime management solutions provider Verafin – an agreement 

that initially began on 19 November 2020 for USD 2.75 billion in cash. Let’s only consider that Verafin has over 2,000 clients including leading 

banks and credit unions, and we can conclude that this acquisition will consolidate Nasdaq’s existing regulatory and anti-crime solutions, as 

well as it will impact its organic revenue growth and global reach. Looking ahead, if the two companies will indeed create a next-generation 

suite of solutions to fight fraud and detect market manipulation, it will serve a global ecosystem of Tier-1 and Tier-2 banks and broker-dealers 

that currently leverage Nasdaq’s tech. 

The bottom line
While merchants adapt to the new digital-payments challenges, and consumers get more comfortable with surfing the digital world, fraudsters are 

adapting just as easy at finding methods to take advantage of these online trends. The consequences have a snowball effect: when businesses 

fall victim to a fraud attack, customers receive poor experiences, which results in the loss of consumer trust, brand loyalty, and finally, revenue. 

Nowadays’ rapid growth of fraud rates must not come as a shock, considering all the above. Businesses should expect to see more criminal 

activity evolving over the next years. One solution for organisations to both protect themselves and their customers is to stay vigilant regarding 

the current and emerging fraud trends, while solution providers need to constantly innovate their offering and their protection packages to 

offer the most efficient solutions. 

In addition, to flatten the curve and bring down any fraudulent activity, collaboration is key. Throughout 2021, we have seen big moves in the 

cybersecurity space, with companies like Sysnet, Imperva or Atos that covered all fronts by signing strategic agreements to stay resilient in 

front of cyberattacks. Also, both Sift and Nasdaq understood the need to consolidate new features to stay ahead of their competitors and 

fraudsters, and, as a result, combining capabilities to create new fraud platforms and tools has proven to be a great strategy.

So, what can we conclude after all of this? Fighting fraud and cybercrime is not an easy task; fraudsters are gazing at any vulnerabilities, but 

as long as companies understand that collaboration means being stronger and big moves keep happening in the industry, things are going 

for the better. Let’s continue to watch the M&A space in fraud prevention. 
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Mergers & Acquisitions Infographic

Source: The Paypers
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Mergers & Acquisitions Infographic

Source: The Paypers
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Solution providers present their approach against the increasing fraud challenges and render us 
the great potential of their technologies, their reach in the industry, as well as their successful 
business model for the specific target group they serve.

Company Profiles
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Company 4Stop
4Stop provides global KYB, KYC, compliance, anti-fraud, data science, and monitoring 
technology – available from one API. Businesses access thousands of data services 
with real-time activation backed behind customised and dynamic cascading 
verification and decision-making frameworks – thus, establishing a centralised view-of-
risk, saving businesses money and resources managing risk data and operations. 

Background information

Year founded 2016

Website 4stop.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Banks/FS  
PSP/acquirers  
Merchants/ecommerce 
Fintech 
Other online businesses (crypto businesses, FX platform businesses, online 
communities/web merchants, government services)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Sales@4stop.com | info@4stop.com

Company’s motto To provide a simple, modern, fail-safe, and all-in-one risk management tool that brings 
future-proofed sustainability on mitigating global risk for online entities. 

Member of industry association and/or 
initiatives

N/A

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Data provider and intelligence 
KYB/Merchant onboarding 
KYC

Core solution/problems the company 
solves

4Stop offers the world’s first complete data and risk marketplace to access hundreds 
of identity, compliance, and payment data services with automated, dynamic decision-
making anti-fraud technology – from one API.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

API 
White-label 
Cloud platform

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

Social verification

View company profile in online database

https://4stop.com/
https://4stop.com/
mailto:Sales%404stop.com?subject=
mailto:info%404stop.com?subject=
https://thepaypers.com/company/4stop/85
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Credit check x

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Pricing is per ‘Core Service’ and/or ‘Verification KYC’ transaction and based on 
volume and complexity.

Fraud prevention partners Webshield, ComplyAdvantage, Jumio, TransUnion

Year over year growth rate 101% revenue growth YoY

Number of employees 20-50

Future developments Machine learning/Enhanced smart rules hub; 
Enhanced UIUX Experience; 
Enriched KYB/KYC Solution – on-going data aggregation and integrated KYB/KYC 
data services; 
New Data Hub Experience with AI Catalogue, AI driven recommendations, enterprise-
level platform plug-ins, data selection wizard, and custom data modelling; 
Advanced Workspaces including enriching our, custom workflow builder, automated 
case management, custom checklists and alerting, automated re-checks, and 
customisable queues. 
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Customers 

Customers reference Mifinity, Gatehub, Paysend, Paymentz, eMerchantPay, Paytah by Monetum, 
123Signed, HexoPay



Hundreds of data services and fraud prevention with custom workflows,  
orchestration, 4-layer risk analysis and dynamic intelligence - in one API.

Global Data & Risk Marketplace

sales@4stop.com  I  www.4stop.com© 2021 FourStop GmbH. All rights reserved.

The Last API You Need To Know Your Risk. Always.
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COMPLIANCE
SOLUTION

COMPLIANCE 
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ADVANCED 
REPORTING

RISK
DATA

DATA
SCIENCE

IN A FULLY CUSTOMISED PICK N’ CHOOSE MODEL.

https://4stop.com/
https://4stop.com/
mailto:sales%404stop.com?subject=


128 FRAUD PREVENTION IN ECOMMERCE REPORT 2021/2022 | COMPANY PROFILES

Company Accertify, an American Express Company
Accertify is a leading provider of fraud prevention, chargeback management, digital 
identity, and payment gateway solutions to customers spanning ecommerce, 
financial services, and other diverse industries worldwide. Accertify’s layered risk 
platform, machine learning backbone, and rich reputational community database 
enable businesses to address challenges across the entire customer journey without 
impacting the customer experience.

Background information

Year founded 2008

Website accertify.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
Bank/FS

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Michelle DiDomenico – mdidomenico@accertify.com

Company’s motto We’ve Got Your Back

Member of industry association and/or 
initiatives

MRC, FIDO, SOTER, Payments Ed, NRF, Amadeus

Core solution 

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform  
Customer authentication  
Behavioural biometrics 
Chargebacks management 
Data provider and intelligence

Core solution/problems the company 
solves

Enable organisations to mitigate risk/fraud, increase revenues, and deliver a 
differentiated customer experience.

Technology 

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

x

Small transaction verification

Email verification x

Phone verification x

Social verification x

Credit check

Compliance check x

View company profile in online database

https://www.accertify.com/
https://www.accertify.com/
mailto:mdidomenico%40accertify.com?subject=
https://thepaypers.com/company/accertify/69
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid

Decisioning 

(Manual review; Case management; 
Decision orchestration)

Manual review  
Case management 
Decision orchestration

Chargeback management 

(Chargeback dispute; Guaranteed fraud 
protection)

Chargeback dispute 
Guaranteed fraud protection

Business model

Pricing model Confidential 

Fraud prevention partners American Express, Mastercard, Visa, LexisNexis, Credit Bureaus, Amadeus

Year over year growth rate Confidential 

Number of employees 500

Future developments More information available upon request.

Customers 

Customers reference Please reference our case studies and customers listed on our website. 
https://www.accertify.com/resources/case-studies/

https://www.accertify.com/resources/case-studies/
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Company Alphacomm B.V.
Alphacomm is an innovative Dutch company founded in 1997 in Rotterdam. Leading in 
the dynamic fintech industry, with multiple locations in Europe and the UK, we help our 
partners become fraud and future-proof organizations with our state-of-the-art, easy-
to-use solutions for digital goods, optimized payments, and fraud prevention.

Background information

Year founded 1997

Website www.alphacomm.io

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
Banks/FS 
Corporate 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Europe, North-America, South America, Asia

Contact marketing@alphacomm.nl

Company’s motto More profit, less fraud!

Member of industry association and/or 
initiatives

N/A 

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Data provider and intelligence 
Chargebacks management 
Bot risk management 
KYB/Merchant onboarding 
KYC

Core solution/problems the company 
solves

Fraud/risk management and decisioning platform

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Hybrid 

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification x

Phone verification x

Social verification

Credit check

Compliance check

View company profile in online database

https://www.alphacomm.io/
https://www.alphacomm.io/
mailto:marketing%40alphacomm.nl?subject=
https://thepaypers.com/company/alphacomm/235
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0 x

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Guaranteed fraud protection 

Business model

Pricing model % of order value 

Fraud prevention partners LexisNexis

Year over year growth rate 30%

Number of employees 70+

Future developments Developing and extending the ATO and ID technology.

Customers 

Customers reference For more details, please contact the Alphacomm team.



SAY NO TO FRAUD, 
AND YES TO PROFIT!

With our complete anti-fraud solution that boosts 

revenue, reduces friction at checkout, improves 

customer loyalty and provides 100% payment fraud 

risk takeover.

• Frictionless PSD2 compliance without 3DS2

• 100% chargeback protection

• Specialized in high-risk digital goods like top-up  

& gift cards

• Protection against Credit Card & PayPal fraud

• Unique smart routing, providing the best protection 

for every vertical

• Reporting dashboard for valuable insights

• Easy integration via API or a webshop plug-in

For more information or questions please contact 

anastasia@alphacomm.nl or check alphacomm.io

https://www.alphacomm.io/
https://www.alphacomm.io/
mailto:anastasia%40alphacomm.nl?subject=
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Company Arkose Labs
Arkose Labs bankrupts the business model of fraud. Recognised by Gartner as a ‘Cool 
Vendor in Fraud and Authentication’, the company offers an industry-first warranty on 
account protection. Its AI-powered platform combines powerful risk assessments with 
dynamic attack response that undermines the ROI behind attacks, while improving 
good user throughput. Based in San Francisco, CA with offices in Brisbane, Australia, 
and London, UK, the company was honoured as the 195th fastest growing companies 
in the US on the 2021 Inc. 5000 list.

Background information

Year founded 2017

Website www.arkoselabs.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
SMBs 
Banks/FS 
Corporate 
Fintech 
Telecom 

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Jean Creech Avent, Global Head of Communications and Brand, 
j.creechavent@arkoselabs.com

Company’s motto Bankrupting the business model of fraud

Member of industry association and/or 
initiatives

MRC, Worldwide Web Consortium

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Data provider and intelligence 
Bot risk management

Core solution/problems the company 
solves

Arkose Labs enables enterprises to protect their users’ accounts and ensures account 
integrity while keeping their business safe without causing customer friction. We help 
businesses protect from ATO, loyalty fraud, gift card fraud, API abuse, and many other 
forms of attacks. 

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

View company profile in online database

https://www.arkoselabs.com/
https://www.arkoselabs.com/
mailto:j.creechavent%40arkoselabs.com?subject=
https://thepaypers.com/company/arkose-labs/108
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Email verification

Phone verification

Social verification

Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification

Credit bureau

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model SaaS-based pricing model

Fraud prevention partners N/A

Year over year growth rate 110%

Number of employees 200

Future developments Detection enhancement, Digital identity graph, MFA, ongoing enhancement to the 
enforcement platform

Customers 

Customers reference Microsoft, PayPal, Sony, DropBox



We’re backed by the industry’s only US$1 million credential stuffing warranty.

Sources: The 2021 Q4 Arkose Labs Fraud and Abuse Report;  Information Age: https://ia.acs.org.au/article/ 2020/
credential-stuffing--the-annual--6-million-challenge.html

www.arkoselabs.com

Cost
US$6 Million 
on average*

Spiked
98% during 

last 12 
months*

Fraudsters’ volumetric approach to 
account takeover attacks happen fast, 
quickly overloading your businesses’ 
servers while putting your consumers 
at risk.

Contact Us

Trusted by

https://www.arkoselabs.com/
https://www.arkoselabs.com/
https://www.arkoselabs.com/
https://ia.acs.org.au/article/2020/credential-stuffing--the-annual--6-million-challenge.html
mailto:j.creechavent%40arkoselabs.com?subject=
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Company Arvato Financial Solutions 
Arvato Financial Solutions provides professional financial services to renowned 
international brands as well as respected local businesses — allowing them to leave 
their credit management to a professional. The services centre around cash flow in all 
segments of the customer lifecycle: from risk management to payment, factoring, and 
accounting services to debt collection.

Background information

Year founded 1835 (Bertelsmann Company)

Website https://finance.arvato.com/en/solutions/payment-financing-services/managed-fraud-
services/

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce  
PSP/acquirers 
Banks/FS  
Corporate

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact tina.thellmann@arvato.com

Company’s motto Your backbone for growth

Member of industry association and/or 
initiatives

Merchant Risk Council, EHI Retail Institute

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Identity verification 
Chargebacks management 
Bot risk management

Core solution/problems the company 
solves

Unblocking as many orders as possible that were flagged for manual order review – 
24/7/365

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification x

Phone verification x

Social verification x

Credit check

Compliance check

View company profile in online database

https://finance.arvato.com/en/solutions/payment-financing-services/managed-fraud-services/
https://finance.arvato.com/en/solutions/payment-financing-services/managed-fraud-services/
https://finance.arvato.com/en/solutions/payment-financing-services/managed-fraud-services/
mailto:tina.thellmann%40arvato.com?subject=
https://thepaypers.com/company/arvato-bertelsmann-financial-solutions/90
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

N/A

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Chargeback dispute

Business model

Pricing model Pricing is per transaction and based on volume and complexity.

Fraud prevention partners More information available upon request.

Year over year growth rate 200%

Number of employees 300 (for Order Reviews)

Future developments Working on Fraud Guarantees

Customers 

Customers reference Fashion, PSPs, fraud provider, marketplaces



Increased acceptance rate

Tailored 24/7/365 full-service support

Scale easily: on holidays & at seasonal peaks

Reduce fraud rate

Fraud or not? 
That is the 
question. 

You have questions 
about our solutions?

fightingfraud@arvato.com https://finance.arvato.com/

Here you will find the people 
who will be at your side in 
the fight against Fraud:

fightingfraud@arvato.com

Fraud or 
not? 
That is the 
question. 
When automated fraud engines
reach their limits, Manual Order 
Review steps in. This avoids 
rejecting orders falsely classified 
as fraud and helps retaining 
good customers. 

This is how it works:
 

mailto:fightingfraud%40arvato.com?subject=
https://finance.arvato.com/en/solutions/payment-financing-services/managed-fraud-services/


139 FRAUD PREVENTION IN ECOMMERCE REPORT 2021/2022 | COMPANY PROFILES

Company Callsign
Callsign has a simple vision: we want to make digital identification seamless and 
secure. Our unique positive identification approach balances high security and user 
experience, allowing customers to interact online safely, with minimal friction, while 
ensuring that bad actors are blocked to protect customer’s identities and business 
interests. 

Background information

Year founded 2012

Website www.callsign.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Banks/FS 
Fintech 
Merchants/ecommerce  
PSP/acquirers 
Telecom 
Other (marketplaces – regulated entities)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact sales@callsign.com

Company’s motto It’s time to put identity at the heart of every experience

Member of industry association and/or 
initiatives

MRC, BRC, UK Finance 

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Data provider and intelligence 
Bot risk management 
KYB/Merchant onboarding 
KYC

Core solution/problems the company 
solves

Callsign products use deep learning techniques to combine event, threat, and 
behavioural analytics with multi-factor authentication to provide seamless and secure 
payment experiences.

Organisations and their customers demand seamless checkout experience but also 
expect rigorous security when it comes to transactions and their data. Callsign gives 
legitimate users just that, offering seamless and secure experiences, whilst keeping 
the bad actors firmly locked out. Our world-leading solutions help organisations 
prevent fraud including first-party, account takeover, loyalty points, and threats (such 
as malware and bots).

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled 
Native cloud 
On-premise 
Hybrid

View company profile in online database

https://www.callsign.com/
https://www.callsign.com/
mailto:sales%40callsign.com?subject=
https://thepaypers.com/company/callsign/189
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Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

Social verification x

Credit check x

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A
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Business model

Pricing model Bespoke/For more details, please contact our sales team.

Fraud prevention partners For more details, please contact our sales team.

Year over year growth rate For more details, please contact our sales team.

Number of employees For more details, please contact our sales team.

Future developments A pioneer in digital identity, Callsign is developing unique, marketing leading 
capabilities, including gamified authenticators and real time social engineering 
prevention technology.

Customers 

Customers reference For more details, please contact our sales team.



The only solution that 
offers seamless and 
secure experiences

Welcome to a new era
of digital identification

It’s time to put identity at the heart of every experience pathway.callsign.com

Now, more than ever, customers expect seamless experiences alongside rigorous security and data responsibility. As it 

stands, businesses are denied the flexibility to provide consistent journeys that are secure and above all, personalized. 

It’s time to change. With Callsign on your side you can build online journeys around the individual and their identity in 

a positive and proactive way – making your customers’ digital lives smoother and safer.

https://www.callsign.com/
https://pathway.callsign.com/
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Company Covery
Covery is an all-in-one risk management, transaction monitoring, fraud prevention, 
and chargeback mitigation platform. We provide ready business scenarios and a 
configurable risk logic engine with ML learning models to enable in-depth risk analysis 
and mitigation for 23 industries.

Background information

Year founded 2016

Website https://covery.ai/

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
SMBs 
Banks/FS 
Fintech 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact sales@covery.ai

Company’s motto Solve fraud

Member of industry association and/or 
initiatives

N/A

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Chargebacks management  
Bot risk management  
KYC

Core solution/problems the company 
solves

All-in-one risk mitigation capabilities enabling businesses to manage risks and prevent 
fraud without risk analysts on board.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification

Email verification

Phone verification

Social verification

Credit check

Compliance check x

View company profile in online database

https://covery.ai/
https://covery.ai/
mailto:sales%40covery.ai?subject=
https://thepaypers.com/company/covery/95
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0 x

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid (Rule-based+Supervised ML)

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration

Chargeback management

Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Pricing is per check and based on volume and complexity.

Fraud prevention partners Dow Jones, Ondato, Verifi, Ethoca, Shufti Pro

Year over year growth rate 80,00%

Number of employees N/A

Future developments N/A

Customers reference

Customers reference Genome, FC Capital (Malta), RedNines, Mr.Bet, Xace.io, Practika.net



https://covery.ai/
https://covery.ai/
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Company Ekata
Ekata, a Mastercard company, is a global leader in digital identity verification solutions 
that empowers businesses to link any digital transaction to the human behind it. 
Powered by the Ekata Identity Engine, its award-winning suite of APIs and SaaS 
solutions helps 2,000+ businesses combat cyberfraud and enable a frictionless 
experience for their customers in 230+ countries.

Background information

Year founded 2019

Website www.ekata.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
SMBs 
Banks/FS 
Fintech

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

US, Europe, Middle East, APAC

Contact https://ekata.com/contact-us/

Company’s motto Global identity data & insights to reduce friction, improve conversions, & combat fraud

Member of industry association and/or 
initiatives

More information available upon request.

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Identity verification 
Fraud/risk management and decisioning platform 
Data provider and intelligence 
KYB/Merchant onboarding

Core solution/problems the company 
solves

Global identity data and insights to reduce friction, improve conversions, and combat 
fraud.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

N/A

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification x

Email verification x

Phone verification x

Social verification

Credit check

Compliance check

View company profile in online database

https://ekata.com/
https://ekata.com/
https://thepaypers.com/company/ekata/234
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting

Geo-location x

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification x

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Chargeback dispute 
Guaranteed fraud protection

Business model

Pricing model More information available upon request.

Fraud prevention partners Cybersource, Accertify, Kount, Experian, Feedzai, ACI, Adyen, NICE

Year over year growth rate More information available upon request.

Number of employees More information available upon request.

Future developments More information available upon request.

Customers 

Customers reference More information available upon request.



https://ekata.com/
https://ekata.com/
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Company Entersekt
Entersekt is a leading provider of device identity and customer authentication solutions. 
Its technology helps financial institutions and other enterprises offer their customers 
secure and engaging experiences across digital channels.

Background information

Year founded 2008

Website www.entersekt.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
Banks/FS 
Fintech 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

US, Europe, Middle East, Africa, LATAM

Contact info@entersekt.com

Company’s motto The Power of Trust 

Member of industry association and/or 
initiatives

FIDO, W3C, EMVCo, The Payment Association, WASPA, MobeyForum, 
Mobile Connect, Bank ID

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform  
Customer authentication 
Identity verification 
Behavioural biometrics

Core solution/problems the company 
solves

Entersekt’s strong device identity and authentication solution helps secure digital 
transactions across channels and ensures compliance with the latest regulations and 
frameworks.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

On-premise 
Native cloud 
Hybrid

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification x

Social verification

Credit check

Compliance check

View company profile in online database

https://www.entersekt.com/
https://www.entersekt.com/
mailto:info%40entersekt.com?subject=
https://thepaypers.com/company/entersekt/96
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Monitoring

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Please contact info@entersekt.com for more information on pricing across deployment 
options.

Fraud prevention partners NuData Security

Year over year growth rate Please contact info@entersekt.com for more information.

Number of employees >150

Future developments Open Banking; digital identity

Customers 

Customers reference Absa, African Bank, Bayern Card Services, Capitec Bank, Coutts, Discovery, Ecobank, 
Equity Bank, FirstBank of Colorado, Hanseatic Bank, Investec, Nedbank, Old Mutual, 
Pluscard, Swisscard. For others not in the public domain, please contact us at 
info@entersekt.com.

mailto:info%40entersekt.com?subject=
mailto:info%40entersekt.com?subject=
mailto:info%40entersekt.com?subject=


Reduce e-commerce 
fraud without 
compromising CX

Speak to one of our expert advisors today. 
Get started by scanning the code, visiting www.entersekt.com 
or emailing info@entersekt.com.

As demand grows for secure, easy access 
to digital products and services, outdated 
authentication methods like SMS OTP can 
end up costing you. 

Stop losing time, money, and customers to 
fraud. Entersekt’s integrated payments 
authentication solution will not only protect 
your customers’ journeys but enhance 
them too. 

Enjoy a 10% higher transaction success rate than the European 
average, with Entersekt’s 3-D Secure ACS.

Offer superior protection and world-class in-app authentication 
experiences, thanks to our strong authentication technology.

Extend the benefits to non-app users, with app-free authentication 
alternatives that are just as secure and user-friendly.

Secure, streamlined interactions start here:

C

M

Y

CM

MY

CY

CMY

K
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https://www.entersekt.com/
https://www.entersekt.com/
mailto:info%40entersekt.com?subject=
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Company Featurespace
Featurespace is the world leader in enterprise financial crime prevention. Our award 
winning technology thinks and works to truly understand what genuine customer 
behaviour looks like, so it can identify and act on behaviour that is out of character.

Background information

Year founded 2005

Website www.featurespace.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

PSP/acquirers 
Banks/FS 
Corporate
Fintech

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global (with a focus on UK, US, APAC, LATAM, Europe, Middle East, Africa)

Contact Head Office: 140 Cambridge Science Park Rd, Milton Rd, Milton, Cambridge CB4 0GF; 
phone: +44 (0) 1223 345940

Company’s motto Outsmart Risk

Member of industry association and/or 
initiatives

MRC, The AI Network by Tortoise Media, Cambridge Network, American Transaction 
Processors Coalition

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform

Core solution/problems the company 
solves

Featurespace invented two technologies to solve fraud and financial crime: 
‘Adaptive Behavioral Analytics’ – works by continuously adapting to consumer and 
fraud trends by monitoring genuine customer behaviour in real time.
‘Automated Deep Behavioral Networks’ – a deep learning innovation that provides a 
stronger layer of defence to protect consumers from scams, account takeover, card 
and payments fraud.

We support integrations with a number of third-party data sources. We do this to enrich 
payment data and provide additional dimensions to the behavioural signals we can 
leverage in our models. Through this, we can blend together a broader set of signals to 
provide a more accurate picture to prevent more fraud and reduce false positives.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

On-premise 
Cloud enabled 
Native cloud 
Hybrid

View company profile in online database

https://www.featurespace.com/
https://www.featurespace.com/
https://thepaypers.com/company/featurespace/72
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Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification

Social verification

Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based  
Supervised ML  
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review
Case management
Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A
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Business model

Pricing model This information is available upon direct request.

Fraud prevention partners We have an extensive list of fraud prevention and data partners, which can be made 
available upon request.

Year over year growth rate This information is available upon direct request.

Number of employees 395

Future developments Continuous innovation and development is at the core of our business. If you would 
like to learn more about our near and long term developments, we’d be happy to talk 
with you.

Customers 

Customers reference HSBC, TSYS, Worldpay, NatWest Group, Contis, Danske Bank, ClearBank, eftpos, and 
Permanent TSB



Anything Else Would Be Criminal

Financial crime is evolving, but  
so is the technology to fight it.

Using the next generation of 
machine learning, we keep you 
and your customers safe from 
fraud and money laundering.

featurespace.com

ThePaypersA4-Advert_Oct21.indd   1ThePaypersA4-Advert_Oct21.indd   1 25/10/2021   09:2825/10/2021   09:28

https://www.featurespace.com/
https://www.featurespace.com/
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Company Fraudio
Fraudio provides PSPs, acquirers, and issuers with card payment fraud and merchant 
initiated fraud products via a simple and scalable cloud hosted API integration that can 
be connected to in days. Its patented product which relies on AI, machine learning, 
and network effects are available on a pay-as-you-go SaaS basis.

Background information

Year founded 2019

Website www.fraudio.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

PSP/acquirers 
Banks/FS

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Nathan Trousdell, Co-Founder & COO, nathan@fraudio.com

Company’s motto Fight Fraud Smarter

Member of industry association and/or 
initiatives

Holland FinTech

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Data provider and intelligence

Core solution/problems the company 
solves

Card payment fraud, excessive chargebacks, excessive false positives, long 
integration times, expensive and long proof-of-concepts, merchant initiated fraud, 
PSP/acquirer risk when scaling quickly

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification

Social verification

Credit check

Compliance check

View company profile in online database

http://www.fraudio.com?utm_source=paypers&utm_medium=report&utm_campaign=paypers&utm_content=profile
http://www.fraudio.com?utm_source=paypers&utm_medium=report&utm_campaign=paypers&utm_content=profile
mailto:nathan%40fraudio.com?subject=
https://thepaypers.com/company/fraudio/293
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 
Unsupervised ML

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Tiered price per API call/transaction, with lower prices for high volumes.

Fraud prevention partners More information available upon request.

Year over year growth rate >1000%

Number of employees 25

Future developments More information available upon request.

Customers

Customers reference Viva Wallet, SaltPay, Borgun, Paymentology, PagueloFacil



http://www.fraudio.com?utm_source=paypers&utm_medium=report&utm_campaign=paypers&utm_content=profile
https://www.fraudio.com/pricing?utm_source=paypers&utm_medium=report&utm_campaign=paypers&utm_content=profile-banner
https://www.fraudio.com/free-trial?utm_source=paypers&utm_medium=report&utm_campaign=paypers&utm_content=profile-banner
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Company INETCO
INETCO Systems is a Vancouver, Canada-based global fintech company that helps 
financial institutions, payment providers, and retailers in over 35 countries detect and 
block payment fraud with granular precision, reducing false positives and fraud losses. 
INETCO solutions help clients improve payments security and customer engagement, 
while reducing operational costs.

Background information

Year founded 1984

Website https://www.inetco.com/

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
Banks/FS 
Fintech

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact Vlada Terenina, Marketing Manager; vterenina@inetco.com

Company’s motto Every transaction tells a story 

Member of industry association and/or 
initiatives

More information available upon request.

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Data provider and intelligence 
Bot risk management

Core solution/problems the company 
solves

INETCO BullzAI detects and blocks payment fraud in real-time, with granular precision, 
reducing false positives and fraud losses. It’s an omnichannel solution that also 
provides payment analytics and operational alerts.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

On-premise 
Cloud enabled 
Hybrid

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification

Social verification

Credit check

Compliance check

View company profile in online database

https://www.inetco.com/
https://www.inetco.com/
mailto:vterenina%40inetco.com?subject=
https://thepaypers.com/company/inetco/297
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics

Device fingerprinting

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Case management 
Manual review

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Per transaction/per ATM

Fraud prevention partners INETCO doesn’t require consortium data to train its systems but the solution can 
ingest external data if the customers require it. 

Year over year growth rate Private data

Number of employees 27 (full-time)

Future developments SIEM, AML for mid-sized financial institutions

Customers

Customers reference BECU, Moneris Solutions, eGlobal, Woodforest National Bank, PT Alto



INETCO BullzAI® provides issuers, acquirers, 
merchants, and processors with a unique solution 
to the challenges posed by real-time payment 
fraud. Only INETCO BullzAI can identify individual 
fraudulent payment activities in real-time, decline 
them before the transaction is completed, return 
a stand-in code, and alert on the issue — all 
without blocking or negatively impacting 
legitimate transactions.

Available as an on-premise or Cloud-based solution.
To find out more, contact insight@inetco.com

+1.604.451.1567   |   www.inetco.com 

https://www.inetco.com/
https://www.inetco.com/
mailto:insight%40inetco.com?subject=
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Company Netcetera
As market leader for payment security, we offer innovative digital payment solutions 
with a strong focus on convenience, security, and mobile use. Our customers rely 
on our high-quality, scheme certified products for 3-D Secure, mobile contactless 
payment, digital wallets, risk-based and convenient authentication, or digital banking 
apps for optimised banking.

Background information

Year founded 1996

Website www.netcetera.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
SMBs 
Banks/FS 
Corporate 
Fintech

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Headquartered in Zurich, Switzerland with additional locations in 18 cities across 
Europe, Middle East, and Asia and serving clients worldwide.

Contact info@netcetera.com

Company’s motto We create software that matters. 
We believe that everyone deserves digital payment excellence!

Member of industry association and/or 
initiatives

EMVCo Associate & Member of the Board of Advisors, Mobey Forum, Mastercard 
Engage Partner, Visa Ready Partner

Core solution 

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Customer authentication 
Behavioural biometrics 
Data provider and intelligence 
Fraud/risk management and decisioning platform

Core solution/problems the company 
solves

The Risk Based Authentication engine is part of our 3DS ACS product, enabling our 
clients to deliver a frictionless digital payment experience and higher security to their 
end customers. 

Technology 

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification

Social verification

Credit check

Compliance check

View company profile in online database

https://www.netcetera.com/
https://www.netcetera.com/
mailto:info%40netcetera.com?subject=
https://thepaypers.com/company/netcetera/187
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Online authentication proprietary capability third party both

Behavioural biometrics

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML

Decisioning 

(Manual review; Case management; 
Decision orchestration)

Case management 
Decision orchestration

Chargeback management 

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Pricing is per transaction and based on volume and complexity.

Fraud prevention partners Riskshield by Inform

Year over year growth rate 10%

Number of employees More than 800 employees worldwide

Future developments eCom Tokenization, Click To Pay, Delegated Authentication, PSD2 Exemption Advisor

Customers 

Customers reference Over 300 issuers and most of the leading banks from Germany, Austria, and 
Switzerland rely on Netcetera’s 3DS and authentication services. More than 150,000+ 
merchants worldwide use 3DS acquiring services and products from Netcetera. 
For references and customer testimonials please visit www.netcetera.com. 



https://www.netcetera.com/
https://www.netcetera.com/
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Company Nethone
Nethone is a machine learning-based fraud prevention SaaS company that allows 
online merchants and financial institutions to holistically understand their end-users – 
also referred to as ‘Know Your Users’ (KYU) in industry parlance. With its proprietary 
online user profiling and ML technologies, Nethone is able to detect and prevent 
payment fraud, account takeovers, with unrivalled effectiveness.

Background information

Year founded 2016

Website https://nethone.com/

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
Banks/FS 
PSP/acquirers 
Fintech 

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

US, Europe, Middle East, APAC, LATAM, India

Contact Hubert Rachwalski von Rejchwald, CEO, hubert.rachwalski@nethone.com or 
contact@nethone.com

Company’s motto Detect fraud with our Know Your Users solution 

Member of industry association and/or 
initiatives

MRC, About Fraud, VTEX , Nissho, CeFPro

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Chargebacks management 
Bot risk management 
KYB/Merchant onboarding 
KYC

Core solution/problems the company 
solves

Nethone prevents online businesses from card-not-present fraud, provides them with
real-time recommendations to optimise their business decisions and help online 
lending companies with credit scoring. Nethone also prevents account takeover, 
promo abuse, refund abuse, synthetic ID, alternative payment methods (APM) thanks 
to behavioural biometry (5000+ attributes about each user gathered by Nethone 
Profiler) and machine learning.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

View company profile in online database

https://nethone.com/
https://nethone.com/
mailto:hubert.rachwalski%40nethone.com?subject=
mailto:contact%40nethone.com?subject=
https://thepaypers.com/company/nethone/116
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Social verification x

Credit check x

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0 x

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau x

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid 

Decisioning

(Manual review; Case management; 
Decision orchestration)

Case management 
Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Fixed fee for model (re)training and maintenance + per transaction/operation

Fraud prevention partners Ekata, Ethoca, Paay, Verifi, IP intelligence, BIN databases

Year over year growth rate 2017 - 100% 
2018- 772%  
2019 - 89% 
2020 - 66%

Number of employees 79

Future developments Deeper technical user profiling

Customers

Customers reference Farfetch, Azul, VTEX, Grover, Booksy, Vivus, Wonga, ING, PKO Bank Polski, Mokka, 
Straal, Bitcan, eSky, Polish Airlines LOT, Nissho, epag, Ramp Network, Smartney 
(Oney Bank Group)



https://nethone.com/
https://nethone.com/
https://nethone.com/
mailto:contact%40nethone.com?subject=
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Company Outseer
Outseer is a leading technology company in the fight against payments fraud.
Powered by cutting edge science and a suite of market-leading anti-fraud products, 
Outseer reliably determines authentic customers from fraudulent behaviour.

Background information

Year founded 2021

Website www.outseer.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Banks/FI
Fintech
Other (issuer processors, financial services providers)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact David.Pedersen@outseer.com

Company’s motto Visionary science. Authentic customers

Member of industry association and/or 
initiatives

NACHA, EMVCo, PCI, and MRC

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform
Customer authentication
Identity verification
Behavioural biometrics
Data provider and intelligence

Core solution/problems the company 
solves

Stop fraud before it happens and know that every transaction is as real as the happy 
customer behind it. Outseer solutions include:
•  Outseer 3-D Secure: Balance security and user experience so you can grow your 

business;
•  Outseer Fraud Manager: Protect customers’ digital interactions with risk-based 

decisions while delivering a frictionless user experience;
•  Outseer FraudAction: Protect your brand and your customers with our 24/7 fraud 

intelligence and cyberattack takedown service.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

On-premises
Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification

Phone verification

Social verification

View company profile in online database

https://outseer.com
https://outseer.com
mailto:David.Pedersen%40outseer.com?subject=
https://thepaypers.com/company/outseer/71
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Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification

Credit bureau

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 
Rule-based

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

More information available upon request.

Business model

Pricing model More information available upon request.

Fraud prevention partners More information available upon request.

Year over year growth rate More information available upon request.

Number of employees More information available upon request.

Future developments More information available upon request.

Customers 

Customers reference More information available upon request.



Together, these award-winning offerings serve as the benchmark for payments authentication, detecting account 
compromise fraud, and fraud investigations while upholding friction-free customer experiences for the world’s leading 
merchants, issuing banks, and payment providers.

Protects customers across all digital channels 
with risk-based account monitoring decisions

Outseer Fraud Manager™

(formerly RSA Adaptive Authentication) 

The gold protocol in card-not-present and 
digital payments authentication mapping to 
the latest EMV® 3-D Secure protocol

Outseer 3-D Secure™

(formerly RSA Adaptive Authentication for eCommerce) 

Delivers rapid detection, takedown, and data 
insights related to phishing sites, rogue apps, 
and fraudulent social media pages

Outseer FraudAction™

(formerly RSA FraudAction) 

Outseer empowers the digital economy 
to grow by authenticating billions of 
transactions annually

Visionary Science. Authentic Customers.TM

outseer.com

https://outseer.com
https://worldline.com/en/home.html
https://outseer.com
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Company Ping Identity
Ping Identity delivers intelligent identity solutions for the enterprise. We enable 
companies to achieve Zero Trust identity-defined security and more personalised, 
streamlined user experiences. The PingOne Cloud Platform provides customers, 
workforce, and partners with access to cloud, mobile, SaaS, and on-premises 
applications across the hybrid enterprise. Over half of the Fortune 100 choose us 
for our identity expertise, open standards, and partnerships with companies including 
Microsoft and Amazon. We provide flexible identity solutions that accelerate digital 
business initiatives, delight customers, and secure the enterprise through multi-
factor authentication, single sign-on, access management, intelligent API security, 
directory and data governance capabilities. For more information, please visit 
www.pingidentity.com.

Background information

Year founded 2001

Website https://www.pingidentity.com/en.html

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Banks/FS 
Merchants/ecommerce 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact 1 877-898-2905

Company’s motto We Champion Identity for the Global Enterprise

Member of industry association and/or 
initiatives

FIDO, Identity Standards, Open Banking 
Our products are independently certified to support compliance with standards for:  
- FIPS 140-2 - Cryptographic module standards 
- ISO/IEC 27001 
- ISAE 18 SOC 2 
 
Certified OpenID Providers 
PingFederate (since 9.1) is certified for Basic OP, Implicit OP, Hybrid OP, Config OP, 
and Form Post OP. 
 
Certified Relying Parties 
PingFederate (since 9.2) is certified for Basic RP, Config RP, and Form Post RP. 
 
Certified Financial-grade API (FAPI) OpenID Providers 
PingFederate (since 9.2) is certified for FAPI R/W OP w/ MTLS. 
 
CSA Star Level – Ping self-certifies. More information is available at https://
cloudsecurityalliance.org/star/registry/ping-identity/

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Bot risk management 
KYB/Merchant onboarding 
KYC

View company profile in online database

https://www.pingidentity.com/en.html
https://www.pingidentity.com/en.html
https://cloudsecurityalliance.org/star/registry/ping-identity/
https://cloudsecurityalliance.org/star/registry/ping-identity/
https://thepaypers.com/company/ping-identity/182
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Core solution/problems the company 
solves

Ping Identity combines real-time behaviuoral navigation, behavioural biometrics, 
device attributes, and much more to detect sophisticated fraud attacks that 
bypass other detection tools, all while ensuring a hassle-free experience for trusted 
customers. It conducts real-time unique session analysis to clearly distinguish 
legitimate customers from fraudsters. Ping Identity is used by enterprises around 
the world, including ecommerce companies, and supports mobile and desktop 
environments.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud 

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

Social verification x

Credit check x

Compliance check x

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0

Hardware token x

One-time passwords x

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Monitoring x

Address verification x

Credit bureau x

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid (Supervised ML + Unsupervised ML)
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Decisioning

(Manual review; Case management; 
Decision orchestration)

The decisioning is done by the client based on the signal they receive from Ping.

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Annual Licence fee based on session volume and use case

Fraud prevention partners N/A 

Year over year growth rate 20%+

Number of employees 1.191

Future developments Alerts aggregations and system wide insights (alerts clustering, fraud rings etc.) 
Integration with CDN & API Gateways 
Financial Institutions offering (new vertical) 
Integration with Ping’s platform

Customers

Customers reference Wish.com, ASOS, Gett



Schedule a demo today 
to find out more

Fight Fraud  
Trust Your Customers  
Grow Your Business

Detect sophisticated fraud attacks 

that bypass other detection tools 

by analyzing behavioral biometrics 

and device attributes in real time 

while still providing your trusted 

customers a hassle-free experience. 

That’s the power of PingOne Fraud.

Catch Previously 
Undetected Attacks

Use behavioral 
biometrics and machine 
learning to adapt and 
learn to differentiate 
between interactions 
of humans and bots.

pingidentity.com

Improve Customer 
Experience

Dramatically reduce 
security events like 
CAPTCHA and invisibly 
protect your enterprise 
without interrupting 
customer sessions.

Reduce Fraud 
Resolution Costs

Automatically identify 
trusted users and flag 
suspicious activity before 
fraudulent activities 
take place to save big 
on fraud resolution.

Gain Deep  
Insights

Easily access and analyze 
data captured for further 
insights without collecting 
your users’ personally 
identifiable information.

https://www.pingidentity.com/en.html
https://www.pingidentity.com/en.html
https://www.pingidentity.com/en/cloud/pingone-fraud.html
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Company Ravelin
Ravelin provides technology and support to help online businesses prevent evolving 
fraud threats and accept payments with confidence. Combining machine learning and 
graph network visualisation, Ravelin helps businesses draw deeper insights from their 
customer data to detect fraud, account takeover, and promotion abuse and increase 
payment acceptance.

Background information

Year founded 2014

Website https://www.ravelin.com/

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Europe, US, APAC, LATAM, India

Contact 020 8050 1746

Company’s motto Make smarter decisions on fraud and payments

Member of industry association and/or 
initiatives

MRC Premier Member

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Behavioural biometrics
Chargebacks management

Core solution/problems the company 
solves

Card not present fraud, account takeover, promo abuse, refund abuse, marketplace 
seller fraud, authentication of payments

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification x

Email verification

Phone verification

Social verification

Credit check

Compliance check

View company profile in online database

https://www.ravelin.com/
https://thepaypers.com/company/ravelin/236
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting

Geo-location

Remote access detection

Mobile app push

3-D Secure 2.0 x

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification

Credit bureau

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Chargeback dispute

Business model

Pricing model Volume-based pricing for core transactions with added costs for additional risks. 
Prices usually blended into an annual fee.

Fraud prevention partners Ethoca

Year over year growth rate 100%

Number of employees 116

Future developments Authentication and conversion suite

Customers 

Customers reference Just Eat, Deliveroo, Trainline, Flixbus, Glovo, Marshmallow, Trouva, Wheely, Fiserv, 
Booking.com



MANAGE RISK & 
OPTIMIZE CONVERSION
Harness the power of your customer data to reduce  
your fraud costs and increase payment acceptance

Stop fraud faster with a tailor-
made solution

Custom solution built around 
your business to detect fraud 
signals sooner and reduce costs 

Empower decisions with 
clear customer insights

Develop deeper knowledge 
of customer behavior and 
networks to optimize your 
business strategy

Unrivalled fraud investigation 
support and expertise

Our investigation specialists 
add data science skills to your 
team and support your goals

O P T I M I Z E C O N V E R S I O N

TA I LO R YO U R F R AU D S O L U T I O N  TO YO U R N E E D S
We build everything around your customer data, so it’s completely flexible and 
customized to your business.

Manage PSD2 and global 
regulations effectively with 
a streamlined approach

Prevent fraud while 
upgrading your customer 
buying experience

 Maintain control and boost 
approval rates through agnostic 
authentication

D E F E N D AGA I N S T F U R T H E R F R AU D A N D T E R M S A B U S E

As your risks evolve, add protection against sophisticated threats 
and prevent hidden losses. 

Account takeover 
Protect your customers and 
brand reputation

Promotion abuse
Reward customer loyalty and 
stop excessive abuse

Marketplace seller fraud
Keep sellers active without risk 
to your platform

CONTACT US AT R AV E L I N. C O M

https://www.ravelin.com/
https://www.ravelin.com/
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Company SEON
At SEON, we strive to help online businesses reduce the costs, time, and challenges 
faced due to fraud. With a real-time, flexible API, we collect all the relevant risk-related 
data points, and after connecting them, we provide a risk score that leverages data 
enrichment and machine learning.

Background information

Year founded 2017

Website https://seon.io

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce
Banks/FI
PSP/acquirers
Other (travel and accommodation, iGaming, Buy Now, Pay Later, crypto, and trading)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact info@seon.io

Company’s motto Fraud fighting done differently

Member of industry association and/or 
initiatives

MRC (Merchant Risk Council), GamShield

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform
Customer authentication
Bot risk management
Data provider and intelligence
KYC

Core solution/problems the company 
solves

Providing businesses intelligent risk scoring with AI and machine learning to help 
detect and prevent fraud.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled
On-premise

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

x

Small transaction verification

Email verification x

Phone verification x

Social verification x

Credit check

Compliance check

View company profile in online database

https://seon.io
https://seon.io
mailto:info%40seon.io?subject=
https://thepaypers.com/company/seon/118
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0

Hardware token

One-time passwords

Knowledge-based authentication

Intelligence proprietary capability third party both

Abuse list x

Monitoring x

Address verification x

Credit bureau

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Chargeback dispute

Business model

Pricing model SaaS

Fraud prevention partners DevCode Identity, IoTech Lab, GBG APAC, TruNarrative, Grover

Year over year growth rate ‘Fastest growing fraud tech startup’ substantiated by our LI Headcount growth > 
300% last year

Number of employees 166

Future developments Black box machine learning, Shopify app, 8 digit BIN lookup 

Customers 

Customers reference We have all our customer references available and listed here:  
https://seon.io/references/  

https://seon.io/references/
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Company Sift
Sift is the leader in Digital Trust & Safety, empowering digital disruptors to Fortune 500 
companies to unlock new revenue without risk. Sift dynamically prevents fraud and 
abuse through industry-leading technology and expertise, an unrivalled global data 
network of 70 billion events per month, and a commitment to long-term customer 
partnerships. Global brands such as Airbnb, Doordash, and Wayfair rely on Sift to gain 
a competitive advantage in their markets.

Background information

Year founded 2011

Website https://sift.com/

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce (e.g. retailers, food & beverage, marketplaces, travel, gaming 
etc.) 
Fintech 
PSPs

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global

Contact sales@sift.com

Company’s motto Our mission: Help everyone trust the internet

Member of industry association and/or 
initiatives

Marketplace Risk, Merchant Risk Council, Merchant Advisory Group, The Fraud 
Practice

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Behavioural biometrics 
Data provider and intelligence 
Chargebacks management 
Bot risk management 

Core solution/problems the company 
solves

Sift prevents fraud from end to end. We stop fraudsters from creating fraudulent 
accounts, spamming and scamming, taking over accounts, abusing promotions, and 
using stolen payment credentials. 

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification x

Email verification x

Phone verification

Social verification x

Credit check

Compliance check

View company profile in online database

https://sift.com/
https://sift.com/
mailto:sales%40sift.com?subject=
https://thepaypers.com/company/sift/81
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0 x

Hardware token

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 
Rule-based

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration 
Manual review 
Case management

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Chargeback dispute

Business model

Pricing model Per transaction based on volume and complexity

Fraud prevention partners Adobe (Magento Commerce), Salesforce Commerce Cloud, Shopify, Wagento, Apruvd, 
Dwolla, CES, Olo, Checkout.com, Astound Commerce, Ekata, Macnica Networks

Year over year growth rate Privately held

Number of employees Privately held

Future developments Privately held

Customers 

Customers reference Doordash, Air BnB, Box, McDonald’s, Wayfair, Uphold, Twilio, Traveloka, Poshmark, 
Hello Fresh, Coinjar, Patreon

https://www.checkout.com/


https://sift.com/
https://sift.com/
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Company Signifyd
Signifyd empowers fearless commerce by providing an end-to-end Commerce 
Protection Platform that protects merchants from fraud, consumer abuse, and revenue 
loss caused by friction in the buying experience.

Background information

Year founded 2011

Website www.signifyd.com

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
Banks/FS 
Corporate 
Fintech

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global 

Contact Amal Ahmed, Head of EMEA Marketing; amal.ahmed@signifyd.com

Company’s motto Fearless Commerce 

Member of industry association and/or 
initiatives

MRC, BRC, IMRG, FIDO 

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform 
Customer authentication 
Identity verification 
Behavioural biometrics 
Data provider and intelligence 
Chargebacks management 
Bot risk management 
KYB/Merchant onboarding 
KYC

Core solution/problems the company 
solves

Signifyd is the largest provider of commerce protection with a network made up of 
thousands of ecommerce merchants, including 2 of the top 3 largest retailers globally.  
 
Signifyd optimises merchants’ revenue with a unique combination of identity and intent 
intelligence, machine learning, and domain expertise to address all chargeback types 
and to ensure that legitimate orders are never falsely declined. Signifyd demonstrates 
its trust in its decisions with a 100% financial guarantee for approved orders that result 
in fraud or abuse chargebacks.

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

x 

Small transaction verification

Email verification x 

View company profile in online database

https://www.signifyd.com/?utm_channel=Shared&utm_medium=referral&utm_source=partner&utm_campaign=21Q4_EMEA_SC_Paypers_RPT_&utm_content=Payper-Fraud-Report-2021
https://www.signifyd.com/?utm_channel=Shared&utm_medium=referral&utm_source=partner&utm_campaign=21Q4_EMEA_SC_Paypers_RPT_&utm_content=Payper-Fraud-Report-2021
mailto:amal.ahmed%40signifyd.com?subject=
https://thepaypers.com/company/signifyd/119
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Phone verification x 

Social verification x 

Credit check

Compliance check x 

Online authentication proprietary capability third party both

Behavioural biometrics x 

Physical biometrics x 

Device fingerprinting x 

Geo-location x 

Remote access detection x 

Mobile app push x 

3-D Secure 2.0 x 

Hardware token x 

One-time passwords

Knowledge-based authentication x 

Intelligence proprietary capability third party both

Abuse list x 

Monitoring x 

Address verification x 

Credit bureau

Information sharing x 

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x 

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Supervised ML 
Unsupervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Case management 
Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Chargeback dispute 
Guaranteed fraud protection

Business model

Pricing model Signifyd’s pricing model depends on the specific capabilities licensed by its customers 
and ranges from flat fee, to transaction-based pricing, to percentage-of-GMV pricing.

Fraud prevention partners More information available upon request.

Year over year growth rate More information available upon request.

Number of employees 500+

Future developments More information available upon request.

Customers reference

Customers reference Samsung, eBay, Emma, Illy, Mango, Huda Beauty



signifyd.com

Commerce protection from the
world’s largest network of merchants

Leading Ecommerce Retailers Trust Signifyd

Account Protection

Defend account
integrity and inspire 

customer loyalty.

SCA & Payment 
Optimisation

Provide the smoothest 
path to purchase for 

your customers.

Fraud & Abuse 
Protection

Eliminate fraud 
and customer abuse.

Chargeback 
Management

Automatically protect 
and recover online 

chargebacks.

CX Obsessed. Locally Tailored. Liability Fully Shifted.

https://www.signifyd.com/?utm_channel=Shared&utm_medium=referral&utm_source=partner&utm_campaign=21Q4_EMEA_SC_Paypers_RPT_&utm_content=Payper-Fraud-Report-2021
https://www.signifyd.com/?utm_channel=Shared&utm_medium=referral&utm_source=partner&utm_campaign=21Q4_EMEA_SC_Paypers_RPT_&utm_content=Payper-Fraud-Report-2021
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Company Vesta Corporation
Using machine learning backed by 25 years of transactional data history, Vesta is 
the only instant, end-to-end transaction guarantee platform for online purchases, 
delivering unparalleled approval rates, a better customer experience, and eliminating 
fraud for leading brands in telco, ecommerce, travel, and financial services. 

Background information

Year founded 1995

Website https://www.vesta.io

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
PSP/acquirers 
Banks/FS 
Corporate 
Fintech 
Telecom 
Others (digital wallets)

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Global 

Contact Anna DeMent, Director of Brand and Communications, anna.dement@vesta.io

Company’s motto Drive Your True Cost of Fraud to Zero

Member of industry association and/or 
initiatives

Merchant Risk Council, Gartner, AMVO, FintechPower50, Technology Association of 
Oregon

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Fraud/risk management and decisioning platform
Chargebacks management
Identity verification
Behavioural biometrics
Data provider and intelligence
Customer authentication

Core solution/problems the company 
solves

At Vesta we use our technology, data science, and know-how to enable our 
customers to eliminate fraud, approve more transactions, and grow their business. 
We utilise machine learning to increase approvals of legitimate sales while eliminating 
chargebacks and other forms of digital fraud. Our models are so accurate that we 
approve more than 97% of all transactions and assume 100% of the cost of fraud for 
any transaction we approve. 

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Native cloud

Data input

Identity verification proprietary capability third party both

Identity document scanning x

Video scanning x

Personally Identifiable Information (PII) 
validation

x

Small transaction verification x

Email verification x

Phone verification x

Social verification x

View company profile in online database

https://bit.ly/3ANNTvf
https://bit.ly/3ANNTvf
mailto:anna.dement%40vesta.io?subject=
https://thepaypers.com/company/vesta/196
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Credit check

Compliance check

Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push

3-D Secure 2.0 x

Hardware token

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list x

Monitoring

Address verification x

Credit bureau

Information sharing x

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

x

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

Guaranteed fraud protection

Business model

Pricing model Customised pricing

Fraud prevention partners More information available upon request.

Year over year growth rate More information available upon request.

Number of employees 208

Future developments More information available upon request.

Customers 

Customers reference For a sample list of our customers please visit our website at https://vesta.io. 
 
We work with the likes of global brands such as AT&T, Vodaphone, Telcel, Western 
Union, Bukalapak, Fiserv, Plaid, and many others.

https://bit.ly/3ANNTvf


REQUEST A DEMO TODAY AT  VESTA.IO
vestaio Vesta Corporation @vestaio

Drive Your True Cost 
of Fraud to Zero

Approve more transactions

Reduce chargebacks

Increase revenue

www.vesta.io

Fraud SolutionseCommerce Solutions Machine Learning

Vesta is a transaction 
guarantee platform for 
ecommerce.

We eliminate all the costs 
associated with fraud - 
direct losses, lost sales 
and unnecessary declines. 

We utilize machine learning 
to increase approvals of 
legitimate sales while 
eliminating chargebacks and 
other forms of digital fraud.

Vesta_Paypers_A4-Ad.indd   6Vesta_Paypers_A4-Ad.indd   6 10/15/21   4:07 PM10/15/21   4:07 PM

https://bit.ly/3BVgCzF
https://bit.ly/3BVgCzF
https://bit.ly/3BVgCzF
https://www.linkedin.com/company/vestacorporation/
https://twitter.com/vesta_io
https://www.facebook.com/Vestaio/
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Company Worldline
Worldline is the European leader in the payment and transactional services industry. 
With innovation at the core of its DNA and thanks to a presence in 30+ countries, 
Worldline is the payment partner of choice for merchants, banks, public transport 
operators, government agencies, and industrial companies, delivering cutting-edge 
digital services.

Background information

Year founded 1973

Website https://worldline.com/en/home.html

Target group  
(Merchants/ecommerce; PSP/acquirers; 
SMBs; Banks/FS; Corporate; Fintech; 
Telecom)

Merchants/ecommerce 
Banks/FS  
Corporate 
Fintech 
Telecom

Supported regions 
(US; Europe; Middle East; APAC; Africa; 
LATAM; India; China; Global)

Europe

Contact Claire DEPREZ-PIPON - claire.pipon@worldline.com

Company’s motto Digital payments for a trusted world

Member of industry association and/or 
initiatives

EMVCO, W3C, EPSM, FIDO Alliance, EDPIA, EPI

Core solution

(Fraud/risk management and 
decisioning platform; Customer 
authentication; Identity verification; 
Behavioural biometrics; Data provider 
and intelligence; Chargebacks 
management; Bot risk management; 
KYB/Merchant onboarding; KYC)

Customer authentication 
Behavioural biometrics

Core solution/problems the company 
solves

We offer a multi-factor authentication solution that brings security for all sensitive 
operations (payment, online banking, digital identity etc.). This solution is combined 
with different fraud detection assets which allow to prevent intrusion and attacks. 

Technology

(On-premise; Cloud enabled; Native 
cloud; Hybrid)

Cloud enabled

Data input

Identity verification proprietary capability third party both

Identity document scanning

Video scanning

Personally Identifiable Information (PII) 
validation

Small transaction verification

Email verification

Phone verification

Social verification

Credit check

Compliance check

View company profile in online database

https://worldline.com/en/home.html
https://worldline.com/en/home.html
mailto:claire.pipon%40worldline.com?subject=
https://thepaypers.com/company/worldline/286
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Online authentication proprietary capability third party both

Behavioural biometrics x

Physical biometrics x

Device fingerprinting x

Geo-location x

Remote access detection x

Mobile app push x

3-D Secure 2.0 x

Hardware token x

One-time passwords x

Knowledge-based authentication x

Intelligence proprietary capability third party both

Abuse list 

Monitoring

Address verification

Credit bureau

Information sharing

Data ingestion/third-party data

Stateless data ingestion and 
augmentation

Methodology

Machine learning  
(Rule-based; Supervised ML; 
Unsupervised ML; Hybrid)

Rule-based 
Supervised ML 
Hybrid

Decisioning

(Manual review; Case management; 
Decision orchestration)

Manual review 
Case management 
Decision orchestration

Chargeback management

(Chargeback dispute; Guaranteed fraud 
protection)

N/A

Business model

Pricing model Transaction-based pricing model

Fraud prevention partners Internal capabilities + inform Riskschield

Year over year growth rate For business revenues, please refer to our corporate investor page  
https://investors.worldline.com/en/home.html  
Yearly growth: about 80%

Number of employees 20,000+

Future developments For more details, please contact our sales team.

Customers 

Customers reference For more details, please contact our sales team.
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worldline.com claire.pipon@worldline.com

On browser
On mobile

Fingerprint
Facial
Behavioral
Voice

PSD2
eIDAS
3DSecure

WL Trusted Authentication

Make all your sensitive 
operations more secure

security | user experience | innovation

+450M
strong authentications

+1.3B
3DS transactions

In 2021

https://worldline.com/en/home.html
https://worldline.com/en/home.html
mailto:claire.pipon%40worldline.com?subject=


For the latest edition, please check the Reports section

Don’t Miss the Opportunity of Being Part of 
Large-Scale Payments Industry Overviews

Once a year, The Paypers releases four large-scale industry overviews covering the latest trends, developments, disruptive innovations 

and challenges that define the global online/mobile payments, e-invoicing, B2B payments, ecommerce and web fraud prevention & 

digital identity space. Industry consultants, policy makers, service providers, merchants from all over the world share their views and 

expertise on different key topics within the industry. Listings and advertorial options are also part of the Guides for the purpose of 

ensuring effective company exposure at a global level.

Financial Crime and Fraud 
Report 2021

Payment Methods Report 
2021

Who’s Who in Payments 
Report 2021

Open Banking Report 2021

https://thepaypers.com/reports/financial-crime-and-fraud-report-2021/r1248631
https://thepaypers.com/reports/the-payment-methods-report-2021/r1250527
https://thepaypers.com/reports/whos-who-in-payments-report-2021/r1249068
https://thepaypers.com/reports/open-banking-report-2021/r1251959
mailto:editor%40thepaypers.com?subject=
https://twitter.com/ThePaypers
https://www.facebook.com/ThePaypers
https://www.linkedin.com/company/1034502/admin/
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