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Holiday Season 2022 – what is the market expecting? 
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Check out how our award winning industry models can help automate your 
fraud prevention strategy today!  
Click to watch the recording www.accertify.com/events/top-5-holiday-scams-to-watch/

Quantity and Promotional Abuse

First Party Misuse

With the retail holiday season right around the corner, accelerated transaction 
volumes can result in a corresponding rise in online payment fraud and other forms 
of ecommerce abuse. 5 threats Accertify has identified for this holiday season along 
with tactics to help keep you in control:

WEBINAR HIGHLIGHTS

1 Source: https://soundcommerce.com/blog/2022-holiday-shopping-predictions

Source:
1 https://roirevolution.com/blog/2022-holiday-ecommerce-stats-trends-predictions/
2 https://www.salesforce.com/uk/blog/2022/07/holiday-shopping-predictions.html
3 https://nrf.com/research/consumer-view-winter-2020
4 https://roirevolution.com/blog/2022-holiday-ecommerce-stats-trends-predictions/

1 Source: https://soundcommerce.com/blog/2022-holiday-shopping-predictions

1&2. Source: https://www.cnbc.com/2022/01/25/retailers-average-return-rate-jumps-to-16point6percent-as-online-sales-grow-.html

GIFT CARD FRAUD: 

Easily accessed 
and untraceable – 
consumers and 
fraudsters alike 
turn to gift cards.

QUANTITY AND 

PROMOTIONAL 

ABUSE: 

51% of retail 
consumers are 
concerned about 
a potential lack of 
inventory.1

FIRST PARTY 

MISUSE: 
Buyer’s remorse 
can signify 
increased 
chargebacks for 
retailers.

REFUND ABUSE: 

Fraudulent 
returns can 
account for a  
proportion of 
retail sales.

ACCOUNT 

TAKEOVERS: 

Fraudsters 
leveraging 
consumer’s 
positive account 
history to 
purchase.

Stolen 
credit cards

Most common 
method of 

purchase; instant 
redemption

Quantity Limit 
Abuse 

Promotional 
Abuse

Return 
fraud

Purchase made 
with stolen card 

that is refunded to 
a gift card

Unauthorized 
account access 
and purchase 

made using card 
on file

Account 
Takeovers

US retail 
ecommerce 
holiday sales 

projected to grow 
15.5% to reach 

$236B.1

50% of
 shoppers will switch 
brands this holiday 

due to pricing.2 

70% of 
consumers 

cited BOPIS/BOPAC 
improved the 

customer experience 
by increasing 
convenience.3 

U.S. ecommerce 
sales from mobile 
devices expected 
to increase 20% 

($115B) over 
2021.4

51% 
of retail consumers 

are concerned about a 
potential lack of 

inventory.1

Identifying possible 
inventory risks as early 

as possible allows retailers 
the time to prepare 

alternative plans.

Gift Card Fraud MANY MANIFESTATIONS…

Layered approach; 
balanced customer 
experience; resolve 
transaction diligently; 
all fraud is not the 
same.

Measure and 
monitor to discover 
what you don’t know 
and experiment. 
Marry with user 
behavior analytics to 
[passively] capture 
intent along with 
device.

State your 
Terms & 
Conditions 
clearly and visibly, 
including your 
refund/return 
policy.

Make it easy for 
customers to reach your 
support team if they 
have a complaint or query 
regarding their transaction. 
Quick actions & an agile 
customer service can help 
prevent disputes and fraud-
related chargebacks.
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What part of your organisation is responsible for monitoring Refund Abuse?

FRAUD PREVENTION

ACCOUNT OR INFORMATION SECURITY

CUSTOMER CARE

WAREHOUSE OPERATIONS

NO DEFINED OWNER

<10%

10-20%

20-40%

40-60%

>60%

Over the past 12 months, what percentage of your organization’s chargebacks were determined to be first-party misuse?

For every $100 in returned merchandise accepted, 
retailers lose $10.30 to fraud.1

Retail returns jumped to an average of 16.6% in 2021 
adding up to over $761 billion of merchandise 
that retailers needed to take back.2

YoY incremental improvements were achieved as Accertify became 
increasingly adept at identifying chargebacks.

What device are  
they using?

How do they  
connect to  
your site?

Where are they  
coming from?

How are they  
interacting  

with the site?

What do we know 
about them?

Source: Javelin study August 2021: Merchant Chargebacks: Building Brand Value by Optimizing Efficiencies
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